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Configuring Security for the FactoryLink CONNSRV Task

The CONNSRV task is used by WebClient and Client builder to access the user domain in FactoryLink. By default there is no configuration to restrict host access to this task. To restrict access to only named hosts requires configuring the WebClient Node Access List Panel in your FactoryLink application.  This panel can be configured using Configuration Explorer or FLCM depending on your version of FactoryLink.
WebClient Node Access List Panel 

The WebClient Node Access List panel establishes FactoryLink security based on the remote node’s host name. Nodes not listed are connected as defined by the Default Access Security entry in the WebClient Connections panel. The contents of this panel apply to all domains.  To restrict access to all nodes except for named hosts this entry should be set to “NO_ACCESS”. (see  the WebClient Reference guide for more information)  Perform the steps to configure the WebClient Node Access List panel:

1: In the WebClient Connections Panel click “Next” to display the Webclient Node Access List Panel. 

2: Specify the following information for all remote nodes you are configuring:

Remote Connection Node Name  - This required character field specifies a remote node name or IP address for which an explicit security setting is being set. 

Access Security - This field associates a specific type of access with the remote node.

NO_ACCESS - No access to the application (connection denied).

VIEW_ONLY - Reads all tags; writes tags to a maximum of 76 tags. These tags are specifically listed in the corresponding access definition. 

FULL_CONTROL - Reads all tags; writes tags. The default is write access to all shared and user tags.

<user defined> - User-entered string referring to a custom access security type. There may be multiple user-defined custom access types. These custom access types are defined in the WebClient Access Security Definition panel. (see  the WebClient Reference guide for more information)

The default level of access is FULL_CONTROL. 

4: Click Enter to save the information. 

5: Click Exit to return to the Main Menu.
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