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Introduction

Introduction

The FLNTsys utility is a FactoryLink task, which enables NT or W2K system functionality’s inside a
FactoryLink application. These functions include enabling, disabling keys, request system information
regarding disk space, screensaver settings, shutting down the system or logging off a user, logging event-

message to the event viewer.

This manual is intended for use by a technician who is familiar with the FactoryLink ECS software. Covered
in this manual are the principles of operation, installation and configuration of the software. Included in the
shipment is a demo-application, which can be used as an example of how to implement the futures in your

FactoryLink application.

This software is protected with a software key, a serial number and configuration sequence. Both are

included in your shipment, registration is already completed on receiving the complete package.

FactoryLink is a registrated trademark of United States Data Corporation, Richardson Texas USA.

RLD Automation

Van Sonsbeeckstraat 11
5344 JB Oss

The Netherlands

tel. +31(0) 412 655 990
fax +31(0) 412 655 991
e-mail : support@rldautomation.eu
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1 Operation principle

The FLNTsys utility is a FactoryLink task which enables NT4 or W2K system functionalities inside a
FactoryLink application. These functions include enabling, disabling keys, request system information
regarding diskspace, screensaver settings, shutting down the system or logging off a user, showing a simple
message box to notify users.

The operation principle differs for the three different main futures of the application, keystroke filtering,
system settings and (simple) message boxes.

After installation a demo application and client builder project are present in the {FLINK}\mps\en directory,
the application is stored as a multiplatform save file with the name: ‘fintsys.mps’. The demo client builder
project is in the file ‘fintsys.cba’. After restoring and starting the application and the client builder project a
screen with an overview of the capabilities of FLNTsys is shown to the user, see the figure below.

VETHYAT overview Activex Sun 01-09-2002 22:36:20
ISIBYAYEA

= AT SN Tasks

Enable / Disable keystrokes N
Diskspace usage

) 0 Screensaver active, yes=1, no=0 Set Screensaver info
[~ Ctrl + Shift + Esc

I Win keys 0 Screensaver timeout Get Screensaver info

Lock Workstation

[~ Ctrl + Alt + Del Used 0 el @

[~ Alt + Tab Free 0 Free 0

[ Alt + Shift + Tab

[~ Alt + Esc

[~ Ctrl + Esc
[[Get Scresnsaver nfo |

Log Start Eventviewer

Shutdown the system, or restart ShutDown... Restart...
[ Stop FactoryLink before shutdown or reboot

4| | LI_A
Figure 1.1. FactoryLink demo application.

1

1.1  Keystroke filtering

The FLNTsys utility is capable of filtering keystrokes from the keyboard buffer. The utility lets you specify
which keys are to be filtered, these keystrokes can be altered from within a FactoryLink application. If a
keystroke is filtered none of the (running) applications will receive this keystroke, it is removed from the
keyboard buffer, so even before any program ‘sees’ the keystroke. In order to do this the utility depends on a
device driver: KbFilter, which stands for Keyboard Filter. This device driver is just a normal device driver, its
start-up options can be modified from the “control panel > Devices > Keyboard filtering” for NT4, or
“Computer management > Device manager - Non-plug and play drivers - Keyboard filter for W2K”.

As this driver attaches itself to the keyboard, it has the same class as a keyboard driver. This means you can
start the driver manually (see the next figure), but you are not allowed to stop this device driver! NT will not
allow you to stop a device driver of the keyboard class.

1.1.1  ActiveX keyboard filter component
The FINTsys utility is designed as a FactoryLink task, and therefore allows you to filter keyboard events on

the server which is running the FactoryLink application. The FactoryLink task can not filter keyboard events
on a client system, only running a client builder application. In order to enable keyboard filtering on a client
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system an ActiveX component, included in your shipment, should be installed on the client system. Together
with the ActiveX control the keyboard filter device driver is installed.

With the ActiveX control “KeyboardFilter Control”, keyboard filtering is possible from within a client builder
application. Enabling and disabling of keystrokes can now be done from within the client builder application,
using the scripting options of client builder.

Device Status Startup
Inport Dizabled ;I
Jazzg300 Dizabled

Jazzg3Gd Dizabled Start |
Jzvsl434 Dizabled

Kepboard Class Driver Started Swstem &I
Kepboard Filter tanual

KSecDD Started Swstem Sta_&l
mga Dizabled Hw Profiles... |
mga_mil Dizabled

Microzoft HDIS Systemn Driver Started System LI Help |

Figure 1.2. Control panel device list for NT4.

1.2 System settings

Several system settings can be queried or modified, they are divided in three main groups.

% Shutdown or logoff the system.
% Query information about free and used disk space
% Screen saver options

The shutdown and logoff commands allow you to logoff or shutdown, even reboot the system from within a
FactoryLink application. Prior to shutting down or logging off, the currently active FactoryLink application is
gracefully stopped.

Information about used and free disk space can be queried for the disks in your workstation. The results of a
query are integer values representing the amount of free or used disk space in kBytes. The information is
available in a standard FactoryLink tag of type analog or long analog.

The screen saver options allow you to activate the screensaver setting for the display. The option present
the setting and querying of the inactivity time for a screen saver, the value is in seconds. Also the automatic
activation of the screen saver can be enabled or disabled.

1.3 Event viewer messages

Messages can be written to the NT event log, these messages can be informal, warning or error messages.
The messages are viewed with the standard event viewer of Windows NT.

Event |
Date: 1-5-2002 Source:  NT System Utiities + |
Time: 2281 Category: None
Type: MNone EventID: 7 + I
User

Computer: RLOLAPTOPT

Descriptior:
tessage logged ko event viewer.

Event Yiewer - ||:||1|
| ation vew || & = |B@EE DB D |
T —
ree I Application Log 1 event(s) Datet € Bytes € it
Evenit Viewer (Local) Type [ pate | Time | source =
B 21} ~oplication Log @Information 1-9-z002 22:51:29 MT System Utilities
Security Log
3| Syskem Log =
a | ol

| | oK | ceed | oo |
Figure 1.3. Logging to the event viewer.
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2 Installation

2.1 System requirements

The FLNTSsys utility will install and run on any IBM PC or PC-compatible computer equipped with:

e A processor equivalent to an Intel 80486 or later. RLD Automation recommends at least an Intel
Pentium-class or compatible processor.

e A diskette station.

e Atleast 1.5 Mb of free hard disk space.

e Microsoft Windows NT 4.0, with at least service pack 4 installed; or Microsoft Windows 2000, with at
least service pack 1 installed.

e USDATA FactoryLink ECS 7.0

2.2 FLNTsys installation

The main objective of the FLNTsys installation is copying two groups of files from the installation media to
your workstation. In the first group all the files related to the FactoryLink environment are copied to your
FactoryLink system directory (normally set by the ‘FLINK’ environment variable), including both the runtime
and configuration options. The second group consists of the files for the keyboard filter device driver; those
files are placed in the Windows NT system directory.

To start the installation locate the ‘setup.exe’ file on the installation media. Make sure that you are logged in
as a user with administrator rights, otherwise the installation will be aborted. Installing a device driver requi-
res administrator rights!

Setup.exe . . . . .
Figure 2.1. Setup the application (large icon view).

After starting the setup, some questions need some answers, most important one is where your FactorylLink
system directory is located. The setup assumes that the environment variable %FLINK% is correct, but gives
you the chance to change the directory. All the steps in the installation process are presented in the figures
to come.

.

Welcome to the FactoryLink NT
system utillities Setup Wizard

This will install FactoryLink NT system utilities 2.0.0.1, for FL7.5
Windows 2000 {with SP4 or higher) on your computer.

It is recommended that you close all other applications before
continuing.

I Mext = Il Cancel

Figure 2.2. The welcome wizard panel.

The first screen displayed is the ‘Welcome’ screen, click ‘Next >’ to continue. The next wizard panel displays
the FLNTsys end-user license agreement. read this agreement carefully. If you install FLNTsys you agree to
abide by the terms of the license.
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If you do not agree to the license terms, click ‘I do not accept the agreement’. Setup will quit immediately.
Otherwise, click ‘I accept the agreement’ followed by ‘Next’ to continue.

i

Setup=FactorylinkiNTisystem utillities

i

temn utillities

Setup=FactorylinkNTisy

License Agreement

Please read the following important information before continuing.

Select Destination Location
Where should Factorylink NT system utillities be installed?

Please read the following License Agreement. You must accept the tems of this
agreement before continuing with the installation.

Title To The Licensed Software

Title to the licensed software is NOT transfemed or sold to the end user. The end
user is granted a non-exclusive license to use the software on a SINGLE computer
or computer work station. EACH computer or computer workstation must have its
own licensed copy of the software.

Copyright Protection

This software is copyrighted material. It is protected by the copyright laws of the
Netherlands, and other proprietary rights of Tecnomatix. You may not make any
changes or modifications to the program or the manual. You may not decompile,
disassemble. or otherwise reverse-engineer the software in any way.

© I do not accept the agreemen

FLD Automation

| < Back " Next = || Cancel |

J Setup will install FactoryLink NT system utillities into the following folder.

To continue. click Next. f you would like to select a different folder. click Browse.

Browse...

DGRA™T\USDATAVFACTOR™1\FACTOR™

At least 1.3 MB of free disk space is required.
RLD Automation

| < Back " Next = || Cancel

Figure 2.3. The software license agreement.

ﬁl Setup=FactorylinkiNTisystem utillities
Select Components —1
Which compaonents should be instaled? @
Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.
| Custom installation |Il |

[ Factorylink NT system utillties 596 KB
FINTsys Task Manual
FAMNTsys Task Debug Supportfiles

Cumrent selection requires at least 1.6 MB of disk space.

FLD Automation

| < Back " Next = || Cancel |

Figure 2.5. Select the type of installation

Figure 2.4. Select destination directory

Use the browse window to specify a directory for the
FactoryLink system files, in case the one selected by
the set-up wizard is not the one where you want to
install this FactoryLink task.

Next you have to choose the setup type: a full
installation or a custom installation. for a custom
installation you can select the server and/or client
part of the FINTsys utility. the server part of the
application is the FactoryLink task and configuration
environment for the Configuration Explorer. The
client part is the ActiveX control to enable or disable
keystrokes from within a Client Builder application.
The keyboard filter driver which hooks to the system
keyboard driver is always installed, as are the
documentation files.

i

Setup=FactorylinkiNTisystem utillities

Ready to Install i
Setup is now ready to begin installing FactoryLink NT system utillities on your jE
computer. =

Click Ingtall to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
CAPROGRA™1NUSDATANFACTOR™1WFACTOR™

Setup type:
Custom installation

Selected components:
FactoryLink NT system utillities
FINTsys Task Manual
FINTsys Task Debug Supportfiles

RLD &utomation

temn utillities -

Completing the FactoryLink NT
system utillities Setup Wizard

To complete the installation of FactoryLink NT system utillities,
Setup must restart your computer. Would you like to restart

One prod now?

© Mo, Iwill restart the computer lat

| < Back |[ Install Il Cancel |

Figure 2.6. Ready to install the application.

Figure 2.7. Installation is completed.

R@ Automation
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You need to confirm your settings and requirements, before the actual installation process is started. Setup
requires you to restart your computer in order to complete your FLNTsys installation and to ensure that the
Keyboard filter driver is recognized by your system. If you have other work you must do, select ‘No, | will
restart the computer later’, then click ‘Finish”. Otherwise select ‘Yes, restart the computer now’, then click
‘Finish’ to reboot your system.

Installation

ﬁ' Setup=FactorylinkiNTesystem utillities =

Completing the FactoryLink NT
system utillities Setup Wizard

Setup has finished instaling Factorylink NT system utilities on
your computer.

Click Finish to exit Setup.

Figure 2.8. Finish the installation (no restart required).
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2.3 Keyboard filter start-up

The keyboard filter device driver is responsible for filtering the keystrokes, before any application gets the
keys. If this device driver is not installed or running, the FLNTsys application will not be able to filter any
keystroke. After installation the keyboard filter device driver has a start-up priority of manual. This means you
need to start the device driver manually, see the figure below. Normally this priority can be set to system or
automatic. Remember that you need administrator rights to change the start priority, and to manually start
the driver. Set startup priority to ‘Automatic’ if you want the driver to start everytime the system starts-up.

Administrative Tools

J File Edit “iew Favorites Tools Help

J PBack - = - | Qhsearch [ Folders  CHistory | E=

=

‘G, Y A

“ Component
Administrative Services

Tools

J Address I Administrative Tools

Compuker
Managemen|

5

Local Security  Performance  Pa
Palicy

Select anitem to view its

description, sonal

Corfigures administrative settings

Nanager

Data Sources  Event Viewer
(ODBC)

b

Web Server

Extensions...

Inkernet
Servic, ..

o

Setvices

For vour computer ﬁ E, Computer Managemenkt - |EI|1|
| acion vew N - |@m || 2] @ % |
See also: Telnet Server :
Iy Documents administration | Tree I \ --EP Metwark adapters d
My Mebwork Places ZI @ Cormputer Management (Local) =@ N\on-nP[LL;glsgsSPlay Drivers
L e E‘ﬁ% Syskem Tools N AL
|11 o) []"@ Event Hiswer . :} AFD Mebworking Support Environment
[} System Informatiol < Beep
[]---ﬁ Performance Logs aNd Alerts )
-] Shared Folders "y Commifien 2.3
Device Manager e EEIC:VCI K
- #3 Local Users and Groups \/ DDk PAD(?KET Pratocal
[_]..& Storage 3 Diskperf
----- [Z Disk Management \> dmboak
..... w Disk. Defragmenter \> drload
=) Logical Drives \) Dprtredd
E]--@ Removable Storage \> Fips
[]..& Services and Applications - FeRec
- Fwkbd
7 z E Genetic Packet Classifier
Keyboard Filter Properties [ 2xl g PaEC drtver
General  Driver | -« IP¥. Traffic Filter Driver
\> 1P Traffic Forwarder Driver
.\> Keyboard Filter \\> IrDA Protocal

IbFilker
Keybaoard Filker

Service name:

Dizplay narmne:

Diriver Details. .. |

 Current status //
Status:  Stopped

— Startup /
Tope: Demand j

oK | Cancel

Figure 2.9. Start-up priority of the keyboard filter device driver for Windows2000.
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J Fle Edt “iew Go Favoites Help

e > MiaE BB @] XE

J Address I[EI Contral Panel

Control Panel

Select an icon to view its
description.

.. Y

|»

.

Figure 2.10. Start-up priority of the keyboard filter device driver for NT4.

3Com Accessibility  Add/Rermaove AtGuard Conzols b
) DynamicAce... Options Programs
Microsoft Horme
Technical Support L - Bl -
el = B =
Date/Time  Davi-Service Devices Dial-Up Dizplay
\ Maritor LI
| \L_gj Fy Camputer 4
Devices
Device Status Startup
Inport Dizabled ;I
Jazzg300 Dizabled
JazzgdEd Dizabled Start |
Jzvsl484 Dizabled
Keyboald Clagz Driver Started System Stop |
oard Filter Manual St
KSecDD Started System L
mga Disabled i Profes.._|
tnga_rmil Dizabled —
Microsoft HDIS System Driver Started Syl ;I Help |
—
Device: K.eyboard Filter
Startup Type
ok
" Boot l—l
" System Cancel |
O Autamatic
= Help |
& Manuat
" Dizabled

If after installation the registry settings are not set, you can install the driver manually by running ‘regedit

kbfilter.reg’, remember that you need administrator rights. The file with the registry settings can be found in
your windows directory: %Systemroot%\system32\drivers.

R@ Automation
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2.4 FactoryLink task configuration

In order to activate the utility as a FactoryLink task it needs some configuration in the ‘system configuration’
table of the FactoryLink Configuration Explorer.

Configuration Explorer - [System Configuration Information - SHARED { Sdata’Fintsysapp )] ;|g|5|
ﬂ Eile Wiew Window Help ;Iilll
ER=EEITE)

x| -
= HE {a@BX o F|iil 80 0 P
Enterprise Yiew = -
actarylink Servers Flags |Task Mame |[Description |$:iagléer |g?astts |Id?a§iage |g;:ﬂ?
- {f=L il
= E__(gfﬁ?;;z'”ksmer 1 FSR_ RUNMGR |Run-Time Manager TASKGTART S[0] TAGKSTATUS S[0] TASKMESSAGE S| TASKD
. . F PERSIST Persistence TASKSTART_S[1]  TASKSTATUS_S[1] TASKMESSAGE_S[ TASKD
ﬂ Application Object Classes g F SCALE Linear Scaling and Deadbanding | TASKSTART_S[2]  TASKSTATUS_S[2] TASKMESSAGE_S[ TASKD
‘1 Application Object Instances 4 FR TIMER Interval and Event Timer TASKSTART_S[3] TASKSTATUS_S[3] TASKMESSAGE_S[ TASKD
1 plarms 5 F 1L Interpreted Math and Logic TASKSTART_S[4] TASKSTATUS_S[4] TASKMESSAGE_S[ TASKD
] DataLogging [5 F AL_LOG Distributed Alarmn Logger TASKSTART_S[5]  TASKSTATUS_S[S] TASKMESSAGE_S[ TASKD
1 Device Inkerfaces 7 FLMTSY'S MT System utilities TASKSTART_S[6] | TASKSTATUS_S[E] TASKMESSAGE_S[ TASKD
1 Graphics g8 F RECIPE Recipe Save and Load TASKSTART_S[7]  TASKSTATUS_S[7] TASKMESSAGE_S[ TASKD
71 Historians F COUMTER | Programmable Counter TASKSTART_S[B]  TASKSTATUS_S[E] TASKMESSAGE_S[ TASKD
0 F EDI External Device Interface TASKSTART_S[9] TASKSTATUS_S[9] TASKMESSAGE_S[ TASKD
1 Math and Logic 1 F I0-LATOR | RAPD Translatar TASKSTART_S[10] TASKSTATUS_S[10 TASKMESSAGE_S[ TASKD
1 Metwarking 2 F DB4_HIST  Histarian for dBASE 1Y [R) TASKSTART_S[11] TASKSTATUS_S[1° TASKMESSAGE_S[ TASKD
| Redpe El F DBLOG Database Logger TASKSTART_S[12] TASKSTATUS_S[1: TASKMESSAGE_S[ TASKD
| Reports 4 F DPLOGGER | Data Point Logger TASKSTART_S[13] TASKSTATUS_S[17 TASKMESSAGE_S[ TASKD
1 Sealing and Deadbanding & F SPCDATA  Power SPC Data Collection & Cale| TASKSTART_S[14] TASKSTATUS_S[1: TASKMESSAGE_S[ TASKD
] sec B F COWMSRY  webClient[R) Connection Server | TASKSTART_S[15] TASKSTATUS_S[1f TASKMESSAGE_S[ TASKD
- System Fi F POWERMET | Client/Server RTDB Metwork Inte | TASKSTART_S[16] TASKSTATUS_S[1f TASKMESSAGE_S[ TASKD
) ) 8 F FLF#_SERYE File Manager Remote Server TASKSTART_S[17] TASKSTATUS_S[1, TASKMESSAGE_S[ TASKD
System Configuration 3 F FLLANSND | Local Area Metwork Send TASKSTART_S[18] TASKSTATUS_S[1f TASKMESSAGE_S[ TASKD
System Configuration I 0 F FLLAMRCY  Local Area Metwork Receive TASKSTART_S[19] TASKSTATUS_S[1% TASKMESSAGE_S[ TASKD
Persistence 1 F SPOOL Spooler TASKSTART_S[20] TASKSTATUS_S[20 TASKMESSAGE_S[ TASKD
-] Timers 22 FR RTMON Real-Time Database Monitor TASKSTART_S[21] TASKSTATUS_S[2" TASKMESSAGE_S[ TASKD
1 MonitorPro Add-Ons =
1 Clienk Management
') Enhanced Communication
0 Redindancy _'LI
4 | B KTl ’
E Enterprize Vigw | System C.. |
[ [1-3-2002 [2319 v

Figure 2.11. FactoryLink task definition.

The required settings for the FLNTsys task are its taskname and executable name, the last one is not visible
in the figure above, but can be reached by panning through the configuration row.
the following settings apply:

TaSk Name = FLNTSYS = Task Information
Executable File = bin/fintsys Task Name IS
Task Description INT Swstemn utilities
— T ask Flag
™ Run &t Startup Flag String Value

™ Create Session Window B

I~ Suppress Online Configuration I Edit Flags Diectly

™ Suppress Task Hibemation

r Task Option:

Start Order |3 _Ij Start Priority 20

— Task Executabl
Executable File Ibin.-"llntsys J

Program Argurments I

<<| <| s |>>| >"| of 22 Apply | Delete | [Clear | Cancel |
Figure 2.12. FINTsys task definition.
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2.5 FINTsys task de-installation

De-installation of the FINTsys task is done through the Control Panel applet ‘Add/Remove Programs’. The
FINTsys task has an entry in the list of applications, which can be de-installed: ‘FactoryLink NT System
Utilities'.

Ef Add/Remove Programs =10 x|
Currently installed programs: Sort bry:| Mame -

fil] Factorylink 150-TP4 Driver ] Information window for the FINTsys task
fl§ FactoryLink NT System Utilities
EOTTTTE— i

Change(Remave FactoryLink NT System Utilities
2 FactoryLink OPC Clisnit/Server Software Size: 2,06ME Use the Follawing information to get technical support Far
ﬁ' FactoryLink SendMail Task FactorylLink NT System Utilities,
@ Grabberzkv0.9% size 5328 Publisher: Wigard Information Systems
@ Greatis WinDowse 3.0 Size: 326KE Wersion: Lo .

Suppart Information: support@wizinfosys.nl
i3 eRICdial 3.3.2 = Product Updates:  hbtp:i e wizinfosys.nl
Clase I

Figure 2.13. Control Panel applet for removing the FINTsys task.

Clicking on the button Change/Remove allows you to remove the FINTsys task from the system. Before the
deleting of files starts, you are asked to confirm the removal of the application.

2.6 FINTsys INI file

The FINTsys module uses an INI-file, located in the FactoryLink ‘bin’ directory (%FLBIN%), and is named
im_bas.ini. The location makes the settings in this file system wide, and not ‘application settings’. Note that
this file is not saved in an application save file! It should be reviewed if the target system differs from the
development system.
This behavior can be considered as a limitation, and to overcome this limitation the INI-file can be part of the
FactoryLink application. Placing the INI-file in the %FLAPP%/net directory makes the INI-file part of the
application, and will be restored together with the application. The loading order of the settings in INI-file is
the following order:

1. INI-file located in the net subdirectory of the FactoryLink application

2. INI-file located in the FactoryLink system (%FLBIN%) directory

3. A default value, hard coded in the FINTsys module

# Debug section

# The level 1..5 is defined with DebugLevel.

# Seperate logging to file is requested with Log2File

# Seperate logging to the event viewer is requested with
Log2EventViewer

[Debug]

DebugLevel=4

Log2Screen=0

Log2DebugViewer=1

Log2File=0

Log2EventViewer=0

UseBlackBox = 1

UseDeadLockDetection = 0

# Task section

# A task can be forced to use polling mode with Polling,

# this is the opposite of event based.

# The polltime is a value in millseconds the task will

# sleep before a new search for command is done

# A protocol driver normally uses two task id's to exchange data
# with the FL kernel, if desired this setting can be overruled

# with the key Driver2Ids set to zero, the task switchs
(automatically)
# to forced polling mode.
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[Task]
Polling=0
PollTime=5
Driver2Ids=0

[DiskSpace]
UseMB=1
UseGB=1

[TimeZone]
TimeZoneName="W. Europe Standard Time"

An INI-files has sections, and in every section one or more key’s, every key is associated with a setting.
Sec—tion names are enclosed in brackets []. A key and it's value are separated by the ‘=" character.

2.6.1 Section: [Debug]

Event Properties ﬂﬂ H Event viewer o [=]
e |J fction  Wiew “ E o= | | | @ |
Tree I Application Log 918 event(s)
D.ale. 2-7-2002 Source:  IM-BAS Protocol Driver 4+ | @ Event Vierer (Lacal) Type | Date | Time | sauree =0
Tlme.. ZEH . Category: ez 3 | - £if] Application Log @Informat\on 3-7-2002 19:56:28 FactorylLink License Ma...  Mc_,
Type: Infarmation  Event ID: 7 4| Security Log @Informat\on 3F-7-2002 19:56:27 FackoryLink Autostart .., Mc
User: . 4| System Log @Informatxon 3-7-2002 093902 McLogEvent Mc
Computer: RLDLAPTOP1 €Error 3-7-2002 09:38:37 FtpClrs Me
. °Error 3-7-2002 09:38:34 1ISInfaCtrs Me
Dl @ Infarmation  3-7-2002 0332 EwntAant He
Data send on TER/IP level for device SubSystemT" @Informat\on 3-7-2002 09:35:09 FactorylLink License Ma.., Mt
@Informat\on 3-7-2002 09:35:09 FactorylLink License Ma.., e
Information  3-7-2002 093508 FactoryLink Autostart e
Farmation 2 IM-BAS Protocal Drive
@Infnrmat\nn 2-7-2002 23118:29 IM-BAS Protocol Driver Me
@Informat\on 2-7-2002 231829 IM-BAS Prokocol Driver Me
Data: % Butes € Words @ Infarmation  2-7-2002 23:17:50  IM-BAS Protocol Driver e
oo00: 45 4d 42 43 30 30 30 32 IMECOOOZ ;I @Informat\on 2-7-2002 23175 IM-BAS Prokocol Driver Me
0o0s: 30 30 30 30 30 3f 3f 0a 00Q007T. @ Irformation  2-7-2002 ZHAT59 IM-BAS Protocal Driver e
@Informat\on Z2-7-2002 231729 IM-BAS Protocol Driver Me
@Informat\on 2-7-2002 23179 IM-BAS Protocol Driver Me
j @Infnrmat\nn 2-7-2002 2311729 IM-BAS Protocol Driver Me
@Informat\on 2-7-2002 2316:59 IM-BAS Prokocol Driver _Nill
| | »
u]: I Cancel | Apply | | |

Figure 2.14. Logging to the Micrsoft event viewer

This section defines if and how many debug information is generated. The key DebuglLevel defines if and
how detailed the debug information will be, a level of zero disables debugging info. The maximum level is 5,
and the highest level includes the data send and received from devices. The lowest level is level 1, for this
level only the run-time manager messages are used as debug information.

Normally the debug information is displayed in a debug window of the Configuration Explorer, or to a
command window if FactoryLink is started from the command prompt; for debugging information in the
Configuration Explorer or the command window the key ‘Log2Screen’ must have any other value then zero.

% Debug¥iew on ' RLDLAPTOP1 (local) - |EI|5|

File Edit Capture Options Computer Help

EEd | A=  BEB®| 9% | #A

3 | Time | Debug Print :l
109 00:26:35.079 [1604] BCIMOOOZO0000001
110 00:26:35.089 [1604] Message received for device 'SubSystemll', message type = 0
111 00:26:35.089 [1604] Data send on TCP-IF lewel for device 'SubSystemnll’
112 00:26:35.099 [1604] IMECOOOZ000007%7
113 00:26:36.000 [1928] FL LICENSE LIE: Current event being processed: 258
114 00:26:36.000 [1928]
115 00:26:36.000 [1928] FL LICENSE LIE: Unknown event
116 00:26:36.000 [1928]
117 00:27:05.102 [1604] Data received on TCP<IF level
118 00:27:05.102 [1604] BCIMOOOZO0000001
119 00:27:05.102 [1604] Hessage received for device 'SubSystemll'. message type = 0
120 00:27:05.112 [1604] Data =end on TCP-IP lewvel for device 'SubSystemll'
| E

121 00:27:05.112 [1604] IMECOOOZ00000%7
|
Figure 2.15. Standard Microsoft debugging information.

By setting the key Log2File to a value not equal to zero the debug information is logged to a file in the
application directory: {FLAPP}{FLNAME}NFLDOMAINNog\im_bas.log. For default environment settings this

RLD Automation Page 14



=
name will be: {FLAPP}|flapp1\shared\log\im_bas.log, where {FLAPP1} is your application directory. Every
time the driver is started the log file is cleared, during run-time you have no control over the size of the log-
file! Additional to logging to a file it is possible to log to the Microsoft event viewer, all you have to do is set

the key Log2EventViewer to a value not equal to zero. Logging to the log-file and the event viewer can be
active together, or you can choose only one (or none) of the logging methods.

FLNTsys 2.0 Installation

Microsoft supports debugging of applications with a ‘DebugViewer’, an application that is capable of
showing, filtering and saving debug information. In your shipment is included a debug viewer application. In
order for this application to show the debug information, the driver should generate the Microsoft compatible
debug information, to do so turn the option ‘Log2DebugViewer’. The debug viewer included supports remote
debugging, use any system in your network to view, filter or save the debug information form the driver, the
only thing you have to do is connect to the server where the driver is running.

2.6.2 Section: [Task]

In this section is defined how the driver task interacts with the FactoryLink real-time database, and how multi-
threading is configured for optimal speed, or real-time database access. A normal task uses one name, the
task name (see previous paragraph) to get access to the real-time database.

-BAS Driver

L

Figure 2.16. Second task-id for driver.

For optimal speed a task can use two task-id’s instead of one, one task id will be used to receive commands
from the I/O translator mailbox(‘s) and the second id will be used to reply to the I/O translator. Using two id’s
allows a task to simultaneously read and write from/to the real-database, with one id these actions are
carried one after another. Using two id’s is set with the key ‘Driver2lds’ to a value not equal to zero.

For the second task-id there must be an empty entry in the system configuration table, not all 30 task entries
should be filled in. During start-up the driver will automatically acquire two task-id’s.

A normal task, with one task-id, can operate in a polled or event mode, default the event mode is used.
However if desired, the polled mode is activated with the key ‘Polling’ set to a non-zero value. The poll-time
is set with the key ‘PollTime’ to a time in milliseconds; this is the time between successive polls of the real-
time database for commands or instructions.

Note: these settings are not used for the FINTsys module.

2.6.3 Section: [DiskSpace]

UseMB: For diskspace calculations the result will in Mb. This specification can be superseded by UseGB.
The value can zero or non-zero. A value of zero indicates that diskspace results will be returned in bytes. A
non-zero value will give diskspace result in Mb. In case the setting UseGB is defined with a non-zero value
this setting is actually ignored by the module.

UseGB: For diskspace calculations the result will in Gb. This specification can be superseded by UseGB.
The value can zero or non-zero. A value of zero indicates that diskspace results will be returned in bytes. A
non-zero value will give diskspace result in Gb.

2.6.4 Section: [TimeZone]

TimeZoneName: Setting defines the logical name of the local timezone. This the timezone used for
performing timezone dependant calculations or conversions. The value is always a string in the English
language. The default timezone is: "W. Europe Standard Time".
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3 Configuration tables

The configuration tables for the NT system utilities can be accessed with the FactoryLink Configuration
Explorer. For general information about entering data in FactoryLink configuration tables refer to the
FactoryLink Manual. In the Configuration Explorer select ‘Other tasks’, one table entry ‘NT System utilities’
appears. Opening this option gives you the three main configuration parts of the task: ‘Enable/Disable
Keystrokes’, ‘Log to the Event Viewer and ‘System Settings’. These three configuration panels allow
entering configuration information for the three different functionality’s of the FactoryLink application:
enabling or disabling keystrokes, logging messages to the event viewer and retrieving or setting system

parameters.

Configuration Explorer - [Enable/Disable Keystrokes - SHARED ( D:\USdata’\Fintsysipp }]
E Eile WYiew Window Help

=10l x|
=181 x|

EE-=rsa

o=
x

149> FNTsys

ﬂ Application Object Classes
1 Application Object Instances
1 Alarms

_\| Data Logging

1 ManitarPro Add-Ons

1 Client Management

1 Enhanced Communication

1 redundancy

‘A Other Tasks

-] File Manager

OPC Explorer

[+ Factorylink OPC Client

-] Alarm Setup Information

1 Alarm Definition | |

% Com Port Setup

[=- 2 MT System utilities

{&] Log Ta The Event Viewer

% System Settings
HCAREnable/Disabl

B2

ine Modbus Plus =
R B | bl_I

tERXHFFi=ee el

Enable/Disable Keystrokes

Enable/Disable Tag |CtrIAItDeI

Get State
Keystroke
Shift Key NO v
Control Key YES ¥
Alt Key YES ¥
Replacement Key NONE j

key State

Completion

»

13}

Mgi of B

Apply | Delete

Llear, | Cloze |

|

E Enterprise Yiew I

Enable/Di... |

[F9-2002

4

Figure 3.1. FactoryLink configuration Explorer.
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3.1 Enable/Disable keystrokes

The ‘Enable/Disable Keystrokes’ panel is used to filter keys form the keyboard. Filtering is made active with a
digital tag, filtering is set active with a digital value of ON (value is ‘1’). In case of active filtering the defined
keystroke is removed from the keyboard buffer, this means no application will receive this keystroke. A
keystroke can be combined with any combination of the alt, shift or control keys. For windows NT care
should be taken with the combination ‘Ctlr + Alt + Del’, if this key combination is disabled, the workstation
should not be locked, because the same keystroke is used to unlock a workstation and allow the user to
enter a username + password to return to his desktop.

In fact the same applies to a screensaver, a screensaver can be used with and without a password, when
using a password the screensaver ends only if the keys ‘Ctrl + Alt + Del’ can be pressed!

Bl
Enable/Disable Keystrokes
Enable/Disable Tag |CtrIAItDeI
Get State
Keystroke DEL b
Shift Key NO |
Contral Key YES |
alt Key YES |
Replacement Key NOMNE j
Key State |
Completion I
=

Figure 3.2. Configuration panel for keystroke filtering.

Every definition in the configuration panel completely defines the filtering behaviour for a particular keystro-
ke. All the fields are discussed in the same order as they are presented in the configuration panel.

+ Enable/Disable Tag

A Digital tag which enables or disables the filtering (or removal of the keyboard buffer) of the defined
keystroke (the keystroke is defined in the next field). The value of the tag defines the filtering type, value
OFF (tag value is ‘0’) enables the keystroke, the keystroke is not removed form the keyboard buffer. A value
of ON (value is ‘1’) disables the keystroke, the keystroke is upon detection (that is entrance in the keyboard
buffer) removed from the keyboard buffer.

entry v Required

entry type Tagname, tag type: DIGITAL

* Get State

A Digital tag used as a trigger to retrieve the current state of the keystroke: enabled or disabled. The current
state is returned as a tag value, this tag is defined in the field ‘Key State’. The current state is only retrieved
when the trigger is activated: the value of the digital tag is ‘ON’, and the change bits of the tag is set

(indicating a value change from ‘OFF’ to ‘ON’ or a ‘forced’ write).
entry Optional

entry type Tagname, tag type: DIGITAL

+ Keystroke

The keystroke removed from the keyboard buffer if the value of the digital tag in the ‘Enable/Disable Tag’
field has the value ‘ON’. A selection list is provided to select the keystroke, the keystroke to filter must be in
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this selection list. If you may need more keystrokes then the ones defined, please feel free to contact us, the
list can easily be extended! Standard the following keystrokes are provided:

DEL Delete key

ESC Escape key

TAB Tab key
FLYWINL Left windows key

FLYWINR Right windows key
POPUPMENU

F1 Function key 1
F2 Function key 2
F3 Function key 3
F4 Function key 4
F5 Function key 5
F6 Function key 6
F7 Function key 7
F8 Function key 8
F9 Function key 9
F10 Function key 10
F11 Function key 11
F12 Function key 12
CAPS LOCK Caps Lock key

PRINTSCREEN

Print screen button

ENTER

Enter key

BACKSPACE Back space key
SCROLL_LOCK Scroll lock key
NUM_LOCK Numeric Lock key
INSERT Insert key
HOME Home key
PAGE_UP Page up key
DELETE Delete key
END End key
PAGE_DOWN Page down key
UP Up arrow key
LEFT Left arow key
RIGHT Right arrow key
DOWN Down arrow key

entry v Required

entry type Keyword from a selection list.

default DEL

#* Shift key

The keystroke to filter can be combined with the shift, ctrl or alt key and any combination of these keys. This
field defines if the shift key needs to be pressed together with the keystroke for removing the keystroke from
the keyboard buffer. A value of ‘YES’ sets the combination to: Shift + Keystroke.

entry v Required
entry type Keyword form a selection list: YES, NO, Y, N
default NO

#* Control key

The keystroke to filter can be combined with the shift, ctrl or alt key and any combination of these keys. This
field defines if the control key needs to be pressed together with the keystroke for removing the keystroke
from the keyboard buffer. A value of ‘YES’ sets the combination to: Ctrl + Keystroke.

entry v Required
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entry type Keyword form a selection list: YES, NO, Y, N

default NO

% Alt key

The keystroke to filter can be combined with the shift, ctrl or alt key and any combination of these keys. This
field defines if the alt key needs to be pressed together with the keystroke for removing the keystroke from
the keyboard buffer. A value of ‘YES’ sets the combination to: Alt + Keystroke.

entry v Required
entry type Keyword form a selection list: YES, NO, Y, N
default NO

+ Replacement key

Instead of removing the keystroke from the keyboard buffer the key can be replaced with another key. For
example the printsrceen key: this keystroke is normally handled by NT, and is not received by the
FactoryLink graphics task. Replace this keystroke with ‘F12’ and the graphics task gets the ‘F12’ key any
time the printscreen button is pressed. If you define a graphics ‘print screen’ action for ‘F12’ key, a print of
the current screen will be generated every time the printscreen button is pressed.

entry v Required
entry type Keyword from a selection list.
default NONE
NONE No replacement key active
DEL Delete key
ESC Escape key
TAB Tab key
FLYWINL Left windows key
FLYWINR Right windows key
POPUPMENU
F1 Function key 1
F2 Function key 2
F3 Function key 3
F4 Function key 4
F5 Function key 5
F6 Function key 6
F7 Function key 7
F8 Function key 8
F9 Function key 9
F10 Function key 10
F11 Function key 11
F12 Function key 12
CAPS _LOCK Caps Lock key
PRINTSCREEN Print screen button
ENTER Enter key
BACKSPACE Back space key
SCROLL_LOCK Scroll lock key
NUM_LOCK Numeric Lock key
INSERT Insert key
HOME Home key
PAGE_UP Page up key
DELETE Delete key
END End key
PAGE_DOWN Page down key
UpP Up arrow key
LEFT Left arow key
RIGHT Right arrow key
DOWN Down arrow key
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+ Key State

If defined this tag has the current filtering state of a keystroke, that is after setting the filtering state with the
‘Enable/Disable Tag’ or after activating the trigger ‘Get State’. The tag value can be ‘ON’, indicating a
disabled keystroke, or ‘OFF’, indicating an enabled keystroke.

entry Optional
entry type Tagname, tag type: DIGITAL, ANALOG

+ Completion

After setting or retrieving the filtering state of a keystroke, and all output tag’s are written, the tag defined
here is forced to ‘ON’. This tag can be used to signal the completion of setting/retrieving the filtering state of
a keystroke.

entry Optional
entry type Tagname, tag type: DIGITAL, ANALOG
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3.2 System settings

The ‘System Settings’ panel is used to change system settings or perform system actions. There are
different groups of actions or settings. The first group is for shutting down the system, depending on the
configuration of your system the system can be shutdown, powered off or logged off. The success of every
one of these actions depends on the settings for security, if a logged on user does not have the privilege to
shutdown the system, executing the action will not result in shutting down the workstation. Prior to shutting
down (or logging off) the complete FactoryLink application is stopped.

The second group deals with disk space, both the numbers of kBytes free disk space and used disk space
can be requested. The result will be available as a numeric tag value. In the third group settings for the
screen saver can be requested and set. The inactivity time before a screensaver gets active can be queried
and changed. The setting if a screensaver should appear after some time of inactivity can be read and
changed.

B
System Settings
Action Tag |L|:||::kW|:|rkstati|:|n
Action LOCK =]
*Parameter
Campletion |
=

Figure 3.3. Configuration panel for system settings and actions.

Every definition in the configuration panel completely defines a setting or action. All the fields are discussed
in the same order as they are presented in the configuration panel.

% Action Tag

Digital tag associated with the action defined in the next field, the tag is used as a trigger tag to start the
action. For a digital trigger tag this means the value and the change flag for the tag must be both ‘ON’ for
executing the action. The actions are described in the next field.

entry v Required
entry type Tagname, tag type: DIGITAL

+ Action

The action to perform if the trigger defined in the previous field is active. A selection list is provided to select
the action, the action must be in this selection list. If you may need more or different actions then the ones
defined, please feel free to contact us, on request the list can be extended. In the table below the possible
actions are listed, together with a description. For some action the next field ““Parameter’ is essential, for the
action this field is interpreted as a parameter. It can be input or an output parameter for an action.

Action Description Parameter

LOGOFF Log the current user off, FactoryLink application is | not used
stopped prior to logging off.

POWEROFF Log the current user off, shutdown and power off | not used

the workstation. The FactoryLink application is
stopped prior to logging off. Note that your
workstation should have powermanagement in-
stalled properly for correct functioning of this
action.

REBOOT Log the current user off, shutdown the workstation | not used
and reboot. The FactoryLink application is stopped
prior to logging off.

SHUTDOWN Log the current user off, shutdown the | notused
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Action Description Parameter
workstation. The FactoryLink application is
stopped prior to logging off.
LOCK Lock the workstation. not used
SCREENSAVER Activate the current installed screen saver. Don’t | not used

move mouse of hit the keyboard after activation,
otherwise the screensaver will end...

Tag triggers the activation of the screensaver,
triggering is on the change bit, any value allowed,
except for a digital tag which also needs a value of
1 (ON).

SET_SCRNSAVER

Boolean setting for the screensaver: the parame-
ter value determines if a screensaver after a cer-
tain time of inactivity is displayed. The value is set
for the workstation.

Digital value 0, 1 to prevent or
allow a screensaver after some
time of inactivity.

GET_SCRNSAVER

Boolean setting for the screensaver: the parame-
ter value determines if a screensaver after a cer-
tain time of inactivity is displayed. The value is
queried from the workstation.

Tag tag has the actual setting for
the screensaver activation: 0
means screensaver will never be
activated, 1 means that the
screensaver will get active after a
certain time of inactivity.

SET_SCRNTIME

The inactivity time in seconds before a screen-
saver gets active. Note: the activation of a screen-
saver should be allowed!

The value is set for the workstation.

Decimal value representing the
inactivity time in seconds, ranging
from 1 and up.

GET_SCRNTIME

The inactivity time in seconds before a
screensaver gets active. Note: the activation of a
screensaver should be allowed!

The value is queried from the workstation.

Tag which has the actual value of
the inactivity time in seconds after
execution of the action.

SET_PSWSAVER

A screensaver can be password protected, with
this action the current password protection is set.

Digital value 0, 1 to set or remove
password enabling of the
screensaver.

GET_PSWSAVER

A screensaver can be password protected, with
this action the current password protection is
retrieved.

Tag that has the actual value of
the password enabling of the
screensaver, 1 means that the
screensaver is password protec-
ted.

between UTC and local time, in minutes. The
value can be positive or negative, depending on
the actual time zone and daylight saving time, it is
the difference between the local time (as set on
the workstation) and the UTC time.

SET_LOCK After pressing Control+Alt+Delete, a security | Digital value 0, 1 to enable or
screen will pop-up, on this screen there is a button | disable the ‘lock’ button on the se-
to lock the workstation, this button can be enabled | curity screen.
or disabled. With this action the button state is set
to enabled or disabled.

GET_LOCK After pressing Control+Alt+Delete, a security | Tag that has the actual value of
screen will pop-up, on this screen there is a button | the state of the ‘lock’ button on the
to lock the workstation, this button can be enabled | security screen, 1 means the
or disabled. With this action the actual button state | button is disabled.
is retrieved.

SET_TASKM After pressing Control+Alt+Delete, a security | Digital value 0, 1 to enable or
screen will pop-up, on this screen there is a button | disable the ‘task manager’ button
to start the task manager, this button can be | on the security screen.
enabled or disabled. With this action the button
state is set to enabled or disabled.

GET_TASKM After pressing Control+Alt+Delete, a security | Tag that has the actual value of
screen will pop-up, on this screen there is a button | the state of the ‘task manager
to start the task manager, this button can be | button on the security screen, 1
enabled or disabled. With this action the actual | means the button is disabled.
button state is retrieved.

GET_TIMEBIAS Retrieve the actual time bias, time difference | Tag that has the actual value of

the time bias in minutes.

GET_DAYLIGHT

Retrieve the actual value for daylight saving time
in seconds. This time depends on the settings on

Tag that has the actual value of
the offset caused by daylight
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Action

Description

the workstation , if daylight saving time is disabled
the value will always be zero! There is no
difference between local time and UTC time. This
value will give the offset between local time and
UTC time, that is the offset caused by daylight
saving time.

Parameter
saving time.

SET_UTCTIME

Set the actual UTC time on the parameter tag
(user is responsible for correct format of tag), The
UTC time is the local time corrected with the
actual daylight saving offset. The local time is
assumed to be the value of the trigger tag. Using
the tag ‘SECTIME as the trigger and eg
‘UTCTIME’ as the parameter tag will correct the
value of ‘SECTIME’ with daylight saving time
offset and place the resultin ‘UTCTIME’.

Tag that has the actual UTC time
in seconds corrected with the
offset caused by daylight saving
time.

DAYLIGHT_SAVING

Set the actual of the daylight saving time offset on
the parameter tag (user is responsible for correct
format of tag). Timezone used is specified in the
ini-file fintsys.ini.

Tag that has the actual daylight
saving time offset in seconds.

SET_ DAYLIGHT

Set the actual UTC time, corrected with daylight
saving offset on the parameter tag (user is
responsible for correct format of tag), The UTC
time is the local time corrected with the actual
daylight saving offset. The local time is assumed
to be the value of the trigger tag. Using the tag
‘SECTIME’ as the trigger and eg ‘UTCTIME’ as
the parameter tag will correct the value of
‘SECTIME’ with daylight saving time offset and
place the result in ‘UTCTIME’. Timezone used is
specified in the ini-file fintsys.ini.

Tag that has the actual UTC time
in seconds corrected with the
offset caused by daylight saving
time.

MSG_IS0O8601 Conversion of time value used in FactoryLink | Tag that has the actual datetime
(“SECTIME”) to a string. If a value of less then | string.
190000 is given on the trigger tag, the output will
be a time string only, the date is left off.
Conversion format: year-mo-dyThr:mi:sc
FREE_? Requests the amount of free disk space in kBytes | Tag which has the actual amount
of drive ?. of free disk space.
USED_? Requests the amount of used disk space in kBytes | Tag which has the actual amount
of drive ?. of used disk space.
entry v Required
entry type Keyword from a selection list.

default SHUTDOWN

s *Parameter

Parameter value associated with the action defined in the previous field. The entry can be a fixed parameter
(or numerical value) or a tag name. In case of a tag the application uses the tag value as the parameter
value. This applies only to parameters, which are ‘inputs’, for the action, see the description of the actions in
the table above. For output parameters only a tag name is useful, the application will set the tag value to the
result of the action.

entry Optional
entry type Tagname, tag type: DIGITAL, ANALOG, LONG ANALOG, FLOAT
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+ Completion

After executing an action, and if needed writing a value to the parameter tag, the tag defined here is forced
to ‘ON’. This tag can be used to signal the completion of an action.

entry Optional
entry type Tagname, tag type: DIGITAL, ANALOG
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3.3 Event Logging

Log To The Event Viewer
Log Event log2viewer

*Event Type 'TNFORMATIOMN YI
*Ewvent Message EventMessage

Event Completion IEuentCDmpIetinn

Figure 3.4. Configuration panel for event logging.

Every row in the configuration panel completely defines an event logging mechanism. All the fields are
discussed in the same order as they are presented in the configuration panel.

- Log Event

Digital tag used as a trigger to start the logging action, the type of event and the message logged are defined
with the next two fields. For a digital trigger tag this means the value and the change flag for the tag must be
both ‘ON’ to start the logging action.

entry v Required
entry type Tagname, tag type: DIGITAL

+ *Event Type

Type of the event logged is defined with this field, the entry types allowed are an alphanumeric string or an
analog tag. Three different types are possible, every one of them has its own icon in the event viewer:
Information, error or warning message. See the figure and table below for the appearance in the event
viewer and the associated icons for every type. The alphanumeric allowed entries in the field correspond
with a decimal value of 0 ..2, this value is the equivalent of the selections INFORMATION’, ‘WARNING’ and
‘ERROR’. And these are the only values accepted if an analog tag name is entered in the field, values less
then zero are (internally in the task) set to zero, and values greater then two are (internally in the task) set to
2. Don'’t forget to start the selection text with an apostrophe ‘, only with this sign the Configuration Explorer
will interpret the entry as a (static) selection, otherwise the entry is assumed to be a tag name.

Type |Dats_ = | Time | source Selection Decimal Icon
&Warning 3-9-2002 20:51:05 MT System Ukilities
aError 3-9-2002 2004847 MT Svstern Ukilities WARNING 0
@Informatinn 3-9-2002 20:48:03 NT Systemn Ltilities -
_ _ _ INFORMATION 1 @
Figure 3.5. Event types in the event viewer.
ERROR 2 Q

entry v Required
entry type Tagname, tag type: ANALOG

Keyword from a selection list: INFORMATION, ERROR, WARNING
default INFORMATION

+ *Event Message

The message logged to the event viewer can be static or dynamic, dynamic means the entry in this field is a
message tag, the text in the tag is used as the log-message. For a static configuration the message text is
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configured in the panel, don’t forget to start the text with an apostrophe ‘. Only with this sign the
Configuration Explorer will interpret the entry as static text, otherwise the entry is assumed to be a tag name.

entry Optional

entry type Tagname, tag type: MESSAGE
Alphanumeric string of up to 250 characters

- Completion

After the logging is completed the tag defined here is forced to ‘ON’. This tag can be used to signal the
completion of a logging action.

entry Optional
entry type Tagname, tag type: DIGITAL, ANALOG
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4 ActiveX Control ‘Keyboard Filter’

If you have installed the ‘client’ part of the FINTsys application, a new ActiveX control is now registered on
your system: Keyboard Filter. Together with this control the keyboard filter driver is installed on the system,
together they can filter keystrokes from the keyboard on a ‘client’ system. That is a system without an active
FactoryLink server! The control is easily integrated in Client Builder, and can be used in combination with the
FINTsys FactoryLink server task.
To enable keystroke filtering from within a Client Builder application one must install the ActiveX control from
the installation media, and next select the control as a favourite in the Client Builder environment, see the
figure below.

[ client Builder

D BE MRS o~y |

Project

VUSHA

Security

Overview Activey

Ta

Language

Jesosss fpeo=a

E T

Application

Preferences

Keyboard Manager. ..

File Edit Display Inserk Draw Arrange Animate Mode | Tools Window 7

o =] 5]

* v

V[t mme|a

1%
z

Expression Editar...

X Control |

g Servers,
Active
. Options.

sa

: S:tart :Scree;nsavier :

X Alt + Ta

~IXAlt#Sh
X Alt+Es,

< Ctr| + Et

|»

Colors...
Elinking. ..

Decluttering. ..

i ActiveX Controls Configuration

Installed Activei Controls

Approved Activex Controls

E -] WideaSoft Flexdray Control

[a2] -] YideoSoft FlexSting Control

[ ActionBur Class

noe ActiveB ar Class

noeActiveBar? Class

28 &ctiveM ovieContral Dbject

g ActivexPlugin Object

[ ActoBvr Class

228 &ctSys Control

[ adbanner Class

0Cx AdFile Contral

B &:dobe Acrobat Contral for Actived
i) dlarmiviewer Control

%, £04ppDbjectE ditor A0ADbjectE ...
@ A0ConfigDbjectE ditor A0CFGOR]..
e ADControls. A0 Listyisw

EE A0 Contrals FieldM apping

[} A0Controls. Flink T ask GroupE ditor
A0Controls. FlinkT askList

o ANCantrols Flink T ask Tres

0K

[ = KeyBoardFiler Cantral

-

<<|

=l
|

Cancel

Figure 4.1. Setting the ‘KeyboardFilter Control’ as a favourite control in Client Builder.

If the control is added as an approved control, you can insert the control on a page, see the figure below.

------ -]

H Trend. ..

77 USDATA Trend Contral
---- T3 USDATA Alarm Yiewer Contral
] @ USDATA Database Browser Cantral

[ client Builder =] |
File Edit Display ’E Draw Atrange Animate Mode Tools Window 2
D | @ gk sm. te 209 o[£ mmg| o a a
' =
s B N Insert ActiveX Control
e, )
OLE OLE Object... 1= KeyBoardFiker Control

o EEL R

,,,,,,, R

1 —
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Figure 4.2. Inserting th e’KeyboardFilter Control’ on a page.

FLNTsys 2.0 ActiveX Control ‘Keyboard Filter’

After the insertion of the control on a page, you can set one property: the control can be visible or not. A
visible control looks just like the icon on the page in the figure above. An invisible control is present on a
page, but invisible for the user (and developer).

KeyBoardFilter Control Properties x|

General |

¥ Visible

QK I Cancel | Apply |

Figure 4.3. Properties of the ActiveX control.

To disable or enable keystrokes the appropriate methods of the control should be invoked. The control has

seceral methods and properties which you can invoke, retrieve or set. An example of invoking a method is
given in the sample script below.

%5 Script Editor - [Mimic1] _ 0l x|
B9 File Edit Insert Display Debug “Window ;Iili“
R 4w ] o ORI |S

alzl | Shape3 x| | Click - alx]
Objects | ﬂ
“
220 As Tewt A Private Sub Shape3 Click() (Custorm)
#B Ag Group - [M arne] 5
221 Az Paly EevhoardFilterl,LockWorkStation ' LockWork3tation() Anchors 1t
222 &3 Paly End Sub Anchaory 4
223 A Pl Arirnations
224 &z Paly -
225 As Text Events
AT Az Group J Wethods
226 &3 Paly = -
227 s Poly Waniable Links
228 As Paly -
1| _'I_I
Ready &

Figure 4.4. A script, invoking a method of the ‘KeyboardFiltering Control’.
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4.1 Properties

There is only one property of the control that can be read and written to, which is ‘Visible’. This is the same
property which is displayed as an option on the configuration dialog of the control. The other properties are

read-only, and are standard

properties of an ActiveX object.

=l

[Custam)

Obiject
Parett
Top 144

width 1
['finH elp)

[Name] KeyBoardFilter
Height 4
Left 144

Wizible True _|

Events

Methods

ariable Links

Figure 4.5. ‘KeyboardFiltering Control’ properties.

4.2 Methods

The methods of the ‘'KeyboardFilter Control’ are functions to disable, enable keystrokes, lock the workstation

or invoke the screensaver.

Method Function prototype

AboutBox

Sub AboutBox ( )

Show the about box of the control, the dialog is dismissed with the ‘Ok’ button.

DisableKey

Sub DisableKey ( ByVal ScanCode As Integer, ByVal Shift As Boolean, ByVal Alt As
Boolean, ByVal Control As Boolean )

Disable the specified keystroke (Scancode), and define the exact key combination with
Control, Alt and/or Shift.

DisableLockWorkstation

Sub DisableLockWorkstation ( ByVal Disable As Boolean )

Disable the ‘Lock Computer’ button on the security page, that is invoked with the key
combination: Control+Alt+Delete.

DisableTaskManager

Sub DisableTaskManager ( ByVal Disable As Boolean )

Disable the ‘Task Manager’ button on the security page, that is invoked with the key
combination: Control+Alt+Delete.

EnableAllKeys

Sub EnableAllKeys ( )

Just enable all keystrokes.

EnableKey Sub EnableKey ( ByVal ScanCode As Integer, ByVal Shift As Boolean, ByVal Alt As
Boolean, ByVal Control As Boolean )
Enable the specified keystroke (Scancode), and define the exact key combination with
Control, Alt and/or Shift.
RLD Automation Page 31



=

FLNTsys 2.0 ActiveX Control ‘Keyboard Filter’

IsKeyDisabled Sub IsKeyDisabled ( ByVal ScanCode As Integer, ByVal Shift As Boolean, ByVal Alt
As Boolean, ByVal Control As Boolean )
Retrieve the actual state (enabled = 0, disabled <> 0) of the specified keystroke
(ScanCode), the combination of Control, Alt and Shift is also defined.

LockWorkStation Sub LockWorkStation ( )
Lock the workstation. If the key combination ‘Control+Alt+Delete’ is disabled, the user
can never unlock the system!

ReplaceKey Sub ReplaceKey ( ByVal ScanCode As Integer, ByVal Shift As Boolean, ByVal Alt As
Boolean, ByVal Control As Boolean, ByVal ReplaceCode As Integer )
Replace the specified keystroke (Scancode)with the one given in ‘ReplaceCode’, and
define the exact key combination with Control, Alt and/or Shift. The Control, Alt and
Shift setting also apply for the replacement keystroke.

SetScreenSaverSecure Sub SetScreenSaverSecure ( ByVal Secure As Boolean )
Set or remove the password protection from the screensaver, specify a boolean value
true to secure the screensaver.

StartScreenSaver Sub StartScreenSaver ( )

Start the (default) screensaver on the system, if there is no screen saver activated the
function will fail.

You can find the most used scancodes in the list below.

'Key Hex code Decimal
'DEL 53 83
'ESC 1 1
'TAB F 15
'"FLYWINL 5B 91
'"FLYWINR 5C 92
' POPUPMENU 5D 93
'F1 3B 59
'F2 3C 60
'F3 3D 61
'F4 3E 62
'F5 3F 63
'F6 40 64
'F7 41 65
'F8 42 66
'F9 43 67
'F10 44 68
'F11 57 87
'"F12 58 88
'CAPS LOCK 3A 58
'"PRINTSCREEN 37 55
'ENTER 1C 28
'BACKSPACE E 14
'SCROLL_LOCK 46 70
'NUM_LOCK 45 69
'INSERT 52 82
' HOME 477 71
'PAGE UP 49 73
'DELETE 53 83
'End 4F 79
'PAGE DOWN 51 81
'UP 48 72
'Left 50 80
'Right 4B 75
' DOWN 4D 77
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5 Error messages

If an error condition is present in the application, an appropriate message is send to the FactoryLink kernel.
The message can be seen in the ‘run-time manger’ screens which are part of the starter application. In the
standard screens the error message will appear to the right of the ‘FLNTSYS’ task. Errors are marked by a
red button, if an error occurred but the task can continue. Severe errors cause a FactoryLink task to stop,
these errors are marked with an error description and a grey button (same as an inactive task).

Overview Activex Sun 07-04-2002 07:52:31

]

A7
—— Tasks

Tasks Last Message Server Run Manager Page 1

RUNMGR Running
PERSIST
SCALE

TIMER Running

AL_LOG
Could not attach to keyboard

RECIPE

P4

COUNTER
EDI
IORLATOR
DB4_HIST
DBLOG
DPLOGGER
SPCDATA

CONNSRY

Program Directory: DNUSDATA\FACTOR~ INFACTOR~ 1

Application Directory: DUSdata\FLNT SV~ 1

Figure 4.1. Run-time manager screen.

_ Could not attach to keyboard

The application was unable to find the keyboard filter device, keyfiltering is not possible.

Possible solutions: Make sure the keyboard filter driver is installed and running, to start a device in NT4 go
to the control panel - devices > Keyboard filter, and try to start the device if it is not running. For
Windows2000 open the control panel - Administrative tools &> Computer management. In the application
computer management select in the tree on the left side: Device manager = Non-plug and play drivers -
Keyboard Filter. If the entry ‘non-plug and play drivers’ is not visible, activate it with the menu command
‘View = Show hidden devices’. For starting a device one needs administrator rights. If the driver is not in the
list (re)install the application.

_ System tag for exiting FactoryLink is not found

The application was unable to find the system tag to shutdown the FactoryLink application, shutting down
FactoryLink is now impossible. Possible causes are a corrupted database (see ‘Could not access ‘%s”) or
missing of the system tag, the system tags can be removed!

Possible solutions: Make sure the system tags are all present.

[ rwsvs Changing system information failed

Changing the system settings for screensaver, retrieving disk space, shutting down the system failed. Most
likely cause is not enough rights to change or even request a system setting.

Possible solutions: increase the rights of the user, or log on as a different user with more rights.
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_ Reading system information failed

Reading the system settings for screensaver, retrieving disk space, shutting down the system failed. Most
likely cause is not enough rights to change or even request a system setting.

Possible solutions: increase the rights of the user, or log on as a different user with more rights.

\&‘ Could not access '%s'

The application was unable to access the specified tag (on position %s), most likely cause is a corrupted
application database and/or CT-file.

Possible solutions: The normal advised action to repair a damaged application database, try generating the
CT-file by hand. One point to check is if the application is correctly installed in your FactoryLink system
directory. There must be entry with FLNTsys in both the {FLINK}/acl/titles file and the {FLINK}/ctgen/ctlist file.
Is either one of them is missing try to reinstall the application.

[_rwtsvs | CT-file not found

The application was unable to access the task specific CT-file, the file was not found in the application
directory.

Possible solutions: Make sure the FINTsys task has a configuration in the Configuration Explorer, if so
please check if this is the same application as you started.

Check if there is a configuration file ‘fintsys.ct present in the application, directory: {FLAPP}\shared\ct. If
there is no such file present, see if FactoryLink is instructed to generate this file. In the ASCII-file
{FLINK}ctgen\ctlist’ there must an entry: fintsys: ntsys_k ntsys_s ntsys_m.

[ rmtsvs  INo triggers found in CT-file

The FINTsys task found a configuration file fintsys.ct’ in the application directory, however there are no
triggers defined for the task.

Possible solutions: Make sure the FINTsys task has a valid configuration in the Configuration Explorer, if so
please check if this is the same application as you started.

Check if there is a configuration file ‘fintsys.ct present in the application, directory: {FLAPP}\shared\ct. If
there is no such file present, see if FactoryLink is instructed to generate this file. In the ASCII-file
{FLINK}ctgen\ctlist’ there must an entry: fintsys: ntsys_k ntsys_s ntsys_m.

If a configuration file (CT-file) present, please generate a list file of the configuration, before contacting the
support desk. The listing file is generated with a utility called “ctlist.exe”, check first if the program is present
in the {FLINK})\bin directory, if so open a command prompt and go to the application directory. In the
application directory is heck if there is a configuration file ‘fintsys.ct present in the application, directory:
{FLAPP}shared\ct. In the application directory go to the subdirectory: shared\ct, from there run the
command: “ctlist flntsys.ct”. The output can be redirected to a file, e.g. appending: “> d:\fintsys.txt” to the
commandline. Contact the support desk for more help.
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6 License Agreement

The use of this program is subject to the following terms and conditions.

Title To The Licensed Software

Title to the licensed software is NOT transferred or sold to the end user. The end user is granted a non-
exclusive license to use the software on a SINGLE computer or computer work station. EACH computer or
computer workstation must have its own licensed copy of the software.

Copyright Protection

This software is copyrighted material. It is protected by the copyright laws of the Netherlands, and other
proprietary rights of RLD Automation. You may not make any changes or modifications to the program or the
manual. You may not decompile, disassemble, or otherwise reverse-engineer the software in any way.

Limited Warranty

RLD Automation does not warrant that the licensed software will meet your requirements or that the opera-
tion of the software will be uninterrupted or error free. The warranty does not cover any media or docu-
mentation which has been subjected to damage or abuse by you or others. The software warranty does not
cover any copy of the licensed software which has been altered or changed in any way. In other words there
is no warranty either implied or expressed.

ANY IMPLIED WARRANTIES INCLUDING ANY WARRANTIES OF MERCHANTABILITY OR FITNESS OR
A PARTICULAR PURPOSE ARE LIMITED TO THE TERM OF THE EXPRESS WARRANTIES. Some states
do not allow limitations on how long an implied warranty lasts, so the above limitation may not apply to you.

Other Warranties
The warranties set forth above are in lieu of any and all other express or implied warranties, whether oral,
written, or implied, and the remedies set forth above are the sole and exclusive remedies.

Limitation Of Liability

RLD Automation is not responsible nor liable in anyway for any problems or damage caused by the licensed
software that may result from using the licensed software. This includes, but is not limited to, computer
hardware, computer software, operating systems, and any computer or computing accessories. End user
agrees to hold RLD Automation harmless for any problems arising from the use of the software.

RLD Automation SHALL NOT IN ANY CASE BE LIABLE FOR ANY SPECIAL, INCIDENTAL, CONSE-
QUENTIAL, INDIRECT OR OTHER SIMILAR DAMAGES ARISING FROM ANY BREACH OF THESE
WARRANTIES EVEN IF RLD Automation OR ITS AGENTS OR DISTRIBUTORS HAVE BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. Some states do not allow the exclusion or limitation of
incidental or consequential damages, so the above limitation or exclusion may not apply to you.

In no case shall RLD Automation’s liability exceed the license fees paid for the right to use the licensed
software.

The above constitutes the license agreement for this program. It supersedes any and all previous license a-
greements.

© Copyright 2000 RLD Automation, the Netherlands, all rights reserved.

RLD Automation Page 35



	1 Operation principle
	1.1 Keystroke filtering
	1.1.1 ActiveX keyboard filter component

	1.2 System settings
	1.3 Event viewer messages

	2 Installation
	2.1 System requirements
	2.2 FLNTsys installation
	2.3 Keyboard filter start-up
	2.4 FactoryLink task configuration
	2.5 FlNTsys task de-installation
	2.6 FlNTsys INI file
	2.6.1 Section: [Debug]
	2.6.2 Section: [Task]
	2.6.3 Section: [DiskSpace]
	2.6.4 Section: [TimeZone]


	3 Configuration tables
	3.1 Enable/Disable keystrokes
	3.2 System settings
	3.3 Event Logging

	4 ActiveX Control ‘Keyboard Filter’
	4.1 Properties
	4.2 Methods

	5 Error messages
	6 License Agreement

