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Getting started

This is the main window you see when you run the SoftPerfect Network Scanner.

X softPerfect Network Scanner [portable mode] - 0] x|

JEiIe Wiew Actions  Options  Bookmarks  Help
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JIPRangeFrDm I m.o .0 .0 TDI m. o .0 235 [ start Scanming = [

IP Address I Host Mame I MAC Address | Response Time | Port I SHMP I Log... I

[ready Threads Devices |0/ 0 Scan |

Under the menu there is a toolbar with buttons used to access the main features.
The program controls are as follows:

|1 Clear the display

Load the scan results from a XML file.
Save the scan results to a file.
Expand the results tree.

Collapse the results tree.

g M f§ G O

Search the results tree.

Paste IP address from the clipboard.

Apply the shares filter. Only computers with available shared folders are shown.
Apply the ports filter. Only computers with an open TCP port are shown.

Apply the host name filter. Only computers with a valid host name are shown.

N K &N kO

Apply the SNMP filter. Only computers with a running SNMP service are shown.

]

=~

Open advanced filter panel.

- e
1

Program options.
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Automatically detect the network configuration.

€ Online Help (this web page).

Network Port Scanner

Scan your Network Security with NSAuditor. Free Trial!
www.NSAuditor.com

ads by Google
Program options

Press Ctrl+O or the 2=l button to access the network scanner options
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GGeneral  Additional |Workstation | shares | srrp | Applications | Browsing |

v Resolve host names IFuIIy Qualified Domain Mame {FODMN) j

v Resolve MAC addresses ISend ARP first, then MetBios j
[T Resolve IPvG addresses

[+ Lookup MIC wendaor

[ Retrieve comments

[~ show scan kime

[~ Check Far open ports (one or mare, comma of dash separated)

|an

options x|
General I.ﬁ.dditinnal | Wiorkstakion I Shares I SMMP | Applications I Erowsing I
Max, threads
=
100 =
Ping timeout, ms Method Retries
= ] - =
f1o00 = |1 (ping) =l —
[~ Always analyse host (even if it does not answer the guersy)
[~ Ping broadcast addresses (i.e. =.x.%.255)
[~ Explore shared Folders in background
[~ Case insensitive sarking
[~ Display dead hosts
QK | Cancel |
options x|

(0] 4 Cancel
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options x|

General | Additional Workstation |Shares | st | Applications | Erowsing |

[ Lookup LAM group [~ Lookup remcte Time and Date
v Lockup logged-on users [~ Retrieve list of disk drives
[ Lockup \Windows sersion [~ Retrieve computer uptime
—huthertication—————————————— [~ Enumerate user accounts

¢ Lse current accounkt [~ Lookup server typefroles

" Use specific account
Lagin

Bassword

QK Cancel

On the General tab:

¢ Max. threads - the maximum number of scanning threads.

« Method - the ping method. Can be chosen from ICMP (ping), ARP (arping), or both.

* Ping Timeout - the period to wait for a reply from the remote computer.

¢ Retries - the maximum number of ping requests.

¢ Always analyse host - forces the scanner to analyse a non-responding host.

* Ping broadcast addresses - when enabled the scanner tries to ping IP addresses ending with .255.

« Explore shared folders in background - If this option is set, whenever you choose to explore a folder the
network scanner launches a separate process of Windows Explorer to avoid temporary unresponsiveness.

« Case insensitive sorting - ignores case type when results are sorted.

« Display dead hosts - add non-responding hosts into the results.

On the Additional tab:

* Resolve Host Names - when enabled, the IP addresses are converted to the host names.

¢ Resolve MAC addresses - when enabled, you will see hardware (MAC) addresses.

* Resolve IPv6 addresses - enables the network scanner to obtain the IPv6 address of a remote host. This feature
requires Windows Vista or above and discovers addresses of hosts with a dual IPv4/IPv6 stack.

« Lookup NIC vendor - as per the IEEE standard, the first three octets of a MAC address represent the NIC's
vendor. In order to use this feature you will need to download this file from the IEEE and save it to the network
scanner folder.

« Check for open ports - when enabled, the program will attempt connection to the specified TCP port (you can
specify several ports separated by a comma or dash, e.g. 21,80,110-115).

¢ Retrieve comments - displays a comment assigned to a Windows workstation.

* Show scan time - shows the time when the host was last scanned.

On the Workstation tab:!

e Lookup LAN group - displays the workgroup/domain name which a Windows workstation belongs to.

« Lookup logged-on users - displays a list of users currently logged-on to a Windows workstation.

« Lookup Windows version - displays the Windows version on a workstation.

« Lookup remote Time and Date - Retrieves and shows the time of the day on a remote system.

« Retrieve list of disk drives - Lists all disk drives available on a remote computer.

« Retrieve computer uptime - Shows how long a remote computer was up and running.

« Enumerate user accounts - lists all user accounts registered on a remote computer.

« Lookup server type/roles - displays all roles (e.g. PDC, SQL server, Master Browser) assigned to a server.

! See the rightmost columns on the main screen once you have enabled one or more options.
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options x|

General I P.u:lu:litinnall Warkstation Shares |SNMP | Applications | Browsing I

[v Scan fFor shared resources
[+ Check Far write access

[+ Enable security & user permission scan

rEnumerate
o all ™ Comm, devices " Folders & Printers
{* Folders " Special
" Prinkers  IPC
riauthentication
% Lse current account Login Password
" Use specific account I I

¢ Scan for shared resources - enables scanning of shared resources. Below are all the possible types of shared
resources.
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« Check for write access - when enabled, the program determines if the shared folder is writable or not (read only).

« Enable security & user permission scan - with this option enabled, the network scanner will discover what

reading and writing privileges are assigned to shared folders. You may have to be an administrator to retrieve this

information.

¢ All - all resources.

» Folders - shared folders or drives.

* Printers - shared print devices.

« Comm. device - a communication device.

« Special - special share reserved for interprocess communication (IPC$) or remote administration of the server
(ADMINS). It can also be used for administrative shares such as C$, D$, ES$, etc.

¢ |IPC - interprocess communication (IPC).

options x|

General | Additional | Workstation | Shares SMMP |.0.pplications Browsing |

[ Scan For SHMP-enabled machines

[use Stimp w1 =]

Community {case sensitive)

|public

MIE OID Mumber(s), comma separated

|1.3.6.1.2.1.1.1.D |

[v Display answers [~ &s HEX sequence

(0] 4 Cancel

Use this tab to setup scanning for machines that have an SNMP service running. You can specify a community (e.g.
public or private) and a MIB OID number. Multiple communities and/or OIDs are to be comma separated. This data will
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be used for an SNMP query. Set the Display answers option if you would like to see replies from the SNMP enabled
machines. The As HEX sequence option prints an SNMP answer as a string of hexadecimal numbers rather than a raw
string output.

options x|

Feneral I Sdditional I Warkstation I Shares I SMMP Applications IBru:uwsing I

Here you can define additional third-party network applications ko launch

Marme | Cammand Line | Hotkey |
@ 55H wia... "Clnetzcanputty.exe’ %0 Chil+P
@ Explore w... "Chhetzeant TOTALCKMD EXE" \\E00:1 Chrl+T

@ HTTPS wi... "C:\Program Files\nternet Exploreriexplore.e...

MEwW ... Edit ... | Delete |

OF, | Cancel |

The applications tab extends support for third-party applications. For example, if you use remote administration or
specific network client software, you can setup the network scanner to connect to a remote host using the additional
software directly from the network scanner.

IF Address

Host Mame

MAC Address

Open Computer » [EEERUELN RNy

Capy 3 As File Server (FTP)
Properties As Telnek
Rescan Computer A5 Telnek Ta .,

Wake-0on-LAk
Remoke Shutdown

IF Address Host Mame MAC Address I
=i 1000 arndbd 00-00-1C-D5-35-76

Explore
Map Metwark Drive
Properties

Explore with TC 00-13-83-70-D&-C3
00-00-1C-DE-36-76

Should you require to pass extra arguments upon launching an application, you can use user-prompted parameters
specified in braces. As an example, the following line lets you quickly execute commands on the remote system with
PsExec from Syslnternals.

psexec.exe \\%0 -u {User name} -p {Password} {Command}

Launching this command will bring up a window where you may specify the arguments to pass to PsExec as shown
below. Then the network scanner will launch PsExec with your input.
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Launching Remote command x|
Parameker I\-'alue I
User name Adrnin
Password 123456 (never use this password! :-)
Command ipconfig.exe & pause

oK Cancel

Finally, the Browsing tab enables the network scanner to check whether a host is still on-line when you attempt to
explore its folders, or establish a connection to that host. This greatly speeds up some operations, as an attempt to
connect an off-line computer might temporarily hang the network scanner until the connection fails You can enable one
or more methods to check the availability and set a timeout. Additionally you can choose a live display mode, whether the
network scanner must only find previously undiscovered nodes in background, or it must keep rescanning those already
discovered, or it must do both.

options x|

zeneral I Additional I Workstation I Shares I SHMP I Applications  Browsing I

r_heck if host is up before acces

[ ICMP ping Timeout, ms

[1000 j

[v MetBios ping

v ARP ping

rLive display

= Scan For previously undiscovered hosts
"~ Rescan already discovered hosts

¥ Bokh

rMiscellaneous

v Clear retrieved information on hosts gane off-line

[0 4 Cancel
Reqistry Cleaner Download 3D Scan Solutions
Register opschonen, Verbeter uw PC's Prestatie. 3D Color Scanning w/ Multi-Laser Precision - $2,995.
nl.RegistryWinner.com Buy One Today!
www.NextEngine.com
i ads by Google

Auto-detect the network configuration

The SoftPerfect Network Scanner is able to detect your IP range automatically. Select the Options - IP Address -
Detect Local IP Range menu item. In the following dialog, select an interface and the program will calculate the IP range
of the network. If you are connected to the Internet and are behind a router or proxy server, use the Detect External IP
Address command to determine your external IP address (requires Internet connection).
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Auto Detect

Fleaze select an interface to detect the nebwark range

]

IP Addresz

Metwork Mazk, |

127001

@192 168.35.

255.0.0.0

BB 192166751 255,255, 255.0
ar. | Cancel |
IF Rangs From | 192 .168 . 8 . 0 To | 192 .168 . 11 .255

In this example SoftPerfect Network Scanner has determined the range of IP addresses on the network

Scanning

To begin scanning click the Start Scanning button

4% softPerfect Network Scanner [portable mode]

JEiIe Wiew Actions  Options  Bookmarks  Help

EEFEEEEE T EEE TR

3_:| | 7)) | ﬁ Web-site

| IPRangs From | 192 168 . 0 . O To | 192 . 168 255 . 255 [ Start Scarring - §i
IP Address I Host Mame I MAC Address | Response Time | Port I SHMP I Log... I
J 192168.10.82 TOSHIBA 00-00-33-90-E1-41 Oms
i 192168.10.85 CAN 00-30-84-88-60-78 Oms

) 192168.10.92 DOM O0-E0-4C-67-EE-AD 10 ms
Bl i 192168101, EvA 00-50-22-B5-80-65 Oms
] MOVIES
1 MP3
o8
7 ADMING
oD%
[=] Englizh
J 192162101, ROM 00-CO-DF-OF-EB-EF Oms
J 192.168.10.1... SNCOMP 00-CO-DF-01-B1-C8 10 ms
) 192168101, GATE 00-02-1E-FE11-B1 Oms
g 192168101, PAZYM 00-0C-GE-45-64-54 Oms
) 19216810, 1.2.34 00-02-44-35-273F Oms

[ready

Threads Devices  |220( 220 Scan |

Scan results
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When scanning has finished, you will be able to browse the results, save to a file, map a network drive, explore a folder,

etc.
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#% SoftPerfect Network Scanner [portable mode] - |EI|5|

JEiIe View Actions Options Bookmarks Help

DoHEEAR T 07

FE | 7)) | {at Web-site

| PRange From | 192 168 . 0 . O To | 192 . 165 , 255 . 255 [ start scanning ~ [}
IP Address I Hosk Marne I MAC Address | Response Time | Port I SHMP I Log... I
i 192162.10.82 TOSHIBA 00-00-39-90-E1-21 Oms
¢ 192162.10.85 CaN 00-30-84-88-60-78 O ms 21
e 1821681092 DOM 00-E0-4C-67-EE-AD 10 mz
B 5§ 192168101 E¥a 00-50-22-B5-80-65  Oms
[ MOVIES
Map Metwork, Drive
Properties
o %
[=] English
¢ 192168.10.1... ROM 00-CO-DF-OF-EB-EF Oms 21
¢ 192162.10.1... SMCOMP 00-CO-DF-01-B1-C3 10 msz 21
g 182168101, GATE 00-02-1E-FE-11-B1  Oms
g 192168101, PAZTM 00-0C-6E-A5-64-54 O ms
W 192162101, 1.234 00-02-44-35-27-3E Oms
|Read\; Threads Devices 2201220 Scan |
Live display
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If you enable the Live Display option (choose View - Live Display from the main menu), the network scanner will
constantly update scan results to reveal the latest changes in the network. If a new host joins or leaves the network, it will

be logged in the display window.

Wake-on-LAN and remote shutdown

To send a 'magic' wake up packet to a remote computer (its MAC address must be known), choose Actions - Wake-On-

LAN from the main menu. To shutdown or reboot a remote PC, choose Actions - Remote Shutdown.

—Shutdown option

v Reboat the remate camputer

[~ Forcibly close applications
[ Dizplay the following message for [seconds) |3EI

Authorization
= Use cument account

& |se specific account

Login I.-'-‘«dministratar Pazzword Ii"lllllll

] Lancel |

WMI Query builder and scanning

The network scanner is capable of running WMI (Windows Management Instrumentation) queries against hosts being
scanned. In order to create a WMI query, choose Options - WMI from the main menu. Queries are written in a special

language called WQL, similar to SQL.
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Remote WHMI

{éﬁ Remate WL allows to connect ko a remoke computer and retrieve various information via its WML subsystern,
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]

—Authentication

[Lain Password
% Lse current account £ Use specific account fudrrin I"‘"‘"""
Itern Mame | WiOL Skakement
'ﬁ windows Mame SELECT Marne FROM Win32_OperatingSyskem
O <PU MakeMadel SELECT Mame FROM Win3Z2_Processor
# ram size SELECT Capacity FROM Win32_PhwsicalMennory

Mew. .. Edlit.., Delete Mark allfkone Close |

The New button allows you to easily construct simple WQL queries. It merely connects to your computer's WMI
subsystem and lets you pick a WMI class and parameter to be used in the query. When you have one or more WMI

gueries enabled, there will be additional columns shown in the scan results.

4% softPerfect Network Scanner [portable mode] -0 x|

JEiIe Wigw Actions  Options  Bookmarks  Help

EEEEEREEE E A=

] IP Range From | 192 . 165 . 56 . 0 To| 192 165 . 56 .255 [ start scanning = I
P Address | Wl Cluery | Shared Folder Readers | St
d 192168561 Uzer credentials cannot be used for local connections BUILTINAPower Users, E... BU
}J 192.168.56.101 BuildT ype: Uniprocessor Free, Marme: Microzoft Win...
i 19216856100 The RPC server is unavailable

0| [ |

[ready Threads |0 Devices |3/ 3 Scan |

Remote file, registry and services

Firstly, the application can connect to the remote registry of remote PCs running Windows, provided the remote registry
service is started. Secondly, it can also connect to the their file system via administrative shares (C$, D$, E$, etc) and
retrieve information about a specific file. Thirdly, it can connect to the remote service manager and query the status of
one or more service. These features are useful mainly for network administrators maintaining large networks and can be
accessed by choosing Options - Remote Registry, Options - Remote File or Options - Remote Services from the

main menu.
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There are several predefined entries in the list and you can easily add new items to retrieve data about hardware and
software specific to your environment. The columns are as follows: ltem Name is a name of the entry. Root represents
one of the root registry hives. Registry key contains the path to a value of interest. Parameter Name is the value name
to be retrieved. Finally, Local Value merely shows the value in the local registry on your computer. On this screenshot
two items are chosen to be retrieved from remote computers.

Remote Reqistry il

iﬁ Remaote Registry allows to connect to a remote computer and retrieve useful infarmation From its reagistry,

Itern Mame | Root | Registry Key | Parameter Mame | Local Walue |
[ Directy Wersion HEKLM SOFTWARE\Micrasofth Direcks wersion 4,09,00,0904
O InternetExp... HKLM SOFTWARE MicrosoftiInternet Expl..,  wersion S.0.6001.1..,
# cru Make/™... HKLM HARDWARE\DESCRIPTION) Systeml...  ProcessorMame...  AMD Athlon. ..
'ﬁ BIOS Yersion HELM HARDWARE\DESCRIPTION! System SystemBiosVers,,, TOSIMNY -3 ..,

[ Registered ... HKLM SOFTWARE MicrosoftiWindows MTh...  RegisteredDwner  Andrew
[ Reqgistered ... HKLM SOFTWARE MicrosoftiWindows MTY...  RegisteredOrga...

[0 service Pack.  HELM SOFTWARE Micrasofthwindows MNTY...  CSDWersion Service Pac...
O windows Ye... HKLM SOFTWARE MicrosoftiWindows MT..,  CurrentVersion 5.1
O windows Type  HKLM SOFTWARE Microsoftiwindows MTY...  ProductMame Microsoft ...

Mew, ., Edlit... Delete Mark allikone Close |

Likewise, provided the administrative shares are enabled and accessible, you can pull out information about a specific
file on remote computers. For example, you want to find out the version of Internet Explorer, or when a log file changed,
or how large a particular file is. To do so, enter the full name of a file and choose what property you would like to retrieve.
On the following screenshot, the application is configured to access the Outlook Express executable and display its
version. Drive letters get substituted to the relevant administrative shared folders. For example, if you scan a range of
10.0.0.1 to 10.0.0.10 with these settings, the application will attempt to display the version information embedded in the
files \10.0.0.1\C$\Program Files\Outlook Express\msimn.exe, \\10.0.0.2\C$\Program Files\Outlook Express\msimn.exe,
etc.

Remote File x|

] Remote File allows to connect to an administrative shared Folder and retrieve information about & specific file,
.q'

L

==
Item Marne | Full File Mame | Properky | Local Yalue |
O outlook ver :\Pragram Files\Outlook Expressimsinn, exe File Yersion 6.0.2900.5,..

Mew, ., Edlit... Delete Mark allikone Close |

Lastly, you can retrieve information about the status and configuration of a service on remote computers. For example, if
you want to make sure that the messenger service is up and running, turn the pre-defined item on as shown below. The
network scanner will then connect to each computer's service manager and query the information requested.
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x

(-‘-;::S':' Remote services allow to connect to a remaote computer and retrieve status information about iks services,

Itern Mame Service Mame | Paramekter | Local Yalue
'ﬁ Messenger status messenger Skatus Mak running
O Automatic Updates skatus WUALUSEry Skatus Mok running
O wireless Zero Config skartup ... WZCSYC Startup Type Auto

O wireless status WZCSYC Skatus Running

Mew, ., | Edlit... | Delete | Mark allikone |

There will be additional columns showing the information retrieved.

4+ SoftPerfect Metwork Scanner [portable mode]

JEiIe Wiew Actions Ophions Bookmarks Help

DoHEEAR|TT &5

| | o) | {at Weh-site

J |P Fiange: From I 192,188 . 56 . O TDI 192 . 165 , 56 , 255 Stop scanning [
IP Addresz | Femaote Registy I Fiemate Files I
iy 192168561 CPU Makeodel AMD Athlon(tm) 22 Dual-Caore QL-E0 Outlook Yer: The network, path was nat found
¢ 192168.56.103 CPU Makestdadel: AMD Athlon(tm] #2 Dual-Core OL-60 Outlock Wer: 5.50.4807.1700

? 192168.56.100

Remote shutdown and power off

In order to shutdown or power off a remote computer, several criteria must be met:

+ Administrative shares are enabled.

¢ Administrator has got a non-empty password.

Simple file sharing is turned off.

« Administrative shares IPC$ and ADMIN$ are accessible.

Otherwise you may encounter either the error Access is denied or Network path not found.

Command line switches

You can use the following switches as netscan.exe /switchl /switch2 ... switchN. For instance, if you need to scan
your network and export the list to the file, use the following command line:
netscan.exe /hide /auto:"c:\desktop\result.txt"

fauto:<filename.[txt|htm|xml|csv]> runs scan with global settings and exports the results to a file,

i.e. /auto:"c:\desktop\result.txt". Specify the .htm extension in order to produce a HTML report. Specify the .xml extension
in order to to export the results to a XML file. Specify the .csv extension to in order to export the results to a CSV file. In
order to run a scan automatically without exporting to a file, specify /auto: with a colon, but without a file name.

/config:<filename.xml> loads the specified XML configuration file in the application.
/hide does not show the main window (silent mode).
/addr applies to the /auto command and exports only the MAC and IP address columns to a file.

/range:From-To Sets an IP address range for scanning. Example: /range:192.168.0.1-192.168.10.254
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lappend applies to the /auto command for text and CSV files. Appends the results to a file rather than overwrites it.

/wol:<MAC> sends a Wake-On-LAN magic packet to the specified MAC address and immediately exits.
Example: /wol:AABBCCDDEEFF.

These two switches below are mutually exclusive and have no effect if the application is launched from a USB stick or
other removable device. Use a shortcut to apply either switch at all times if it is needed.

/ini forces the scanner to load and save its settings to an INI file instead of the registry by default (see a note below).

/xml forces the scanner to load and save its settings to a XML file instead of the registry by default. However, when the
network scanner is launched from a removable drive, such as a USB stick, it does not use the registry. Instead, it uses a
XML file to save/load its settings, so you need not specify this switch to make it portable.
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