Additional Logic inside a redundant Application & Replication of the Historical Datalbases
Besides configuring the VRN task, some small additional logic is required to achieve the following :

· Read/Write only PLC data on the Master. The Slave get its PLC data through VRN

· Synchronize the system cock on both servers

· If you use following topology, where the historical data is logged on both servers in SQL2000 databases, you can only log historical data on the Master. This logic also needs to be implemented
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Both historical databases on both servers need to be kept identical. Using standard SQL2000 tools, such as Merge replication, can do this.

Remark:

If both servers log historical data to 1 external PC containing the SQL2000 database, you need to implement the logic for only the Master to log data, but you do not need to setup Merge Replication, since you have only 1 historical database. 

The pages below give some simple example setup on how to achieve this, but need to be carefully adapted to real-life applications !
PLC communication is only active on the Master

Normally, you will only enable the PLC communication on the server that acts as MASTER (VRN_STATUS=1). The SLAVE server (VRN_STATUS=0) will get its PLC data through VRN. 

To achieve this, we will add a Math&Logic Procedure to create a Digital tag DRIVER_DISABLE, which will be used to disable the driver actions – in our application, the OPC_CLIENT, but this principle can be applied to any EDI, RAPD or ECI driver – when the server pc is in SLAVE mode. 


Add the Digital Tags VRN_STATUS and DRIVER_DISABLE to the Math & Logic Variables List and give default value of 1 to DRIVER_DISABLE. 
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Create a new procedure, for example VRN with VRN_STATUS as trigger and give DRIVER_DISABLE the inversed value of VRN_STATUS:
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# Pile: VRN.prg =
# USDATA Factoryhink 7.0
# Trigger: VRN STATUS

proc VRN
begin
DRIVER DISABLE=not VRN_STATUS

end

| — -





Then modify the OPC_CLIENT control panel accordingly so the Exception Write to the OPC_SERVER is disabled when the server is in SLAVE mode (VRN_STATUS = 0).
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Remark: 

You could also use the DRIVER_DSABLE tag to disable the other communication tables (Update, Group Read, Group Write) if you would use these as well in your driver setup.

Also, when you use ECI as decoder, you do not need a DRIVER_DISABLE tag; you can work with the VRN_STATUS directly, since ECI has an ‘enable’ tag and not a ‘disable’ tag. Read carefully the documentation specific to the driver you use, to correctly disable the communication to the PLC when your server is in slave mode.

Historical logging is only active on the Master 

The code basically enables/disables the historian task responsible for logging data in the MYTREND table (such as for merge replication, which is discussed later in this document) based on whether the FactoryLink 7.1 server is in master mode or slave mode.  

In the existing VRN procedure, the Digital tag DB_MytrendDisable has been added to get the opposite value of the VRN_STATUS tag, so it can be used in the ODBC Historian to disable the connection when running in Salve mode. This tag also has default value 1, so it is disabled at startup by default and the logging will only be enabled on the master.
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# Pile: VRN.prg
# USDATA Factoryhink 7.0
# Trigger: VRN STATUS

proc VRN
begin
DRIVER DISABLE=not VRN_STATUS
DE_Mytrendbisable = not VRN_STATUS|
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Remark:

In real-life applications, this type of logic needs to be implemented for all logged tables and all used Aliasses inside the historian. For the ALOG alias, it is not required, since the VRN AlogX function takes care of logging only historical data in the master.  


SyncTime Procedure

The procedure SyncTime enables the FactoryLink 7.1 master and slave servers to be synchronized in time.  The time could be derived from any computer that acts as a timeserver.  The SyncTime procedure is controlled by the trigger tag ML_SyncTimeTrig, which is triggered by the timer task once every 24 hours or immediately after starting the server application.  The procedure program, as show in the following graphic, is written generically.  This procedure should be changed appropriately so that the generic computer name (“TimeServer”) can be changed to a real name of a computer that acts as a timeserver.
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# File: SyncTime.prg =
# USDATA FactoryLink 7.0
# Trigger: MI_SyncTimerTrig

proc SyncTime
begin
declare short ireturn

# get the time from "TimeServer" anmd set it locally
# change the name "TimeServer" to your appropriate

# time server when deploying this code in real-life

ireturn=system("cnd /¢ net time \\\\TimeServer /set /y")|
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Database Redundancy Solution

Section Purpose

This section provides a solution for database redundancy of two FactoryLink 7.1 systems that run in tandem and use Microsoft® SQL Server™ for historical data storage.  The following assumptions can be made about the FactoryLink 7.1 system: 

· SQL Server 2000 version is used for data storage.

· FactoryLink 7.1 runs on Microsoft Windows XP (any SP) or Windows 2000 (SP2 and higher) operating system.

Introduction

The preferred method of providing redundancy for a SQL database is to run Microsoft SQL Server 2000 Enterprise Edition on a clustered Windows server.  No special work is required in a FactoryLink application because FactoryLink only sees a single virtual database, and the redundancy is handled transparently by the clustering.

While this is the surest database redundancy method for both small and large databases, it is not the least expensive.  The two SQL servers need to be running on Windows 2000 Advanced Server operating system, which is priced higher than the XP or 2000 Professional version (which is the minimum requirement for running FactoryLink applications).  Also, extra hardware might be necessary to have the two databases clustered.

Available Solution

If you want to implement two separate databases for redundancy, with less cost of not having to buy extra hardware or upgrade the operating system to an advanced server, then the SQL server’s built-in replication technology would provide the right solution.   To use this solution, you must set up the SQL Servers for data redundancy.  This setup process is explained in the “Setup Process for Merge Replication” topic.

Technology Behind the Solution

Replication is a set of technologies that allows you to keep copies of the same data on multiple sites.  Replication uses the following publish-subscribe model for distributing data: 

· A Publisher is a server that is the source of the data to be replicated.  The Publisher defines an article for each table or other database object to be used as a replication source.  One or more related articles from the same database are organized into a publication.  Publications are convenient ways to group related data and objects that you want to replicate.

· A Subscriber is a server that receives the data replicated by the publisher.  The Subscriber defines a subscription to a particular publication.  The subscription specifies when the Subscriber receives the publication from the Publisher and maps the articles to tables and other database objects in the Subscriber.

· A Distributor is a server that performs various tasks when moving articles from Publishers to Subscribers.  The actual tasks performed depend on the type of replication performed. 

SQL Server 2000 also supports replication to and from heterogeneous data sources.  OLE DB or ODBC data sources can subscribe to SQL Server publications.  SQL Server can also receive data replicated from a number of data sources, including Microsoft Exchange, Microsoft Access, Oracle, and DB2.  SQL Server 2000 uses three types of replication: Snapshot, Transactional, and Merge.
Snapshot Replication

Snapshot replication copies data or database objects exactly as they exist at any moment. Snapshot publications are typically defined to happen on a scheduled basis.  The Subscribers contain copies of the published articles as they existed at the last snapshot. Snapshot replication is used where the source data is relatively static, the Subscribers can be slightly out of date, and the amount of data to replicate is small.
Transactional Replication

In Transactional replication, the Subscribers are first synchronized with the Publisher, typically using a snapshot, and then, as the publication data is modified, the transactions are captured and sent to the Subscribers.  Transactional integrity is maintained across the Subscribers by having all modifications be made at the Publisher and then replicated to the Subscribers.  Transactional replication is used when data must be replicated as it is modified, you must preserve the transactions, and the Publishers and Subscribers are reliably and/or frequently connected through the network.

Merge Replication

Merge replication lets multiple sites work autonomously with a set of Subscribers and then later merge the combined work back to the Publisher.  The Subscribers and Publisher are synchronized with a snapshot.  Changes are tracked on both the Subscribers and Publishers.  At some later point, the changes are merged to form a single version of the data.  During the merge, some conflicts may be found where multiple Subscribers modified the same data.  Merge replication supports the definition of conflict resolvers, which are sets of rules that define how to resolve such conflicts.  Custom conflict resolver scripts can be written to handle any logic that may be needed to resolve complex conflict scenarios properly.  Merge replication is used when it is important for the Subscriber computers to operate autonomously (such as a mobile disconnected user) or when multiple Subscribers must update the same data.

Reasoning for Best Fit

Transactional replication requires the Standard or Enterprise Edition of SQL Server, which can be installed on Window XP or Window 2000 server operating systems or higher.  Since FactoryLink solutions can also be deployed over professional versions of operating systems, Snapshot and Merge types of replication are the choices.  Snapshot replication is not the preferred method when the source data is not relatively static.  Also, since the potential for the FactoryLink server to log data on the standby database is high, scripts need to be written in FactoryLink as well as in SQL Server to synchronize the data being logged to the standby database when the master fails.  Merge replication solves this problem by providing the following advantages:

· No scripts need to be written inside SQL Servers for merging or synchronizing data between the database servers.

· A simple script is all that is needed on the FactoryLink side to stop logging data when the server is in slave mode and resume logging data when the server becomes a master.  A modified starter application with this sample script is provided with the installation of FactoryLink 7.1.  Merge replication will still work even if the master and the slave both log simultaneously, even though this is not a clean solution.

· Since the slave server can be set for not logging, the load on this computer is now leaner and hence this resource can be diverted for other special purposes if needed.

· Data replication between the database servers can be set for scheduled intervals so that the latency is minimum.

· In a FactoryLink 7.1 solution, master and slave servers can be set to log to their respective local databases.  The setup within the SQL server will transparently push or pull the data between the databases whenever there is a change.  This means that you can copy a FactoryLink 7.1 application from the master and restore the application to the slave and run it without having to change the application as long as the DSN for all logging tasks points to the database locally.

· FactoryLink 7.1 application using the Merge replication feature of SQL Server is a hot-standby solution for not only process data, but also for the historical data.

· Data is synchronized between the database servers whenever they are connected via the network.  This means that one of the two computers that host the FactoryLink 7.1 application and the database server can be put out for relatively longer periods, but will synchronize data as soon as it comes back alive and connects to the network.

· Since the data is copied between databases regularly, Trend Viewers and Database Viewers (in ClientBuilder) connected to the standby database server can continue to view historical data with minimum latency.

Setup Process for Merge Replication

Note:  Please refer to the SQL Server 2000 documentation for a better understanding of the technology and setup process.  This document covers the minimum requirements for setting up two database servers for Merge replication.

The following step-by-step process describes how to set up a Publisher and Subscriber on two SQL Server databases that will be used to store data from FactoryLink 7.1 applications.  To make the process easier to understand, you can assume the following:

· There are two computers, NodeA and NodeB, running Windows XP Professional or Windows 2000 Professional, and they are connected over the network.  

Note:  When performing the following procedures, you will replace “NodeA” and “NodeB” with the actual names of the two computers that run the FactoryLink 7.1 servers.

· SQL Server 2000 Personal Edition is being installed on both computers, NodeA and NodeB.

· SQL Server services are set with proper security accounts for communication over the network.  It is not possible to set up replication if the SQL server services (MSSQLSERVER service and SQLSERVERAGENT service) are set up with LocalSystem accounts.  These logon accounts need to be changed before setting up replication.  For example, they can be set up with a “DomainName\DomainUser” account.  Be sure to restart these services after their logon accounts are changed.
· FactoryLink 7.1 is installed on both computers, NodeA and NodeB, and either can be run as a master or slave.

· DSNs used by the FactoryLink application point to the databases locally; for example, DSNs in NodeA point to the database in NodeA while DSNs in NodeB point to the database in NodeB.

· Since any database server can be Publisher or Subscriber or both, you can designate NodeA as Publisher and NodeB as Subscriber for simplicity.  An explanation is provided later in this document for how to set up a Publisher and Subscriber.

The whole process of setting up database redundancy using merge replication can be explained in three main steps:

(1) Setting up NodeA as a Publisher

(2) Creating a Publication in NodeA

(3) Setting up NodeB as a Subscriber for the Publication Created in NodeA.

Note:  It is recommended that you back up your existing databases on all servers that will participate in setting up the replication process.

 (1) Setting Up NodeA as a Publisher

Following are the steps to set up NodeA as a Publisher, using SQL Server 2000 Personal Edition.

1. In Windows Explorer, select the folder where the Microsoft SQL Server is installed.  Within this folder, go to the \MSSQL\REPLDATA folder, right-click the REPLDATA folder, and share it with sufficient security to read, write, and modify data for the intended users.  For simplicity, use the default share name REPLDATA.

2. Select Start > Programs > Microsoft SQL Server > Enterprise Manager to start the Enterprise Manager.

3. When the Enterprise Manager opens, expand the SQL Server group that contains the NodeA server, expand the NodeA server, right-click the Replication folder, and then click Configure Publishing, Subscribers, and Distribution.

4. At the Welcome to the Configure Publishing and Distribution Wizard dialog box, click Next to start the publisher setup process.

5. At the Select Distributor dialog box, click Next to select the default distributor.

6. At the Configure SQL Server Agent dialog box, select the Yes, Configure the SQL Server Agent service to start automatically option and click Next.

7. At the Specify Snapshot Folder dialog box, specify the folder where the snapshot of the replication data will be stored.  (This is the folder that you set as shared in Step 1.)  By default, the SQL Server puts the whole path name in the Snapshot folder field.  Remove the default path name and enter the name in the “\\ComputerName\Sharename” format (for example: \\NodeA\REPLDATA).  An example is shown in the following graphic.  

[image: image15.png]Specily Snapshot Folder
Specily the rootlocaton where snapshots from Publshers that use this Distibutor
wile sored.

T allow Distibution and Merge Agerts that un at Subscribersto access the snapshols
ofthei publicalions, you must efe to the snapshot folder using a netork path

‘Snapshot folder:
[WProlabwd\REPLDATA

<Back [[THes | Cancel Help





8. After typing in the snapshot folder name, click Next.

9. At the Customize the Configuration dialog box, select the Yes, let me set the distribution database properties, enable Publishers, or set the publishing settings option to manually set the distribution and publisher properties as shown in the following graphic.  
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10. Click Next to progress to the next dialog box.

11. At the Provide Distribution and Database Information dialog box, select the default paths and click Next.

12. At the Enable Publishers dialog box, select the local database server that will be the publisher (NodeA in this case) and click Next.  

Note:  If multiple database servers were registered, unselect other servers before clicking Next.

13. At the Enable Publication Databases dialog box, select the database that will be used for Merge replication.  In this example, you will use the FLINK database that comes as the default with a FactoryLink installation.  A sample is shown in the following graphic.   
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14. Select the appropriate database for the merge and click Next.

15. At the Enable Subscribers dialog box, select the name of the computer that will be the subscriber (NodeB in this case).  For this example, unselect NodeA and select NodeB as shown in the following graphic.  
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Note:  If the subscribing computer does not show up in the list, it means that the computer has not been registered locally.  To make the computer part of the subscription list, follow these steps:

a. Click the New button to open the Registered SQL Server Properties dialog box.

b. Click the [image: image19.png]


 button to access a list of all database servers available on the network.

c. Select NodeB and click OK to add it to the list.  

d. Click OK to close the Registered SQL Server Properties dialog box.  Now the Enable Subscribers dialog box should show both NodeA and NodeB.

16. Next, click the [image: image20.png]


 button next to the selected computer (NodeB) to open the Subscriber Properties dialog box.  At the Subscriber Properties dialog box, perform the following steps:

a. Click the Schedules tab.  

b. To change the schedule for Distribution Agents, select the At the following scheduled times option.

c. Click the Change button (for Distribution Agents).

d. When the Edit Recurring Job Schedule dialog box appears, set the schedule for Daily Frequency for once every minute and click OK to close the dialog box.

e. To change the schedule for Merge Agents, select the At the following scheduled times option.

f. Click the Change button (for Merge Agents).

g. When the Edit Recurring Job Schedule dialog box appears, set the schedule for Daily Frequency for once every minute and click OK to close the dialog box.

h. Click OK to close the Subscribers Properties dialog box.

17. Click Next to progress from the Enable Subscribers dialog box to the next dialog box.

18. At the Complete the Configure Publishing and Distribution Wizard dialog box, click Finish to complete the publisher/distributor setup process.

 (2) Creating a Publication in NodeA

Following are the steps to create a publication in NodeA.  In this example, you select a table (MYTREND) in the FLINK database as the object to be replicated.

1. From the Publisher (NodeA), select Start > Programs > Microsoft SQL Server > Enterprise Manager to start Enterprise Manager. 

2. When the Enterprise Manager opens, expand a server group, expand the Replication folder, right-click the Publications folder, and click New Publication.

3. On the Welcome to the Create Publication Wizard dialog box, select Show advanced options in this wizard and click Next.

4. At the Select Distributor dialog box, click Next to select the default distributor. 

5. At the Configure SQL Server Agent dialog box, click Next to have the SQL Server agent service start automatically.

6. At the Specific Snapshot Folder dialog box, specify the folder where the snapshot of the replication data will be stored.  By default, SQL Server puts the whole default path in the Snapshot folder field.  Remove the default path name and enter the name in the “\\ComputerName\Sharename” format (for example: \\NodeA\REPLDATA).  After typing the folder name, click Next.

7. At the Choose Publication Database dialog box, select the name of the database that contains the objects that need to be replicated.  For this example, choose the FLINK database and click Next.

8. At the Select Publication Type dialog box, select Merge publication as shown in the following graphic. 
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9. Click Next to progress to the next dialog box.

10. At the Specify Subscribers Type dialog box, select the Servers running SQL server 2000 option as shown in the following graphic.  This option indicates that the replication is done between database servers that use SQL Server 2000 only. 
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11. Click Next to progress to the next dialog box.

12. At the Specify Articles dialog box, select the database object that needs to be replicated.  In this case, select the record that has the name MYTREND as shown in the following graphic.
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13. Click the [image: image24.png]


 button next to MYTREND to open the Table Article Properties – MYTREND dialog box, as show in the following graphic.  
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14. Click the Snapshot tab and then select the Keep the existing table unchanged option.  This tells the publisher to not alter the existing table MYTREND on the subscriber (NodeB) when a snapshot is taken for this article.  Leave other defaults as is and click OK to close the dialog box.

15. At the Specify Articles dialog box, click Next.

16. At the Articles Issues dialog box, click Next.  A unique identifier column (Row GUID) will be added to the MYTREND table for synchronization purposes.  This will not affect the existing table properties.  

Note:  If you are using the Database Browser in Client Builder to view the MYTREND table, and if the default SQL query is used within the browser (Select * from MyTrend), it will now show the ROW GUID column too.  To remove the ROW GUID column from the view, modify the SQL query to explicitly view only the columns that are needed.  (This not only applies to Client Builder, but also to any program that accesses such modified tables for update.) 

17. At the Select Publication Name and Description dialog box, type an appropriate name and description for this publication.  For this example, type “FLINK” and click Next.

18. At the Customize the Properties of the Publication dialog box, select the Yes, I will define data filters, enable anonymous subscriptions, or customize other properties option to manually set the properties for the publication, as shown in the following graphic.
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19. Click Next to progress to the next dialog box.

20. At the Filter Data dialog box, do not set any filters, as shown in the following graphic. 
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21. Click Next to progress to the next dialog box.

22. At the Allow Anonymous Subscriptions dialog box, select the No, allow only named subscriptions option, and click Next.

23. At the Set Snapshot Agent Schedule dialog box, select the Create the first Snapshot immediately option.  The default schedule is once per week.  

Note:  If the project needs are such that you need to modify this schedule rate, then click the Change button to open the Edit Recurring Job Schedule dialog box where you can modify the rates up to once every minute.  Click OK to close this dialog box.

24. Click Next to progress to the next dialog box.

25. At the Complete the Create Publication Wizard dialog box, click Finish to complete the creation of a publication for this example.

 (3) Setting Up NodeB as a Subscriber for the Publication Created in NodeA

A subscription is the request for data or database objects to be published to a specific Subscriber.  A Subscriber can have several subscriptions to different publications.  A subscription defines what publication will be replicated, where it will be replicated, and when it will be replicated.  A subscription can be created either at the Publisher (a push subscription) or at the Subscriber (a pull subscription).  Push subscriptions are created and synchronized at the Publisher/Distributor, and the synchronizing agent (Distribution Agent or Merge Agent) is typically run at the Distributor.  Pull subscriptions and anonymous subscriptions are created and synchronized at the Subscriber, and the synchronizing agent is typically run at the Subscriber.

The following example is for a pull subscription.  Changes made in the Publisher will be reflected on the Subscriber and vice-versa.

The following steps create a subscription in NodeB.  In this example, you will learn how to set up NodeB as a subscriber to the publication created in NodeA (FLINK).

1. From the Subscriber (NodeB), select Start > Programs > Microsoft SQL Server > Enterprise Manager to start Enterprise Manager. 

2. When the Enterprise Manager opens, expand a server group, expand the Replication folder, right-click the Subscriptions folder, and then click New Pull Subscription.

3. At the Welcome to the Pull Subscription Wizard dialog box, select the Show Advanced options in this Wizard option and click Next.

4. At the Look for Publication dialog box, accept the default to look at publications from registered servers, and click Next.

5. At the Choose Publication dialog box, expand the server that is set as a Publisher.  This will show all publications created on the Publisher.  Select the appropriate publication (FLINK in this case) and click Next.  

Note:  If the FLINK server is not shown in the list, then click the Register Server button.  At the Registered SQL Server Properties dialog box, click the [image: image28.png]


 button beside the Server field to open the Select Server dialog box where you can select the FLINK server from the list of all SQL servers.  Click OK to close the Select Server dialog box.  Click OK to close the Registered SQL Server Properties dialog box.  Now the Choose Publications dialog box should show FLINK. 

6. At the Specify Synchronization Agent Login dialog box, select Impersonate the SQL Server Agent Account option and click Next.

7. At the Choose Destination Database dialog box, select the name of the database in which the subscription will be created.  (In this example, it is the FLINK database since you are synchronizing the MYTREND table in the Publisher with the same MYTREND table in the Subscriber.)  Select FLINK and click Next.  

Note:  If the FLINK database has not been created in this server, click the New button to create the new database that will be used for synchronization.

8. At the Initialize Subscription dialog box, select the Yes, initialize the schema and data option and the Start the Merge Agent to initialize the subscription immediately option as shown in the example in the following graphic.  
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9. Click Next to progress to the next dialog box.

10. At the Snapshot Delivery dialog box, select the Use snapshot files from the default snapshot folder for this publication option.  Click Next.

11. At the Merge Agent Schedule dialog box, select the Use the following schedule option.  Next, click the Change button to open the Edit Recurring Job Schedule dialog box.  Set the properties as shown in the following graphic.

[image: image30.png]Jobname:  [Default Merge Agent Schede)

- Oecus Daiy
& Daiy Evey [T =] dayls)
C weskly
© Monthly

-Daiy frequency

© Ocowsonceat 12000040

& Ocous every: i =] [

Startingat:  [120000 A

Endngat  [11:5359PM =

- Duration

Sttdste [ 2217202 v| C Enddate | oo o) N

& Noenddate

[ I





12. Click OK to set the merge agent to run once every minute.  This rate can be changed depending on the project needs.  

13. At the Merge Agent Schedule dialog box, click Next.

14. At the Set Subscription Priority dialog box, select the Use the Publisher as a proxy for the Subscriber when resolving conflicts option and click Next.

15. At the Start Required Services dialog box, click Next.

At the Complete the Pull Subscription Wizard dialog box, click Finish to complete the pull subscription setup process.
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