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��autonumlgl �	Introduction

�AUTONUMLGL�	Purpose and Audience

This document contains the design specification for the �subject �Redundancy Module� project.  The anticipated audience for this document includes product development engineers and management, and interested users.

�AUTONUMLGL�	Developers

The following developers  are scheduled for this project:

Willy Leuvering, DeltaLink bv, 

Leon Westervoort, DeltaLink bv

�autonumlgl �	OVERVIEW

The Redundancy task implements a toolbox to create a full redundant SCADA system using two separate systems. It is not the intention of the Redundancy task to implement redundancy functionality at a low level which is not visible for the application programmer, but at a high level. This means that a FactoryLink application must be redundant aware. The application programmer has to implement the redundancy functionality by configuring the right tags at the right panels. The redundancy task gives the application programmer a toolbox which makes the integration of redundancy functionality very easy in an application.

The definition of redundancy according to the Redundancy task is to keep parts of the Real Time Database (RTDB) and the data logged in external databases consistent between two functional identical FactoryLink applications at any time so that in case of a fault on one system the other system can take over control. At any time means in case both applications are running and also when an application has been down due to a fault. A functional identical application is an application which has been duplicated and adjusted at minor parts for implementing redundancy.

This definition implies the following functional areas: 

RTDB synchronization at initialization-time, run-time and fault-time

External database synchronization at initialization-time, run-time and fault-time

Master/slave detection

Action initiating on a state change



It is possible that a functional area contains more than one way to solve the function. For example to synchronize the RTDB it is possible to do this by synchronizing individual tags or by using MCI for duplication of datasets. This means that an application programmer can implement redundancy functionality in different ways in the FactoryLink application.

�

�AUTONUMLGL�	Functional Description

This chapter describes the different functions of the redundancy task in detail.  The figure below shows an application in a redundant environment.



� EMBED Visio.Drawing.4  ���

Figure 3.1 Schematic of a redundant application



As we see in figure 3.1 a redundant system using the Redundancy module consists of two systems connected via a LAN and a FactoryLink application running on each system. One system is called the default Master and the other the default Slave system. The application used is called a redundant FactoryLink application. A redundant FactoryLink application is an application that has been duplicated and changed slightly for redundancy purposes. These changes must be made because the Redundancy task makes use of standard FactoryLink tasks. The following standard tasks are used:

Power NET

FL-LAN

Historians

MCI compatible tasks

�According to the definition of redundancy the two applications must have the same user functionality and be consistent. Consistency means that the two applications have the same data information regardless in which state the total system is. The Redundancy module defines the following functional areas to accomplish this task:

Master/slave mode detection

RTDB synchronization

External database synchronization

State change actions



Each of these functional areas will be described in detail in the functional area and operation sections.

The two systems are in master or slave mode in order to maintain data consistency on both systems. The redundancy module determines the mode of a system and will perform defined tasks depending on this mode. The system itself can also be in different states in which also different tasks will be performed. The redundancy task defines the following states:

Initialization state (only master)

Running state (master/slave)

Fault state (master/slave)

Synchronization state (master/slave)



The mode and state of the redundancy module will be set by the master/slave functionality. This function sends and receives heart beat packets which are the events for changing the state and sometimes the mode. 

In a redundant system two redundancy modules are communicating with each other via the LAN. The two modules are always in different modes; one is master, the other slave. To keep the data consistent on both machine one system (master) has control over the data source and routes the data to the other system (slave). In practice this means that the master will communicate with external devices via communication drivers. The redundancy task routes the data to both systems.�� EMBED Visio.Drawing.4  ���

Figure 3.2 Relation redundancy task and other tasks



For sake of data consistency it is not wanted that the two systems are in the same mode at the same time. In case both systems are in master mode, both systems will communicate which results in inconsistent data between the systems. When both systems are in slave mode then there is no communication at all. The master/slave functionality will determine the mode and state of a system and make sure that the systems never will be in the same mode.

The redundancy task will change from state and maybe from mode in case an event occurs in the master/slave functionality. These events are usually the receipt of a wrong heart beat packet or no receipt of a heart beat packet. This can occur in the following situations:

the master or slave system is down due to a fault on that system.

the LAN connection has been broken.



It is also possible to change the mode of both systems externally. This can be useful in case the following error situation occurs: 

the communication with external devices is broken



The redundancy task cannot detect if the communication with external devices has been broken. However most communication drivers supply a communication status tag which can be used for switching the mode of the redundancy task in case of error.

�

�AUTONUMLGL�	Functional Areas

The redundancy module implements different functional areas which will be performed depending on the mode and state. These functional areas will be described now.



�AUTONUMLGL�	Master/Slave Mode Detection

The basic function of the redundancy module is to detect whether the other system is still running. In case the other system isn’t running anymore then the mode and state of the system must be adjusted so that the right function will be executed. This function area will be implemented by the master/slave mode detect function.

In a redundant system two redundancy communicate with each other. To detect if the other machine is running, heart beat packets will be exchanged over the LAN. These packets contain information about the mode of the sender. This way both tasks know in which mode the other system is running. Both tasks will initiate a heart beat cycle which contains a heart beat request and a heart beat response. This way the redundancy task can operate event driven.

There will be different types of heart beat packets which will be listed here:

keep alive request

keep alive response

state change request

state change response



Heart beat packets always contain the mode and state of the system which sends the packet.

The master/slave mode detection will also supply an optional alternative method for detecting the presence of a master or slave system. This method we will call the I/O heart beat. This heart beat will travel through the I/O communication. The redundancy module will supply two tags: one for writing its own I/O heart beat and one for receiving the remote I/O heart beat. Usually each system (master and slave) will toggle a bit in the external device’s memory space. This toggle will signal the remote system an alive beat.

An alternative heart beat can be necessary in case the normal heart beat communication fails due to an error on the LAN. In this case both system are running and do not see each other on the network. In case of no alternative heart beat both systems will switch to master mode and control the I/O. With master systems on the network two systems are reading data which result in data inconsistency between both systems.



�AUTONUMLGL�	RTDB synchronization



�AUTONUMLGL�	Tag Copy

Tag copy is a method for copying tags to a user destination tag depending on the mode of the system. This way the data will be routed to both systems when only one system will be communicating with external devices. The PowerNet module will do the actual copying of tags via the LAN.



�AUTONUMLGL�	MCI Dataset Copy

In case MCI based drivers are being used in an application the datasets defined by the protocol drivers will be duplicated and routed through both systems.



�AUTONUMLGL�	External Database Synchronization

Database synchronization is a method to keep the external databases on the two systems identical. Both master and slave log during normal operation. If one goes down the other will keep on logging. The synchronization will start to synchronize the data as soon as the systems return online.

In the first version this will only work on identical platforms with identical database schema’s. In later versions it must be possible to change the lay-out on machines and operate between platforms.



�AUTONUMLGL�	Mode Change Actions

On the change of the station tot either the master or the slave state the system can execute some actions. Actions include the triggering of actions as well as add, sub and set.



�

�AUTONUMLGL�	User Interface





�AUTONUMLGL�	Redundancy Setup Defintion



�



Field�Description��Default State�Master or Slave��Alive Trigger�Trigger to initiate the sending of an ‘alive’ package. Also a trigger to check if an alive package is present.��Num of Retries�Number of times an ‘alive’ package can be missed during a wake-up before the system is proclaimed defect, and a state change is initiated (If currently Slave)��Send Mailbox�Mailbox used to send information to the other node��Receive Mailbox�Mailbox used to receive information from the other node��Historian Reply Mailbox�Mailbox needed for communication with Historians��

�

��AUTONUMLGL�	Database Synchronization Definition

To synchronize two databases only one database must be entered. All data between time of failure and return online will be fetched and automatically inserted into the other system

�



Field�Description��Database Alias�Database Alias Name where the table is located��Database Table Name�Name of the Table in which the data is located. Together with the Database alias name, it must be unique.��Time Key�Column name which contains the ‘SECTIME’ value. Needed to identify which records must be synchronized.��Act�Action. Field for future expansions��



��AUTONUMLGL�	Dataset duplication definition



�





�SYMBOL 168 \f "Symbol" \s 10 \h��View Mailbox�Required���Name of MAILBOX tag used for communication with the Alarm Logger.������valid entry: �Tag name of a database element type MAILBOX .��



��AUTONUMLGL�	Mode Change Actions Definition

If the system goes from Master to Slave or vice versa a set of defined actions can be executed. Action include ON, OFF, TGL, SET, ADD, SUB

�



Field�Description��New Status�Master or Slave��Destination Tag�Tag which will get the new value after the state change��Action�Action which need to be executed on the Destination Tag��Value�Tag or constant needed as parameter for the action.��



��AUTONUMLGL�	Tag Copy Definition

One of the main functions of the system is the Tag-Copy functionality. A table is provided to define which source tag should be linked to destination.

�



Field�Description��Destination Tag�Tag which is the constant factor no matter which state the node is in��Master Source�Tag or constant which represent the value of the Destination tag while this system is the master.��Slave Source�Tag or constant which represent the value of the Destination tag while this system is the slave.��



��AUTONUMLGL�	Operation

This section discusses the different functional sections in detail.



�AUTONUMLGL�	Master/Slave Mode Detection

A very important function in the Redundancy task is the master/slave mode detection of a station. This function detects and determines the state of the station at all times. The following state diagram displays all states and transition of the master/slave state function.





� EMBED Visio.Drawing.4  ���

Figure 3.3.1 State diagram of the master/slave function.

�The explanation of the abbreviations in figure 3.3.1 are:

(	mbOK		master beat OK packet received

(	mbErr		error receiving master beat packet

(	sbOK		slave beat OK packet received

sbErr		error receiving slave beat packet

I/OmbOK		I/O beat master system still alive

I/OsbOK		I/O beat salve system still alive

(	I/OmbErr		error receiving master I/O beat

(	I/OsbErr		error receiving slave I/O beat



For example a master beat packet received OK means that the remote system has responded on a beat request without error and that it runs in master mode. Heart beat packets exchanged between two redundancy modules always contain the mode and state in which the system is running. The heart beat packets will be exchanged by using the standard FLLAN module of FactoryLink.

The master/slave function defines eight different mode/states in which the Redundancy task can be running. These mode/states are:

Master Initialization state

Master Running state

Master Synchronizing state

Master Fault state

Slave Initialization state

Slave Running state

Slave Synchronizing state

Slave Fault state



Every state will be discussed in detail on what functionality and the transition that will set the master/slave function in another state.



Master Initialization state

The primary function of this state is to decide in which state to start up and do some initialization for the master system. In most case it will not be sure that both the master and slave system starts up at the same time and execute a successful heart beat cycle. Most of the time both systems have to be synchronized.�When the default master system starts up it always comes up in the master initialization mode. This mode tries to execute a heart beat cycle. In case this cycle executes OK the state will be changed to master synchronization and the slave will update the master. In case an error occurs the state will be changed to the master fault state. This way two masters on the network will be prevented at start up and the right system will change to the synchronization mode at start-up.



Master Running state

When the complete redundant system is running without any error then one of the stations is running in the master running state and the other system in the slave running state.

The basic function of the master running state is to communicate with external devices and route the data to the right places. It also accepts requests from the slave station and routes these request to external device drivers. This basic function is covered in the tag copy and MCI dataset duplication functional areas and will be described later.

When a slave beat error has been received then the master running state will change to the master fault state. The I/O beat will not be checked in  this case because the mode always remains in master mode. In case the I/O beat is OK then the state must be changed to master fault because the slave will change to slave fault. In case there is also an I/O heart beat error then there is no check any more if the slave system is running. This is a dangerous an exceptional situation because the master and slave system can’t communicate any more with each other which means that both systems will change to master mode. This can’t be prevented because there is no means of communication any more between the two systems. 

The state will also change in case a request for state change has been received from the slave system. The routing switches will be changed which prevent accepting data from external device drivers. After the state has been changed a heart beat packet with the state change will be sent to the slave system so that it can change its own state. 

Also a state change can be request from this mode. A request will be sent to the slave system. The slave system will change to the master running mode which means that for a short period of time two masters are on the network. Data can be duplicated during this time of period. 

A problem can arise that data can be lost when the master switches to slave mode. The read and write requests that were pending are discarded at the moment that the mode is changed. It will occur with device drivers that queue request which will be in general MCI based protocol drivers. This problem can not be solved because the redundancy module has no control over the external device drivers.�Master Synchronization state

The basic function of the master synchronization state is to  synchronize the external and RTDB databases after the heart beat cycle has been restored. It is possible that the master will initiate the synchronization process or will wait for the slave to initiate depending on the previous state.

In case the previous state was the master initialization then the master will wait for the slave to initiate the synchronization process. In this situation the heart beat cycle executed without error which means that the slave was already running.

In case the previous state was the master fault it depends on the type of the first heart beat packet received from the slave system. If this was a slave heart beat packet OK then the master will initiate the synchronization process. If a master heart beat OK was received then the slave will initiate the synchronization process.

The redundancy module uses two different methods for RTDB synchronization. The first one is via the tag copy function which copies individual tags via the PowerNet to the slave system. In case there has been a fault period then these tag are not consistent any more on both systems. The tags configured for the tag copy function can be synchronized by copying all master tags to the slave tags. The PowerNet module will copy then all tags to the slave system. 

The second method for RTDB synchronization is to duplicate the MCI datasets in case MCI based protocol drivers are used. The decoder module will use these datasets to update individual tags. This means that the redundancy module has no control over the individual tags which are being used with MCI based protocol drivers. To update these tags with the correct values all datasets must be triggered for reading and routed to both systems. The individual tags will be updated with the same value on both systems this way.

The data logged in the external databases must also be synchronized. The master has logged the length of the fault period in the master fault state. This data will be read from the external database and send via the FLLAN module to the slave system. The slave system has to check if data has to be replaced and logs the data to the external database counterparts. A special protocol will be used for transferring the external database data from one system to another. Special types of packets will be exchanged between the master and slave system.�To make sure that all logged data is consistent, a certain overlap in time must be realized before as well as after the fault period. It takes some time to detect that a system has a problem. During this time the fault system probably doesn’t log any data. This data has also be restored at synchronization time. This time we will call the fault detect time. It also takes some time to update the RTDB when the first heart beat cycle has been completed again after a fault period. During this period the restored system will log historic data but with the wrong tag values. The data logged during this period has to be replaced in the synchronization process. This time we will call the fault RTDB synchronize time. Both times must be adjustable in the redundancy module because they depend on the application.

In case the synchronization has been completed successfully the state will be changed to the master running state. If an erroneous slave beat packet has been received the state will be changed back to the master fault state.

The RTDB synchronization which contain the tag copy and MCI dataset duplication functions and the external database functional areas are used in the master synchronization state.

�Master Fault state

The basic function of the master fault state is log the begin and the end of a fault period. No synchronization of data will be done during the fault period. This means that the tag copy and MCI dataset duplication functions will not be executed. Individual tags will not be copied and datasets will not be routed to the slave system.

While in the master fault state, communication with external devices proceeds and heart beats are sent out to check if the slave system is running again. Two types of heart beat packets can be received in case the slave is running again. The first one is a slave beat OK packet. This means that the slave is running again and remains in the slave mode and that the local system has always been in master mode. In this situation there has been an error on the slave system while the LAN connection was OK. The state will be changed to the master synchronization state and the slave will be updated.

The other type of packet can be a master beat OK packet. In this case it is possible the following occurred:

The system is in master mode and the LAN and I/O heart beat has been broken but the slave is still running. In this case both the master and slave system change to the master fault state which means that two master systems are running. When the LAN connection has been restored both systems send a master beat OK packet.

The system is in master mode and the slave system is down. When the slave is running again it will sent a slave beat OK packet.

The system is in slave mode and the LAN and I/O heart beat has been broken. At this point it is not obvious if the master system is still running and the slave will change to the master fault mode. In case the I/O heart beat is OK then the system will not change to the master fault mode but remain in slave fault mode. This is the same as the first situation with the difference that the system is default slave.



In the first situation the redundancy module will switch to its default mode. Thus when the default mode is master the module will switch to the master synchronization state. When default slave mode the state will be slave synchronization state. By default the slave will update the master RTDB and external database data because it is not possible to detect if the master has been down or not. At this point both systems will log external data so it may be possible that data has to be replaced in the master’s external databases.

The master fault state will always be left on receipt of a beat OK packet.

�Slave Initialization state

The slave initialization state is the counter part of the master initialization state. The primary function is to initialize the slave and to try to execute a successful heart beat cycle. The state will only exist once at start-up of the system.

The mode will be changed to slave synchronizing in case there is a successful heart beat cycle. The master system will also change the synchronization state and update the slave system. In case the heart beat cycle returns an error then the state will be changed to slave fault. Depending on the I/O heart beat the mode of the system will be changed to master.



Slave Running state

The slave will be in the slave running state in case the total redundant system is running without error. The primary functions of the slave system is the same as the primary functions of the master system with one big difference: the slave system does not communicate with external devices.

Routing parameters will be set in the redundancy module in such a way that the data flow from and to external devices will be routed to the master system. It will be possible to communicate both ways, reading and writing, with external devices via the master. It must be noted that in this situation two systems have the right to write to the same data area in external devices. It can be possible that the two systems want to manipulate the same data at the same time.

The protocol drivers on the slave system will be running because in case of error the system be able to switch to the master mode very fast. It takes to much time to start up FactoryLink task when switching. This means that the protocol drivers are running at all times but their data flow is blocked of by the redundancy task.

The state will be changed to slave fault in case an error occures in the heart beat cycle.

�Slave Synchronization state

The slave synchronization state is the counter part of the master synchronization state. The primary function of the slave synchronization state is to update the master or to receive data from the master in order to synchronize both systems. It depends on the previous state whether to slave has to update the master or vice versa.

If the previous state is the slave initialization state the master will update the slave system. This situation occurs when the heart beat cycle executes without error in the initialization state which means that the master system already was running.

In case the previous state has been the slave fault state then the master will update the slave. This situation occurs when the LAN communication has problems but the I/O heart beat is without error. Both systems know that they are running so the master will take care of the communication.

If the previous state has been the master fault state then the slave system will update the master system.

�Slave Fault state

The primary function of the slave fault state is to retry and detect if the master system is running again. If there is no I/O heart beat then this state will be a transition from the slave running state to the master fault state. In case there is an I/O heart beat then this means that the master is still running and the state will remain slave fault.

��AUTONUMLGL�	Tag Copy function

The redundancy module implements a tag copy function which can be used for different purposes such as RTDB Tag Synchronization and Trigger Tag Disable functionality’s.



� EMBED Visio.Drawing.4  ���

Figure 3.3.2 Tag synchronization function.



The Tag Copy function implements a simple principle. Depending on the mode, master or slave, the value of the master or slave tag will be copied to the user tag. The user tag will be used in the application for example in the graphics or as trigger for communication.

Depending on the application different ways of use can be thought of for the Tag Copy function. The two most important and most used will be the RTDB Tag Synchronization function in conjunction with PowerNet and the Trigger Tag Disable implementations. A third can be to configure a constant 1 in the master tag and a constant zero in the slave tag. The User tag will show the mode in which the system is running.

��AUTONUMLGL�	RTDB Tag synchronization function

The most important implementation of the Tag Copy function is the RTDB Tag Synchronization. This means the synchronization of User tags on the master and the slave system which are configured in the redundancy module. The method of synchronization of the two real-time databases depends on the drivers used in an application. In case EDI drivers are used then the RTDB Tag Synchronization method must be used. In case MCI base protocol drivers are used the MCI dataset duplication will be used.

The following schematic shows the principle of the tag synchronization function.



� EMBED Visio.Drawing.4  ���



Figure 3.3.2 Tag synchronization function.



The RTDB Tag Synchronization uses the principle of PowerNet of automatic updating tags defined on another system. For example when a tag will be defined on node 1 called master then this tag can be accessed on node 2 as node1:master. PowerNet will update the master tag both ways so master and node1:master will always have the same value. What actually happens is that on node 2 an extra tag will be created which will be synchronized with its remote counter part.�This principle will be used in the redundancy module. Three tags must be defined: the user, master and slave tag. The user tag will be used in the application and is the destination of the data flow within an application. This tag is unique on each application and will not be used in conjunction with the PowerNet module.

The master and the slave tag are important for the tag synchronization and will be implemented with use of PowerNet. When the system is running in master mode then the redundancy module will copy all tag changes from the master tag to the user tag and vice versa. When the system is running in slave mode then the tag changes of the slave tag will be copied to the user tag and vice versa. The PowerNet module will take care of copying the master tag on the master system to the slave tag on the slave system.

In fact what happens is that a master tag will be defined, for example temperature. This tag must be configured as the master tag in the redundancy module. The slave tag of this element then will be according to figure 3.3.2: alias:temperature. The alias node name points to the remote system which is configured in PowerNet. This means that in case the system is running in master mode then the local temperature will be copied. When the system is running in slave the remote alias:temperature will be copied. We can also say that in slave mode the tag value on the master system will be read and copied.

The node names in the slave column of the redundancy column don’t have to be changed when duplicating the application for master and slave operation because these are alias node names. The alias node names will be mapped to the real node names in the PowerNet module which means that at one point the node name has to be changed.

The synchronization state is a special case for the tag synchronization function. The tag synchronization function is always active. When the system is in the running state then tags will be copied from master to slave tags via the PowerNet. In case the system changes from mode, master or slave, then the synchronization function has to take special action. When running in master mode this means that all slave tags are not updated and can have different values. When running in slave mode this means that all master tag values are not updated. As a consequence the redundancy task has to copy all tag values from the master tags to the slave tags when changing mode from master to slave and vice versa.

��AUTONUMLGL�	Trigger Tag Disable

Another feature can be implemented when using tag constants for the master and slave tags. When a constant has been specified then the value will be copied once at change of the mode. This can be useful for disabling triggers in slave mode. 



� EMBED Visio.Drawing.4  ���

Figure 3.3.3 Tag synchronization constants.



A zero constant will be configured in the slave tag and sectime in the master tag. When the system is running in master mode then sectime will be copied to the trigger tag. When running in slave mode the constant will be copied once. This means that the user trigger will be triggered only in master mode.

��AUTONUMLGL�	MCI Dataset Duplication

The use of MCI based protocol drivers makes it possible to duplicate the data by duplicating the datasets. The following schematic shows the relation between the different modules used for dataset dupplication.



� EMBED Visio.Drawing.4  ���Figure 3.3.3 MCI dataset duplication function.



In the redundancy module extra mailbox tags have to be defined for every decoder - protocol driver pair. The decoder writes into a protocol driver mailbox which has been defined in the redundancy module. The redundancy module then routes the MCI message to the protocol driver’s defined mailbox in master mode or to the FLLAN mailbox in slave mode. The protocol driver writes into a mailbox which has been defined in the redundancy module. The redundancy task will copy the and duplicate the MCI message to the decoder’s defined module and the FLLAN’s mailbox.

All messages received from protocol drivers on the slave system will be discarded. Messages received from decoders will be routed to the master system via FLLAN.

Both systems can initiate MCI commands which can have some implications on for the application. It may be possible that the application reacts on completion triggers defined in a decoder. This means that every MCI request has to be replied in the right order and to the right system. As a consequence the redundancy task must record the origination and sequence of a MCI request.�Dataset registering

The redundancy task must register all dataset information locally in order to duplicate datasets and to keep track of commands. Also for synchronization purposes the dataset information must be known.

The information of all datasets can be retrieved by filtering the MCI query messages from the queue. Normally all decoders execute a MCI query command for retrieving dataset information. This information can also be used in the redundancy task.

The query command will not be sent to the local protocol driver but also to the remote protocol driver. The local and its remote counterpart must be known in the redundancy task because it is not sure that the dataset control tags have the same segment and offset. In case datasets are duplicated then the local dataset control tag will be replaced by its remote counterpart.

At initialization the decoder will issue dataset query commands. These queries will be registered by the redundancy task and forwarded to the local protocol driver. The query will also forwarded to the remote protocol driver but it can occur that the remote protocol driver is not running. Therefore the queries will not be forwarded directly but at the first successful heart beat.



Dataset triggering

When the decoder receives a query reply from the local protocol driver then the decoder may decide to trigger the dataset locally for reading. In case the triggering method is not configured via the redundancy task then the redundancy module will be bypassed. On a slave this is not wanted because all read actions on the system will also be performed.

A solution to this problem is that at query time not the local station identification is returned back to the decoder but a different fake station identification. This way the decoder concludes that the protocol driver must be on another system and will always triggers read commands through the mailbox instead of triggering the dataset control tag. The read request on the slave system will be discarded and no communication will take place.

Another reason for this construction is that both systems must be able to read and write. In case datasets directly are triggered then it is not possible for the redundancy module to reroute the read request to the master system. In case every read request is issued via the mailbox then it can be routed forth and back to the master system.�Dataset duplication

Incoming data on the master system has to be duplicated. The two types of MCI messages that can be received are block read and unsolicited receive commands. In case a block read has been received then the block read reply will be forwarded to the system that has initiated the command. The other system receives a copy of the message and the type of the message will be changed to unsolicited receive. In case unsolicited messaged are received then it can be duplicated without any change.



Dataset tracking

Both the master and the slave system can issue read and write commands. This means that the application will expect a reply on the issued command and may trigger other actions on this reply. Usually communication completion triggers in the decoder will be used for this functionality.

The redundancy module must keep track of the origination of the MCI request in order to maintain the completion functionality. For example if on the slave system a read command has been issued the it will be routed to the master system. The master system has to log the origination of the request and send the reply back to the slave system.

Also a distinction must be made if the same dataset has been triggered simultaneous on the master and slave system. It must be clear that a response has to be routed to the master or slave system otherwise requests from one system will not be serviced any more. This distinction could be made by checking the station number which is faked by the redundancy module.



��AUTONUMLGL�	External Database Synchronization

When a system returns from a fault situation then the external databases have to be synchronized. This will be done by reading the logged data on the system that has been running and transferring it to the system that has been down. A protocol for transferring the data via the LAN is needed. 

The redundancy makes use of the Historian PAK. This is a library for independent communicating with historians. The synchronization protocol will contain all information to rebuild commands of the HPAK at the remote system.

�AUTONUMLGL�	The HPAK

Before we explain how to synchronize the external database the use of the HPAK will be discussed. The HPAK is a library for communicating with historians independent of the type of historian. This way a task doesn’t have to worry what kind of database it is communicating with.

The HPAK uses the following hierarchy in building an application:

DataBase Session Manager (DBSM)

DataBase Session (DBS)

DataBase Table (DBT)

DataBase Cursor (DBC)

DataBase Data (HS_DA and HS_VAR)



On every level in the HPAK there are structures and functions defined. More top level area will contain structures which are defined at a lower level. Most of the functions defined in a level will only relate to the level itself. But it is also possible that functions are defined at a high level which operate on data structures defined on a lower and with the same functionality as defined also on the lower level. Also functions are available at higher levels which group, simplify and replace a group of functions at a lower level. These lower level functions are available in case special programming is required.

Usually functions will be called according to the defined hierarchy in a program. 

�DBMS level

The DataBase Session Manager performs the book keeping for all open sessions. When the task requests a session from the session manager, the session manager searches through the open connections for a equivalent session. If found, the database session manager (DBSM) returns the existing session and increments the session's attachment count. If not found, the DBSM opens a new connection.

The DBSM uses the following internal structure:

typedef struct 

{

	DBS 	*sessions;	/* open database sessions */

	int 	sess_cnt;	/* number of sessions */

	DBS	*next_dbs;	/* place holder for get_first_next */

} DBSM;



The following functions are available on DBMS level:

DBSM*	dbsm_create	(void);

void		dbsm_destroy	(DBSM *dbsm);

DBS*		dbsm_attach	(DBSM *dbsm, char *alias, 

					TAG *send_mbx, TAG *recv_mbx, id_t task_id);

DBS*		dbsm_get_first	(DBSM *dbsm);

DBS*		dbsm_get_next	(DBSM *dbsm);

int		dbsm_detach	(DBSM *dbsm, DBS *dbs);

int		dbsm_commit	(DBSM *dbsm, int force);



The DBSM keeps track of all sessions with different historians. Functions on this level will usually be called at start up and shut down time of a program. The bold functions are the most frequent used.

The dbsm_attach function is a function which is a global function for the DBS level. This function replaces the use of a lot of functions defined in the DBS level.

�DBS level

On the DBS level specific information of a session is recorded.

A database session structure denotes two open historian sessions between the task and an historian.  One session is a reader, the other is a writer. Chained from each session is a linked list of open statements (cursors) for the session.

typedef struct _dbs

{

	id_t		task_id;	/* task id for connection */

	char		*alias;	/* historian alias for db */

	HSD_SESSIONID	*read_sessid;	/* reader historian session */

	HSD_SESSIONID	*write_sessid;	/* writer historian session */

	TAG		send_mbx;	/* send mbx to historian */	

	TAG		recv_mbx;	/* receive mbx to historian */	

	DBC		*cursors; 	/* link list; sess' cursors */

	short		commit_writer;	/* writer sess commit flag */

	short		commit_reader;	/* reader sess commit flag */

	short		attached;	/* number of users of sess */

	short		flags;	/* general tuning flags */



	/*

	 *	The following are DBSM hooks for session grouping and 			management.

	 */



	void		*dbsm;	/* pointer to its DBSM */

	DBSM_NOTIFY	*dbsm_notify;	/* inform DBSM of activity */

	int		olock;	/* never invol. close sess */

	struct _dbs	*next;	/* linked list of sessions */

} DBS;



A session in the DBMS has four attributes:

client Task ID

client send mailbox

client receive mailbox

historian database alias



The DBS API supplies macros to retrieve elements from the DBS structure. These macros are listed on the next page.

Usually sessions are created in the DBSM with the function dbsm_attach which simplify the creation of the session. However the low level functions are available and listed on the next page. The use of these functions moves the resource management burden to the user.

Also some high level cursor functions are defined at the DBS level. A very import function at this level is the dbs_init_cursor function. This function creates a cursor which will be used for reading and writing a database table. This function is important because it handles all lot of preparations.�Probably this function analyzes the sql statement and generates data structures to hold the variables. This means that the HPAK does a describe table and generates a HS_DA structure. Only one HS_DA structure will be created which means that operations on one row can be done at the moment.

#define dbs_get_task_id	(p)		((p)->task_id)

#define dbs_get_alias	(p)		((p)->alias)

#define dbs_get_send_mbx	(p)		((p)->send_mbx)

#define dbs_get_recv_mbx	(p)		((p)->recv_mbx)

#define dbs_get_attached	(p)		((p)->attached)



#define dbs_get_flags	(p)		((p)->flags)

#define dbs_set_flags	(p, flg)	((p)->flags = flg)



/*

 *  DBSM hook macros

 */

#define dbs_set_olock_on	(p)		((p)->lock = TRUE)

#define dbs_set_olock_off	(p)		((p)->lock = FALSE)

#define dbs_set_dbsm	(p, _dbsm)	((p)->dbsm = (void*) _dbsm)

#define dbs_set_dbsm_notify	(p, func)	((p)->dbsm_notify = func)



/*

 *  Client log function - macro saves a function call when not 	logging.

 */

#define dbs_post_clog	(dbs, rw_mode, hs_func, sql_stmt)		



/*

 *  Database session construction/destruction

 */

DBS*	dbs_create	(char *alias, TAG *send_mbx, 

		           		TAG *recv_mbx, id_t task_id);

int	dbs_destroy	(DBS *dbs);	

int	dbs_open		(DBS *dbs, int rw_mode);

int	dbs_close		(DBS *dbs, int rw_mode, int detach);

int	dbs_attach	(DBS *dbs, int open_flags);

int	dbs_detach	(DBS *dbs);



/*

 *  Session cursor routines

 */

DBC*		dbs_init_cursor	(DBS *dbs, char *sql_stmt,

		                		int rw_mode, short cache_size);

int		dbs_attach_cursor	(DBS *dbs, DBC *dbc);

DBC*		dbs_find_cursor1	(DBS *dbs, char *sql_stmt);

DBC*		dbs_find_cursor2	(DBS *dbs, void *qgroup,

		                		void *qmember, void *qinstance);

int		dbs_detach_cursor	(DBC *dbc);

int		dbs_close_by_qinst	(DBS *dbs, void *qinstance,

		                   		DBC_CMP_QINST qinst_cmp, int detach);





/*

 *  Misc. database session utility routines.

 */

int	dbs_describe_sql	(DBS *dbs, char *sql, 

					HS_DA **select, HS_DA **params);

int	dbs_describe_table	(DBS *dbs, char *tblname, HS_DA **tbl_da);

int	dbs_set_tblmaxrec	(DBS *dbs, char *tblname, u32 maxrec);

int	dbs_set_readonly	(DBS *dbs);

void	dbs_reset_csr_stat	(DBS *dbs, int rw_mode);

PFH	dbs_map_syncmode	(int);

void	dbs_upd_hs_shut	(id_t task_id);

int	dbs_get_hist_id	(DBS *dbs);

int	dbs_get_hist_taskid	(DBS *dbs);

u32	dbs_get_sess_type	(DBS *dbs);

int	dbs_commit	(DBS *dbs, int flags, int sync);

int	dbs_exec_now	(DBS *dbs, char *sql_stmt, 

					int rw_mode, int sync);

void	dbs__post_clog	(DBS *dbs, int rw_mode, 

		               		int hs_func, char *sql_stmt);

�DBT level

The database table level defines structures to describe a table used in a database session.

DBTCOL - DataBase Table Field structure, desribes an individual column of a table.  This includes its name, type, and size.

typedef struct

{

	short 	data_type;		/* data type of field */

	short 	data_size;		/* byte width of field */

	char		*col_name;		/* name of the field */

	void		*reserved;		/* for future expansion */

} DBTCOL;



DBTNDX - DataBase Table Index structure: A database table index (DBTNDX) structure describes an index file for a database table. The index expression must be a string in the format of "(<field>, <field>, ...)". This string is appended directly into the "CREATE INDEX" SQL statement.  When creating the index, the index suffix appended to the table name to form the index name.

typedef struct

{

	char 	*suffix;		/* index name suffix */

	short	num_col;		/* num of cols in index */

	short	*cols;		/* index columns offsets */

	u16	flags;		/* index description flags */

	void	*reserved;		/* for future expansion */

} DBTNDX;



DBT - DataBase Table structure: A database table (DBT) structure describes the schema and indexes for a database table. When filling in the HS_VAR to describe the fields of the table, only the 'col_name', 'date_type', and 'data_size' members of the structure are significant to the DBT API.

typedef struct

{

	short		col_cnt;		/* number of fields */	

	short		ndx_cnt;		/* number of indexes */	

	DBTCOL	*columns;		/* table schema */

	DBTNDX	*indexes;		/* index definitions */

	void		*reserved;		/* for future expansion */

} DBT;

 

#define dbt_get_col_cnt	(dbt)		((dbt)->col_cnt)

#define dbt_get_ndx_cnt	(dbt)		((dbt)->ndx_cnt)

#define dbt_get_columns	(dbt)		((dbt)->columns)

#define dbt_get_indexes	(dbt)		((dbt)->indexes)



#define dbt_get_col_n	(dbt, n)	(&((dbt)->columns[n]))

#define dbt_get_ndx_n	(dbt, n)	(&((dbt)->indexes[n]))



#define dbtcol_get_name	(dbtcol)	((dbtcol)->col_name)

#define dbtcol_get_type	(dbtcol)	((dbtcol)->data_type)

#define dbtcol_get_size	(dbtcol)	((dbtcol)->data_size)



#define dbtndx_get_suffix	(dbtndx)	((dbtndx)->suffix)

#define dbtndx_get_num_col	(dbtndx)	((dbtndx)->num_col)

#define dbtndx_get_cols	(dbtndx)	((dbtndx)->cols)

�DBT*	dbt_create	(short num_col, short num_ndx);

void	dbt_destroy	(DBT *dbt);

int	dbt_set_col_n	(DBT* dbt, short n, char *name,

		       short type, short size);

int	dbt_set_ndx_n	(DBT* dbt, short n, char *suffix, 

		       short num_col, short *cols, u16 flags);



int	dbt_init	(DBS *dbs, DBT *dbt, char *tblname);

int	dbt_init_table	(DBS *dbs, char *tblname,

		       int num_col, DBTCOL *cols);

int	dbt_init_index	(DBS *dbs, char *tblname, 

		       char *ndxname, char *expr, int unique);



char*	dbt_init_temp	(DBS *dbs, DBT *dbt, short mkindex);

int	dbt_pack_table	(DBS *dbs, char *tblname);



int	dbt_drop	(DBS *dbs, DBT *dbt, char *tblname);

int	dbt_drop_table	(DBS *dbs, char *tblname);

int	dbt_drop_index	(DBS *dbs, char *ndxname);



int	dbt_describe	(DBS *dbs, char *tblname, DBT **dbt);

int	dbt_access	(DBS *dbs, char *tblname);

int	dbt_validate	(DBS *dbs, DBT *dbt, char *tblname, int exact);

int	dbt_alter	(DBS *dbs, DBT *dbt, char *tblname);

int	dbt_copy	(DBS *tgt_dbs, char *tgtname, DBT *tgt_dbt,

		         DBS *src_dbs, char *srcname);

int	dbt_docopy	(DBC *tgt, DBC *src, CMAP *cmap);



DBTCOL*	dbt_get_coldef	(DBT *dbt, char *col_name);

short	dbt_get_colnum	(DBT *dbt, char *col_name);



int	dbt_delin_flds	(DBT *dbt, short num_col, short *cols, 

		               char *delin, char *outstr, int maxlen);

int	dbt_bld_regq	(DBT *dbt, char *tblname, char *query, int maxlen);

int 	dbt_bld_addq	(DBT *dbt, char *tblname, int add_type,

		             char *query, int maxlen);



int	dbt_set_col2var	(HS_DA *dest, short var_ndx, short hist_id,

		                DBTCOL *src, int dup_name);

HS_DA*	dbt_create_hsda	(DBT *dbt, short hist_id, short cache_size, 

		                short num_col, short *cols);



DBT_FDESC* dbt_desc_ftype(short dbt_ftype, short hist_id);



�DBC level

A database cursor structure denotes one open SQL statement between the task and an historian. Several open statements can be chained off a single task-historian database session (see structure DBS).

typedef struct _dbc

{

	/*

	 *  Cursor session data

	 */



	void		*dbs;	/* cursor's session */

	struct _dbc 	*next;	/* next cursor in session */



	SQLS		*sqls;	/* SQL statement */

	HSD_STMTID	*hs_stmt;	/* historian rec for cursor */	

	HS_DA		*select; 	/* output data for select */

	HS_DA		*params; 	/* input data for params */

	u32		flags;	/* flags that tune cursor */

	int		rw_mode;	/* read or write statement */

	int		status; 	/* cursor state */



	/*

	 *  The  'r_tot' and ' r_remain' members are used by the 

	 *  dbc_fetch_first() and dbc_fetch_next() functions for 

	 *  seamless, buffered fetching.

	 */



	int		r_tot;	/* tot rows fetched in buf */

	int		r_remain;	/* rows remaining in buffer */



	/*

	 *  Cursor idenfication/de-allocation members

	 */



	void		*qgroup;	/* query ID group */

	void		*qmember;	/* query ID member/variant */

	void		*qinstance;	/* query ID instance */	DBC_CMP_QMEMBER	qmember_cmp;	/* QID mem comparsion func */

	DBC_DSTR_QMEMBER	qmember_destroy;	/* QID member free func */

	DBC_CMP_QINST	qinst_cmp;	/* Q instance cmp func */

	DBC_DSTR_QINST	qinst_destroy;	/* Q instance free function */



	void		*udata;	/* user assigned data */

	DBC_DSTR_UDATA	udata_destroy;	/* UDATA free function */



} DBC;

�User provided function to move data from a user-record to a HS_DA. The DBC_REC2DA function should return one of the following:

(	DBE_GOOD 

(	DBE_ERROR



typedef int (*DBC_REC2DA) (HS_DA*, short, void*);



Data transfer prototype for functions passed into dbs_fetch_one(). Type description for functions that transfer data from an HS_DA into a target structure.  When a fetch is performed, its resulting data is placed into a generic HS_DA.  These functions copies the this data from the generic HS_DA into structures specialized for  that data. Function dbs_fetch_one() ENFORCES that the DBS_DA2REC function return one of the following:

(	 DBC_FETCH_CONT

(	 DBC_FETCH_STOP



typedef int (*DBC_DA2REC) (void*, HS_DA*, short);



Macros to obtain read-only members of a DBC. These values should not be altered unless you understand the implications.

#define dbc_get_dbs	(p)	((DBS*) (p)->dbs)

#define dbc_set_dbs	(p, q)	((p)->dbs = (void*) q)



#define dbc_get_sqls	(p)	((p)->sqls)

#define dbc_get_sql_stmt	(p)	(sqls_get_sql_stmt((p)->sqls))

#define dbc_get_select	(p)	((p)->select)

#define dbc_get_params	(p)	((p)->params)

#define dbc_get_rw_mode	(p)	((p)->rw_mode)



Macros to modify members of a DBC which only the session to which it attached should alter. 

#define dbc_get_hs_stmt	(p)	((p)->hs_stmt)

#define dbc_set_hs_stmt	(p, s)	((p)->hs_stmt = s)



#define dbc_get_status	(p)	((p)->status)

#define dbc_set_status	(p,s)	((p)->status = s)



#define dbc_get_r_tot	(p)	((p)->r_tot)

#define dbc_set_r_tot	(p,s)	((p)->r_tot = s)

#define dbc_get_r_remain	(p)	((p)->r_remain)

#define dbc_set_r_remain	(p,s)	((p)->r_remain = s)

�Macros used to manipulate cursor identification members of DBC.

#define dbc_get_qgroup	(p)	((p)->qgroup)

#define dbc_set_qgroup	(p, qg)	((p)->qgroup = qg)



#define dbc_get_qmember	(p)	((p)->qmember)

#define dbc_set_qmember	(p, qm)	((p)->qmember = qm)



#define dbc_get_qinstance	(p)	((p)->qinstance)

#define dbc_set_qinstance	(p, qi)	((p)->qinstance = qi)



#define dbc_get_qmember_cmp	(p)	((p)->qmember_cmp)

#define dbc_set_qmember_cmp	(p, s)	((p)->qmember_cmp = s)



#define dbc_get_qmember_destroy	(p)	((p)->qmember_destroy)

#define dbc_set_qmember_destroy	(p, s)	((p)->qmember_destroy = s)



#define dbc_get_qinstance_cmp	(p)	((p)->qinst_cmp)

#define dbc_set_qinstance_cmp	(p, s)	((p)->qinst_cmp = s)



#define dbc_get_qinstance_destroy	(p)	((p)->qinst_destroy)

#define dbc_set_qinstance_destroy	(p, s)	((p)->qinst_destroy = s)



#define dbc_get_udata	(p)	((p)->udata)

#define dbc_set_udata	(p, s)	((p)->udata = s)



#define dbc_get_udata_destroy	(p)	((p)->udata_destroy)

#define dbc_set_udata_destroy	(p, s)	((p)->udata_destroy = s)



#define dbc_get_flags	(p)	((p)->flags)

#define dbc_set_flags	(p, flg)	((p)->flags = flg)



DBC*	dbc_create		(char *sql_stmt, HS_DA *select, HS_DA 					*params, u32 flags, int rw_mode);

int	dbc_identify	(DBC *dbc, void *qgroup, 

	             		void *qmember, void *qinstance);

int	dbc_prepare_cursor	(DBC *dbc);

int	dbc_exec_cursor	(DBC *dbc, int sync);

int	dbc_fetch_cursor	(DBC *dbc, int rows_req, 

				int *rows_fetched);

int	dbc_fetch_onerow	(DBC *dbc, DBC_DA2REC da2rec, void						*rec);

int	dbc_commit_cursor	(DBC *dbc, int sync);

int	dbc_close_cursor	(DBC *dbc, int sync);

void	dbc_destroy	(DBC *dbc);

�DB data level

At the data level structures are defined which contain the data of the database records. These data records are being used by cursors which have two elements to hold data; a select element for reading and a params element for writing. These elements are of type HS_DA.

typedef struct _HS_VAR

{

	short 	data_type;

	short 	data_size;

	short		db_data_type;

	short		db_data_size;

	void		*data_location;

	short		*data_null;

	char		*col_name;

} HS_VAR;



typedef struct _HS_DA

{

	short		max_rows;

	short		data_rows;

	short		var_count;

	HS_VAR	var_array[1];

} HS_DA;



The HS_DA structure represents one row in a database. The elements of which a row consists are defined by the HS_VAR structure.

Function re-direction macros:

#define hsda_to_dig	(da, ndx, offset)

#define hsda_from_dig	(da, ndx, offset, dig)

#define hsda_to_ana	(da, ndx, offset)

#define hsda_from_ana	(da, ndx, offset, ana)

#define hsda_to_lana	(da, ndx, offset)

#define hsda_from_lana	(da, ndx, offset, lana)

#define hsda_set_null	(da, ndx, offset)



HS_DA access macros

#define hsda_get_var_cnt	(hs_da)	((hs_da)->var_count)

#define hsda_get_max_rows	(hs_da)	((hs_da)->max_rows)

#define hsda_get_data_rows	(hs_da)	((hs_da)->data_rows)



HS_VAR access macros:

#define hsda_get_var_name	(hs_da, n)	((hs_da)->var_array[n].col_name)

#define hsda_get_var_type	(hs_da, n)	((hs_da)->var_array[n].data_type)

#define hsda_get_var_size	(hs_da, n)	((hs_da)->var_array[n].data_size)

#define hsda_get_var_dbtype	(hs_da, n)	((hs_da)->var_array[n].db_data_type)

#define hsda_get_var_dbsize	(hs_da, n)	((hs_da)->var_array[n].db_data_size)

#define hsda_get_var	(hs_da, n)	(&((hs_da)->var_array[n]))

#define hsda_is_var_null	(hs_da, n, o)	(((hs_da)									->var_array[n]).data_null[o])

#define hsvar_get_name	(hsvar)	((hsvar)->col_name)

#define hsvar_get_type	(hsvar)	((hsvar)->data_type)

#define hsvar_get_size	(hsvar)	((hsvar)->data_size)

#define hsvar_get_dbtype	(hsvar)	((hsvar)->db_data_type)

#define hsvar_get_dbsize	(hsvar)	((hsvar)->db_data_size)

�HS_DA*	hsda_create	(short num_vars);

int	hsda_create_data	(HS_DA *hs_da, short num_rows);

void	hsda_destroy	(HS_DA *hs_da, int destroy_data);

void	hsda_destroy_data	(HS_DA *hs_da);



short	hsda_find_var	(HS_DA *hsda, char *fldname);

int	hsda_cfg_var	(HS_DA *hsda, short var_ndx, short fl_type,

		short db_type, short size, char *col_name);

int	hsda_cfg_var_data	(HS_DA *hsda, short var_ndx, 

		                  void *data, short *null);

int	hsda_set_var2var	(HS_DA *dst, short dst_ndx,

		                 HS_DA *src, short src_ndx);



void* 	hsda_to_buffer	(HS_DA *hsda, short var_ndx, short offset, 

		               void *buffer, size_t len);

void	hsda_from_buffer	(HS_DA *hsda, short var_ndx, short offset, 

		                 void *buffer, size_t len);

char*	hsda_to_string	(HS_DA *hsda, short var_ndx, short offset, 

		               char *string, size_t len);

void	hsda_from_string	(HS_DA *hsda, short var_ndx, 

		                 short offset, char *string);

FLP	hsda_to_float	(HS_DA *hsda, short var_ndx, short offset);

void	hsda_from_float	(HS_DA *hsda, short var_ndx, 

		                short offset, FLP value);

void	hsda_xfer_data	(HS_DA *dst, short dst_ndx, short dst_offset, 

		 HS_DA *src, short src_ndx, short src_offset);

void	hsda_nullify_row	(HS_DA *hsda, short offset);



int	hsda_delin_flds	(HS_DA *hs_da, short num_col, short *cols, 

		                char *outstr, int maxlen);

int	hsda_bld_regq	(HS_DA *hs_da, char *tblname, 

		              char *query, int maxlen);

int 	hsda_bld_addq	(HS_DA *hs_da, char *tblname, int add_type,

		              char *query, int maxlen);

�Using HPAK functions

Although the HPAK delivers a lot of functions, very few will be used. A lot of functions are supplied in case there is the need to take over database control. In the most applications this is not needed. This part will show the most frequently used functions and in which order to use them.

char  sql_buf[] = "SELECT * FROM TEST_TABLE";





if (( dbsm = dbsm_create()) == NULL)

	return ERROR;



if (( dbs = dbsm_attach( dbsm, 

			dbalias, &histmbx, &rplymbx, Task.id)) == NULL)

	return ERROR;



if(( dbc = dbs_init_cursor( dbs, sql_buf, DBC_READER, 0)) == NULL)

	return ERROR;



hsda = dbc_get_select( Db.cursor);

hsda_create_data( hsda, 1);



if( dbc_prepare_cursor( dbc) != DBE_GOOD)

	return;



if( dbc_exec_cursor( dbc, DBS_SYNC) != GOOD)

	return;



while( dbc_fetch_onerow( dbc, fill_from_hsda, data) == DBC_FETCH_OK)  

  {

  }



dbsm_destroy( dbsm);



/*

*

*/

int fill_from_hsda( void *data, HS_DA *hsda, short offset)

{

	int		rdata;



	rdata = hsda_to_ana( hsda, 0, offset);



	return DBC_FETCH_CONTINUE;

}



In the program example functions are used of every level except of the DBT level. The reason for this is the use of the function dbs_init_cursor. This is a function on session level which handles a lot of functionality on table and cursor level. The function creates a cursor and for this action it needs to also some table functions which are not visible any more for the user any more. Probably it does a describe table function and allocates all variables for this cursor in the HS_DA structure.

In case of writing data (params) then data structures will be allocated for holding the values for one row. After dbs_init_cursor the cursor can be filled with data by calling to hsda_from functions. In case of reading (select) the data structures must be allocated in the HS_DA structure before doing anything else. It is possible to create data structures for more rows but this is not useful at the moment because other functions can process only one row at the time.�Initializing the external database synchronization functionality

At start up of the redundancy module no synchronization will be done other than creating a database session manager. No other initialization will be done because it is not sure that the other system is running. In case tables are validated at start up then in most cases it will generate a lot of errors.

When the state is changed to the synchronization mode then initialization will be done between the two systems. The following initializations steps will be done:

describe the table on the master synchronization system

convert the table description to a FLLAN packet

send the packet to the slave synchronization system

translate the FLLAN packet to a table description

validate the table with exact format.



Also a very important point of validation is to check whether a column exists with the name SECTIME. This column must contain the value of the sectime tag. This way it is traceable which part of the database must be synchronized.

After the validation of the tables are successful the synchronization can be started.



The synchronization protocol

The synchronization protocol will use different types of FLLAN packets. These are:

validate table request

validate table response

update record request

update record response



At initialization time the master will sent a validate table request to the slave with the table information. The slave will respond with a validate table response which can be table identical or not. In case the tables are not identical then the synchronization procedure will be stopped and an error message will be generated.�After the validation record information can be sent to the slave system. The master will browse in its database for information which has been logged during the fault time. The time will be calculated with a pre and post fault time.
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Data will be fetched from the database one row at the time. An update record request will be build with the record information. This record will consist of all column names of the record with its data. All data fetched from the database except for strings will be in floating point format because the HPAK converts all variables to floats first.

The update record request will be sent to the slave system which will read the packet and create a HAS_DA structure with the right data values at the right column. After the slave has updated the record in the database it will return a update record response.

The update record response packet will sent back the value of the time column. This way the master system can record which part of the database has been updated.

The SQL SELECT statement for getting the data to be synchronized and update the data will look like this:



SELECT * FROM <table> WHERE <sectime> BETWEEN <start> AND <finish>

DESC <table>

INSERT INTO <table> (<col1>, <col2>, …) VALUES (?, ?, …)



In case an insert command fails then this means that the record already exists. In this case the INSERT will be replaced by an UPDATE command which means that the data of the record will be update with the data of the master.



��AUTONUMLGL�	Mode change actions

Mode change actions are actions to be taken on tags when the mode of the system changes. A selection can be made if the mode changes from master to slave, slave to master or toggle.

The mode change action process will contain an array with tags with the condition and action attached to it. Every time the mode changes then this routine will be called and the action will be performed on the tags.

��AUTONUMLGL�	Module implementation

This section gives a global description of how to implement the different functional areas and how they relate to each other.

The redundancy task must operate in an application in such a way that it has a minimal overhead on the application. Therefore the module must be totally event driven which means that in case nothing changes in the application then the module will sleep. The best way to implement this is to use the DeltaLink utility library which provides event driven functionality.

When using the event driven functions it is important to determine what events can happen in the redundancy module:

heart beat trigger change

mode tag change

tag change for tag copy

FLLAN mailbox change

MCI mailbox change



The events tags that will be registered for event notification are not the same in master and slave mode. The list of tags for use with the Tag Copy function differs in master and slave mode. In master mode all tags in the master column will be registered for event notification and in slave mode all tags in the slave column.

The redundancy module will build two event notification lists for master and slave mode. On change of the mode the complete list will be changed to the new mode.

The lists will contain the following elements:

Heart Beat trigger��Mode Change trigger��FLLAN receive mailbox��MCI Decoder receive mailbox��MCI Protocol driver mailbox��User tags��Master or Slave tags��

On every event some actions have to be taken. These action will be discussed per event in the following section:

�Heart beat trigger change

The application programmer will configure a tag which will be triggered with a fixed period, for example sectime. This means that the redundancy task will wake up every period of time and check its heart beat cycle. The following points of action have to be taken:



� EMBED Visio.Drawing.4  ���Figure 3.4.1 Heart beat process flow chart.



Every new heart beat first the receipt of a previous heart beat will be checked. This way the redundancy module can operate totally event driven. The time before an heart beat error will be detected, also called the pre-fault time, is as follows:



PRE-FAULT TIME = HEART BEAT PERIOD * RETRY COUNTS



This time will be used in the external database synchronization functionality. The time logged at the start of the fault period will be subtracted with the pre-fault time. This makes sure that no data will be lost during synchronizing.�The process check state will check the previous and the current state. The process will follow the state table as described earlier. This process is the heart of the redundancy module because it determines in which state it resides and depending on the state which processes are started. So it possible that the station will also change from mode in this process.

Also other process will started in case the state is changed. For example in case the state is changed to the synchronization state the synchronization process will be started and completed.

�Mode tag change

The mode tag change event initiates a mode change for both systems from master to slave and vice versa. It is a requirement that both systems are in the running state before the mode can be changed by the user on both systems.

The following procedure will be followed:

Check the state of the system; must be in running

The master system changes to the idle state

The slave system updates all master tags with the values of the slave tags.

The slave system changes to the master mode

The master system changes to the slave mode



The idle state means that the Tag Copy and Mci Dataset Duplication functions will be disabled. This means that the values of the User tags will be frozen during the switch. Also MCI messages received from protocol drivers will be discarded but MCI requests will be rerouted to the remote system.

The slave system will update the master tags with the local slave tag values. The PowerNet module will update automatically all slave tags on the master system. This way all tags will be updated with the latest values.
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Data can be lost when changing modes because a certain period of time one station is in the idle mode and one system is in slave mode. This means that there is no communication with the external devices and the data will be frozen.

Also another problem can arise that pending MCI read and write request on the master system will be discarded.

A third problem can arise when copying all slave tags to the master tags. This can generate a big load on the exception write functionality in the protocol driver. This problem could be solved by to let the drivers on the slave system read and update the master tags.

Packets will be sent between the two systems to synchronize the switch of modes. These packets will be:

Change Mode Request

Changed Mode Accepted

Changed Mode Rejected



The state of the two systems will be exchanged through the normal heart beat messages.



�Tag change for tag copy

The redundancy module will register a list of tags which will be used for the Tag Copy function. The list will vary depending on the mode the system is running in. In master mode then the master tags will be registered and in slave mode the slave tags.

In case one tag changes then the tag will be copied to the master or slave tag depending on the mode of the system. This is the only action that has to be done.

Note that the update of a tag always has to be done with a fl_forced_write. The reason for this that the graphics task always uses the fl_forced_write so this functionality must be passed to the tag to be copied.



�FLLAN mailbox change

In case the FLLAN receive mailbox changes then this means that a message from the remote system has been received. A check must be made upon what kind of message has been received because it can be a Heart Beat, Mode Change, MCI or Historian type of message.

The message will be routed to the right functionality which will handle the message depending on the current state.

�MCI mailbox change

The redundancy module will act as a router for MCI messages that passes the module. Depending on the mode and state of the system it will route the MCI messages to local or remote modules.

��AUTONUMLGL�	Error detection

�AUTONUMLGL�	General

�AUTONUMLGL�	fl_read fl_write errors

All FactoryLink Read/Write errors will be passed to the Run-Time manager without being critical

�AUTONUMLGL�	Memory Allocation

Druing startup all malloc/calloc errors will be critical. During Run-Time some errors might make further processing useless. If that is the case the task will stop, otherwise the function will be skipped an retried next time.

�AUTONUMLGL�	Tag Copy

Incompatible types will be converted according the capabilities using the standard fl_utils functions.

�AUTONUMLGL�	Database Synchronization

If database do not match the error will be passed on to the user and that database will be skipped for synchronization. During startup both systems will do a DESC statement to verify how the table looks like and transmit the outcome to the other node. Both nodes can at that point already pass an error if the systems do not match.

�AUTONUMLGL�	MCI Dataset Duplication

?1?

�AUTONUMLGL�	Master Slave Detection

No special error situations

�autonumlgl �	Technical feasibility

�AUTONUMLGL�	Project Planning

�AUTONUMLGL�	Required Resources

��autonumlgl �	Items for consideration

�AUTONUMLGL�	Project Risks

data verlies wanneer het systeem een fout moet detecteren. In deze tijd wordt er geen data opgehaald vauit het veld

Bij het switchen van mode door de gebruiker wordt de user data even bevroren zodat dir tot data verlies kan leiden uit het  veld

Niet de completion tags van protocol drivers maar van decoders gebruiken.

Verschillen tussen de data van systemen omdat datasets gedupliceerd worden en tijd verschillend kan zijn

Bedienen vanaf twee stations op dezelfde data

Het verliezen van data bij omschakelen van mode

Bij het loggen van verschillende data op beide system omdat de historians hun data van tags afhalen

Problemen met FLLAN communicatie

Problemen met EDI drivers end protocol drivers

synchroniazatie van sectime waardoor er verschillen onstaan

Identification

Probability

Effects

Prevention

�AUTONUMLGL�	Unit test information

Module name�Feature�Action�Result�������
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