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As we know, when we create database on SQL Server instance, SQL Server engine sets the login that
created the database as the default database owner. This gives the user full control on the database,
meaning he/she can do whatever they like on that particular database. According to the SQL Server
security best practice document, we should grant login with the least amount of privileges. Therefore,
it is recommended to set built-in sa account as an owner of all databases on SQL Server instance. This
will make database and server more secure.

How to identify the ownership of the system and user databases on SQL Server instance?

You can use SQL Server Management Studio to view the database owner. Follow these steps to view
the database owner using SQL Server 2014 Management Studio:

In SQL Server Management Studio, connect to an instance of the SQL Server Database Engine with
Object Explorer.
In Object Explorer, right-click the database for which you want to check the database ownership,
and then click Properties.
This opens the database property window, showing you the general database information and
ownership details.
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Alternatively, you can query sys.databases (http://msdn.microsoft.com/en-us/library/ms178534.aspx),
as follows, to view the system and user databases on SQL Server instance:

As you can see, it is the quickest way to find the database owner.

How to change ownership of the user databases to sa?

To  change  the  ownership  of  the  user  databases,  you  can  use  ALTER  AUTHORIZATION
(http://msdn.microsoft.com/en-us/library/ms187359.aspx)  Transact  DCL  command.  The  following
example shows how you can change the ownership of AdventureWorks2012 database:

Note: Ownership of the system databases cannot be changed.

Below is the quick script I wrote, which can be used to identify the user database where the owner is
not  sa.  This  script  also  gives  you  ALTER  AUTHORIZATION  (http://msdn.microsoft.com/en-us
/library/ms187359.aspx) Transact DCL command for each database to transfer its ownership to sa
account:
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For  more  information,  review  SQL  Server  Security  Best  Practice  (http://download.microsoft.com
/download/8/F/A/8FABACD7-803E-40FC-ADF8-355E7D218F4C
/SQL_Server_2012_Security_Best_Practice_Whitepaper_Apr2012.docx) white paper.
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