How to Change the Network Idle Session Time to Automatically Disconnect in Vista

[image: information]   Information
This will show you how to change how long a Network (LAN) session to your computer can remain idle for in minutes before your computer automatically disconnects them, or to turn off autodisconnect.
[image: Note]   Note
This is not for a internet connection. It is for the other computers connected to your computer by a Local Area Network (LAN) on the same workgroup or domain.
[image: warning]   Warning
After the set idle time, the users will be disconnected automatically from the local area network (LAN) session connection to your computer and they will have to log on again to access the allowed files on your computer. This will include mapped drives.



OPTION ONE

Using a Elevated Command Prompt 

1. Open a elevated command prompt.

2. To Verify and See what the Current Idle Session Time (min) is 
A) In the command prompt, type Net Config Server and press Enter. (See screenshot below)

B) To the right of Idle session time (min), you will see the amount of idle minutes set to autodisconnect.
NOTE: The default time is 15 minutes. 
[image: -status-jpg]
3. To Change the Idle Session Time (min) to Autodisconnect 
A) In the elevated command prompt, type in bold below and press Enter. (See screenshot below)
NOTE: Replace XX with a value of -1 to 65535 minutes. For 30 minutes, you would type: 
net config server /autodisconnect:30 
WARNING: -1 is to never autodisconnect, and 0 (number zero) will cause an almost instant autodisconnect.
net config server /autodisconnect:XX
B) You will get a The command completed successfully message afterwards.
[image: -command-jpg]
4. Close the elevated command prompt window.

5. Restart the computer to apply.
NOTE: You can verify the changes in step 2 above.




OPTION TWO

Manually in Registry Editor 

1. Open the Start Menu.

2. In the white line (Start Search) area, type regedit and press Enter.

3. Click on Continue in the UAC prompt.

4. In regedit, go to: (See screenshot below step 5)
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
5. In the right pane, right click on autodisconnect and click on Modify. 
NOTE: If autodisconnect is not here, then in the right pane, right click on a empty area and click on New and DWORD (32-bit) Value and type autodisconnect and press Enter.
[image: http://www.vistax64.com/attachments/tutorials/5677d1223183214-network-idle-session-time-automatically-disconnect-reg1.jpg]
6. Dot Decimal, and type in from 0 (number zero) to 65535 minutes for the idle time you want set and click on OK. (See screenshot below)
NOTE: The default time is 15 minutes. You cannot enter -1 in the registry to never autodisconnect, instead you will have to use METHOD ONE if this is what you wanted to do.
WARNING: Entering 0 (number zero) will cause an almost instant autodisconnect.
[image: -modify-jpg]
7. The registry will now look similar to this with autodisconnect set to 30 minutes. (See screenshot below)
[image: http://www.vistax64.com/attachments/tutorials/5679d1223183214-network-idle-session-time-automatically-disconnect-reg2.jpg]
8. Close regedit.

9. Restart the computer to apply changes.
NOTE: You can verify the changes in OPTION ONE (step 2) above.
That's it,
Shawn


Windows 7 Short Intermittent Network Disconnect causes network applications to crash or abort. [image: https://i1.social.s-msft.com/globalresources/Images/trans.gif?cver=0%0d%0a]
[bookmark: voteup]I will try to explain this as best as possible. 
On multiple computers, running windows 7 home prem 64, windows 7 home prem 32, and windows 7 pro 64, we are all experiencing the same problem.
Every few hours, the network will disconnect just enough to cause simply accounting or quickbooks to crash. Both programs are shared across the network.
There is no red x, or anything in the event viewer to indicate that the network has disconnected. The desktop folder is also redirected to a network share. When this short intermittent disconnect happens, the desktop icons disappear until the desktop is refreshed. The folder is not set to be available offline.
We have tried this on multiple computers. Existing computers, as well has brand new machines. I have done fresh OS installs, and nothing seems to fix this.
Some key things we have tried.
1. MS Hotfix http://support.microsoft.com/kb/2524478
2. Turning off all power management options on the nic.
3. It doesn't seem to be nic specific, as on the same machine, wireless or wired, we experience the same issue. 
4. Turned off receive side scaling as per some other forums
5. Replaced the switch
6. Replaced the router
7. Replaced the cabling
8. Replaced the computer with 3 other computers. 1 dell, 1 HP, and 1 gateway.
9. Isolated the computer and the server on a standalone switch.
10. Have tried running a constant ping from the fileserver to the afflicted workstation. No pings were missed during the disconnect
11. Have tried running a constant ping from the afflicted workstation to the fileserver. No pings were missed during the disconnect
12. Reset the TCP/IP Stack and Winsock Catalog
The one thing we have found is that in the event viewer under networkprofile, we get these events back to back all within a second of each other. These events occur every time the connection flakes out. The events don't really point to the culprit. I have created an event viewer filter, with all events, and can't find anything else in the same timeframe that would be relevant to cause this.
Here are the events:
NetworkProfile Event ID 4001 - Entered State: Identifying Network Interface GUID
NetworkProfile Event ID 10001 - Network Disconnected. Category Private
NetworkProfile Event ID 10000 - Network Conncted. Category Public
NetworkProfile Event ID 4002 - Transitioning to State: Identified Network Interface GUID
NetworkProfle Event ID 10000 - Network Connected. Category Private
Nothing seems to have any effect. If anyone can shed some more light on this issue it would be much appreciated.
Monday, May 07, 2012 12:04 AM
[bookmark: reply][bookmark: quote]All replies 
Hello.
Does it happen to all workstations at the same time?
Are they connecting primarily via wired or wireless? Do they have Dual NIC's?
When the error occurs, do the ping roundtrip take a long time?
Are those network error messagesrelated to the NIC disconnect on the Server or WS's?
What type of server is it? What server O/S? What type of switch and router?
When you replaced the switch was it for another identical model?
Try the QB diagnostics tool:
http://support.quickbooks.intuit.com/support/networking/nettool.aspx
Try running a validation on the QB database to make sure it's consistent.
Run malwarebytes on the hosts and make sure there's no malware on the PC's.
Try manually setting the speed of the NIC's and/or downgrade to 10/100 if using Gb.
I have seen this type of behavior with low end home based routers and switches being used in a business environment.


Miguel Fra | Falcon IT Services, Miami, FL
www.falconitservices.com | www.falconits.com | Blog 



· Edited by Miguel Fra Monday, May 07, 2012 2:05 AM 
Monday, May 07, 2012 1:53 AM
Kasarov wrote:
I will try to explain this as best as possible.
On multiple computers, running windows 7 home prem 64, windows 7 home
prem 32, and windows 7 pro 64, we are all experiencing the same
problem.  Every few hours, the network will disconnect just enough to
cause simply accounting or quickbooks to crash. Both programs are
shared across the network.

There is no red x, or anything in the event viewer to indicate that
the network has disconnected. The desktop folder is also redirected
to a network share. When this short intermittent disconnect happens,
the desktop icons disappear until the desktop is refreshed. The
folder is not set to be available offline.  We have tried this on
multiple computers. Existing computers, as well has brand new
machines. I have done fresh OS installs, and nothing seems to fix
this.

Some key things we have tried.
1. MS Hotfix http://support.microsoft.com/kb/2524478
2. Turning off all power management options on the nic.
3. It doesn't seem to be nic specific, as on the same machine,
wireless or wired, we experience the same issue.  4. Turned off
receive side scaling as per some other forums 5. Replaced the switch
6. Replaced the router
7. Replaced the cabling
8. Replaced the computer with 3 other computers. 1 dell, 1 HP, and 1
gateway.  9. Isolated the computer and the server on a standalone
switch.  10. Have tried running a constant ping from the fileserver
to the afflicted workstation. No pings were missed during the
disconnect 11. Have tried running a constant ping from the afflicted
workstation to the fileserver. No pings were missed during the
disconnect 12. Reset the TCP/IP Stack and Winsock Catalog

The one thing we have found is that in the event viewer under
networkprofile, we get these events back to back all within a second
of each other. These events occur every time the connection flakes
out. The events don't really point to the culprit. I have created an
event viewer filter, with all events, and can't find anything else in
the same timeframe that would be relevant to cause this.  Here are
the events:  NetworkProfile Event ID 4001 - Entered State:
Identifying Network Interface GUID NetworkProfile Event ID 10001 -
Network Disconnected. Category Private NetworkProfile Event ID 10000
- Network Conncted. Category Public NetworkProfile Event ID 4002 -
Transitioning to State: Identified Network Interface GUID
NetworkProfle Event ID 10000 - Network Connected. Category Private

Nothing seems to have any effect. If anyone can shed some more light
on this issue it would be much appreciated.
Do you have power problems on your site? Some equipment may produce
short connectivity breaks if you have power spikes and other
irregularities in your mains power supply.
[bookmark: x_e3f5d1bc-739b-41c0-9c1e-dd6b7143a1f2_C]
Wolfgang
Monday, May 07, 2012 2:01 PM
Greetings,
Unfortunately I am not writing with a solution to your issue.  I am, however, tossing my name in the hat as someone who is affected by the exact same problem.  I have taken similar troubleshooting steps as you.  Am currently testing the hotfix you linked to as a possible solution.  
In addition to the events you listed, I am also seeing the following event at the time of disconnection:
Event ID 7042: The TCP/IP NetBIOS Helper service was successfully sent a stop control.

 The reason specified was: 0x40030011 [Operating System: Network Connectivity (Planned)]

 Comment: None
Event ID 7036: The TCP/IP NetBIOS Helper service entered the stopped state.
Event ID 7036: The TCP/IP NetBIOS Helper service entered the running state.
I will be following this thread closely.  There are also many other posts online regarding the same issue.  I have not yet seen a definitive fix, though.
Monday, May 07, 2012 9:31 PM
I'm not sure if you're still checking this thread, but I wanted to provide you with an update of my efforts to fix this issue.  I also tried all of the fixes you listed.  None of them worked.
This week, I noticed that the disconnections were occurring at the exact same time that the DHCP lease on the IP address expired.  There was a direct correlation, which enabled me to reproduce and monitor what initially appeared to be a random occurrence.  Lease and expiration date/times can be obtained by opening a command prompt and entering "ipconfig /all" (I'm sure you already knew that).
Discovering the relationship between DHCP and the disconnects took my research in another direction.  As a result, I uncovered the following resources:
http://www.edugeek.net/forums/windows-7/60087-win-7-dhcp-netlogon-firewall-microsoft-confirm-bug-2.html
http://answers.microsoft.com/en-us/windows/forum/windows_7-networking/windows-7-x64-not-aquiring-dhcp-lease/ad357c20-e885-48cb-9b21-24161324a24e
The second link recommends disabling the Windows firewall altogether to assess if that is causing the issue.  Windows firewall can be disabled by launching a command prompt as administrator and entering "net stop bfe".  I tried this and then waited for my IP lease to expire.  For the first time, the expiration time passed without causing a disconnect.  I repeated this test a second time and received the same results.
Since this is a domain environment, we are now in the process of testing the GPO setting suggested in the second link to determine if the unicast response, which is currently set to be blocked by the Windows firewall, is the culprit to this issue.
On page 4 of the first link, there is a link to a KB article and hotfix that Microsoft has released for this issue (if in fact your issue is resultant of the DHCP bug).  I have not yet tried the hotfix, as we have just recently pinpointed what is causing the connection drops in our environment and are still testing.  I will update this thread with additional information as it becomes available.
Wednesday, May 16, 2012 3:45 PM
did this just start happening a few days ago? because our network at the work i manage is starting to experience this symptoms and was curious, i know microsoft would never agree, but if microsoft updates fouled up our networks.
Wednesday, May 16, 2012 7:39 PM
This problem has been happening for us for a couple months.  We have just now been able to do identify the cause.  I would recommend loading the command prompt as an admin and typing the "net stop bfe" command to temporarily disable your Windows firewall.  Do an ipconfig /all to determine when your DHCP lease expires, then check your connection at that time with the firewall disabled.  If you're having the same problem we are, your connection will drop at the exact moment the lease expires, to the second.
Good luck!
Friday, May 18, 2012 1:39 PM
I'm not sure if you're still checking this thread, but I wanted to provide you with an update of my efforts to fix this issue.  I also tried all of the fixes you listed.  None of them worked.
This week, I noticed that the disconnections were occurring at the exact same time that the DHCP lease on the IP address expired.  There was a direct correlation, which enabled me to reproduce and monitor what initially appeared to be a random occurrence.  Lease and expiration date/times can be obtained by opening a command prompt and entering "ipconfig /all" (I'm sure you already knew that).
Discovering the relationship between DHCP and the disconnects took my research in another direction.  As a result, I uncovered the following resources:
http://www.edugeek.net/forums/windows-7/60087-win-7-dhcp-netlogon-firewall-microsoft-confirm-bug-2.html
http://answers.microsoft.com/en-us/windows/forum/windows_7-networking/windows-7-x64-not-aquiring-dhcp-lease/ad357c20-e885-48cb-9b21-24161324a24e
The second link recommends disabling the Windows firewall altogether to assess if that is causing the issue.  Windows firewall can be disabled by launching a command prompt as administrator and entering "net stop bfe".  I tried this and then waited for my IP lease to expire.  For the first time, the expiration time passed without causing a disconnect.  I repeated this test a second time and received the same results.
Since this is a domain environment, we are now in the process of testing the GPO setting suggested in the second link to determine if the unicast response, which is currently set to be blocked by the Windows firewall, is the culprit to this issue.
On page 4 of the first link, there is a link to a KB article and hotfix that Microsoft has released for this issue (if in fact your issue is resultant of the DHCP bug).  I have not yet tried the hotfix, as we have just recently pinpointed what is causing the connection drops in our environment and are still testing.  I will update this thread with additional information as it becomes available.
Just to follow up on this post, the hot fix did NOT fix our issue, nor did any suggested registry changes.  What did work for us was applying the GPO: "Prohibit unicast response to multicast or broadcast requests" Enabled.  This is noted as a fix at the second URL I provided: http://answers.microsoft.com/en-us/windows/forum/windows_7-networking/windows-7-x64-not-aquiring-dhcp-lease/ad357c20-e885-48cb-9b21-24161324a24e
If you are not on a domain in which group policy settings are being enforced, try changing your local firewall settings to allow unicast response to broadcast message.  Good luck!
Friday, May 18, 2012 1:56 PM


Windows: Network connections timing out too quickly on temporary connectivity loss
Posted on July 30, 2014 
If you have a rather unstable network where you tend to loose connectivity for a short time frequently, you might notice that established connections (e.g. ssh connections using putty) will get lost. You can then immediately reconnect but it’s still a pain.
The issue is not really with the software loosing the connection (e.g. putty) but rather with the Windows network configuration. A single application cannot set the network settings for the whole application or a specific session to prevent this problem. To solve this problem, you will need to tweak a few Windows network settings.
Basically tweaking these settings means increasing the TCP timeout in Windows. This can be done in the registry.
The relevant TCP/IP settings are:
· KeepAliveTime
· KeepAliveInterval
· TcpMaxDataRetransmissions
These parameters are all located at the following registry location: \HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Tcpip\Parameters.
On Windows versions which are not based on Windows NT (i.e. Windows 95, Windows 98 and Windows ME), these parameters are located under: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VxD\MSTCP.
KeepAliveTime
The KeepAliveTime parameters controls how long the TCP driver waits until the a keep-alive packet is sent over an idle TCP connection. A TCP keep-alive packet is simply an ACK packet sent over the connection with the sequence number set to one less than the current sequence number for the connection. When the other end receives this packet, it will send an ACK as a response with the current sequence number. These communication is used to make sure that the remote host at the other end of the connection is still available and make sure the connection is kept open.
Since TCP keep-alives are disabled by default, the application opening the connection needs to specifically enable them.
The value is the number of milliseconds of inactivity before a keep-alive packet is sent. The default is 7,200,000 milliseconds (ms) i.e. 2 hours.
Note that the default of 2 hours might be to high in some cases. Having a high KeepAliveTime brings two problems:
1. it may cause a delay before the machine at one end of the connection detects that the remote machine is no longer available
2. many firewalls drop the session if no traffic occurs for a given amount of time
In the first case, if your application can handle reconnect scenario, it will take a very long time until it notices the connection is dead and it would have been able to handle it properly if it failed fast.
In the second case, it’s the opposite, the connection is articially closed by the firewall inbetween.
If you encounter one of these cases on a regular basis, you should consider reducing the KeepAliveTime from 2 hours to 10 or 15 minutes (i.e. 600,000 or 900,000 milliseconds).
But also keep in mind that lowering the value for the KeepAliveTime:
· increases network activity on idle connections
· can cause active working connections to terminate because of latency issues.
Setting it to less than 10 seconds, is not a good idea except if you have a network environment with with a very low latency.
KeepAliveInterval
If the remote host at the other end of the connection does not respond to the keep-alive packet, it is repeated. This is where the KeepAliveInterval is used. This parameter determines how often this retry mechanism will be triggered. This is basically the wait time before another keep-alive packet is sent. If at some point in time the remote hosts responds to the keep-alive packet, the next keep-alive packet will be again sent based on the KeepAliveTime parameter (assuming the connection is still idle).
The value is the number of milliseconds before a keep-alive packet is resent. The default is 1,000 milliseconds (ms) i.e. 1 second. If the network connectivity losses sometimes last a few minutes, it’d make sense increasing this parameter to 60,000 milliseconds i.e. 1 minute.
TcpMaxDataRetransmissions
Of course this retry process cannot go on for ever. If the connection is not only temporarily lost but lost for good, then the connection needs to be closed. This is where the parameter TcpMaxDataRetransmissions is used. This parameter defines the number of keep-alive retries to be performed before the connection is aborted.
The default value is to perform 5 TCP keep-alive retransmits. If you experience network instability and lose connections too often, you should consider increasing this value to 10 or 15.
Note that starting with Windows Vista, this parameter doesn’t exist anymore and is replaced by a hard-coded value of 10. After 10 unanswered retransmissions, the connection will be aborted. But you can still control the time frame which a connection could survive a temporary connectivity loss by adapting the KeepAliveInterval parameter.
Also note that this parameter only exists in Windows NT based versions of Windows. On old systems running Windows 95, Windows 98 or Windows ME, the corresponding parameter is HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VxD\MSTCP\MaxDataRetries.
Summary
Tweaking the parameters above, one can configure the Windows TCP driver so that connections can survive small connectivity losses. Remember that after changing these settings, you’ll need to reboot the machine (it’s Windows after all…).
If you cannot modify TcpMaxDataRetransmissions because you have a newer version of Windows, you can still reach the same results by increasing KeepAliveInterval instead.
Also note that issues with lost connections in unstable networks seems to especially affect Windows Vista and later. So if you move from Windows XP to let’s say Windows 7 and you experience such issues, you should first add the KeepAliveTime  and KeepAliveInterval parameters to the registry, reboot, check whether it’s better and possibly increase the value of KeepAliveInterval if required.
All parameters above should be stored in the registry as DWORD (32bit value).


Running Interactive Tasks in Minimized Remote Desktop Windows
Applies To: AutoMate 6, AutoMate BPA Server 7, AutoMate 5, AutoMate 7, AutoMate 8, AutoMate BPA Server 8, AutoMate 9, AutoMate BPA Server 9, AutoMate BPA Server 10, AutoMate 10 
Published: 11/23/11 , modified November 20, 2014 
Minimizing the Remote Desktop window causes the Windows operating system to switch the remote session to GUI-less mode and does not display windows and controls. As a result, AutoMate is unable to interact with any application’s GUI, as the GUI does not actually exist in this case and the interactive task will fail.
In order to bypass this limitation and allow interactive tasks to execute on a remote computer while the Remote Desktop window is minimized, registry keys will need to be updated on the local computer (that is, the computer from which you connect to a remote workstation). To do this, perform the following steps:
Configuration for current user only:
1. Run the regedit.exe tool.
2. Find the registry key HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client.
3. Create a DWORD value with the name RemoteDesktop_SuppressWhenMinimized and set its value to 2.
4. Now find the registry key HKEY_CURRENT_USER\Software\Wow6432Node\Microsoft\Terminal Server Client.
5. Create a DWORD value with the name RemoteDesktop_SuppressWhenMinimized and set its value to 2.
6. Close the regedit.exe tool.
Configuration for all users:
1. Run the regedit.exe tool.
2. Find the registry key HKEY_LOCAL_MACHINE\Software\Microsoft\Terminal Server Client.
3. Create a DWORD value with the name RemoteDesktop_SuppressWhenMinimized and set its value to 2.
4. Find the registry key HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Terminal Server Client.
5. Create a DWORD value with the name RemoteDesktop_SuppressWhenMinimized and set its value to 2.
6. Close the regedit.exe tool.
Now when you minimize the Remote Desktop Connection window on your computer, this will not affect the remote computer’s GUI and the GUI will be available to your interactive tasks.


Windows 7 and Windows Vista Network Performance Tweaks
If you want to get the most out of your Windows Box networking, then you will need access to the administrator account, or administrative privileges.
Windows 7 and Windows Vista introduced new features to the TCP/IP stack, including CTCP, and TCP Window Auto-Tuning. The new implementation works much better by default than previous Windows versions with broadband internet connections, and is able to adjust many values on the automatically.
However there is room for improvement and you can adjust some values to better meet your use of your systsem
To enter some of the commands below, you will need to run “elevated” command prompt or “as administrator”.
To do this.
1. Click Start
2. Run
3. type: cmd
4. Hit Enter
 
Check the TCP/IP state
To check the current status of the Vista TCP/IP tweakable parameters, in elevated command prompt type the following command:
netsh int tcp show global
 
The settings, as well as their default and recommended state are explained below. The two most important tweakable parameters are “Auto-Tuning Level” and “Congestion Control Provider”.
 
Disable TCP Auto-Tuning
At the command prompt type: 
netsh int tcp set global autotuninglevel=disabled
 
Enable Compound TCP 
At the command prompt type: 
netsh int tcp set global congestionprovider=ctcp

Enable ECN Capability
At the command prompt type: 
netsh int tcp set global ecncapability=enabled
 
Enable Receive-side Scaling
At the command prompt type:
netsh int tcp set global rss=enabled
 
Enable TCP Chimney Offload
At the command prompty type:
netsh int tcp set global chimney=enabled
 
Setting
At the command prompt type: 
netsh interface ipv4 show subinterface
This will display a list of interfaces, and their respective MTU values.
Change the MTUvalue of a specific network card, at the command prompt type: 
netsh interface ipv4 set subinterface “some network interface name” mtu=#### store=persistent
Example, the name of the network card you want to change iis “Wireless Network Connection” and you want to set its MTU to 1500, at the command prompt type: 
netsh interface ipv4 set subinterface “Wireless Network Connection” mtu=1500 store=persistent
 
Registry Tweaks
Note that for changes to these settings to take effect the computer needs to be rebooted.
Moderate understanding of the Windows Registry is needed.
As with everything on this site, You are responsible for your own actions. See Evilware.com Terms of Use
 
1. Go to Start
2. Run
3. type: regedit
4. Press Enter
 
while logged in as administrator), you can navigate and edit the following keys.
MTU (Maximum Transmission Unit) – the maximum packet size.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{…}\ MTU=1500 (DWORD, entry does not exist by default)
The {….} part of the above path is the unique identifier of your network adapter. You can recognize the correct adapter by looking at it’s IP address, if obtaining IP automatically labeled by: DhcpIPAddress=192.168.x.x text value, for example.
Leave this at default,  Vista and Windows 7 use the largest possible packet size for the underlying network by default.
 
TCP 1323 Options
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\
Tcp1323Opts=1 (DWORD, entry created automatically by Windows when you run the “netsh int tcp set global autotuninglvl=…” command, set to 0 by default).
Setting this seems to have no effect, since auto-tuning uses the TCP 1323 scale factor and changes it on the fly, disregarding this setting. Additional testing may be required to determine it’s effect if auto-tuning is turned off. Setting it to 1 is best for broadband connections.
 
NetDMA
NetDMA enables support for advanced direct memory access. In essence, it provides the ability to more efficiently move network data by minimizing CPU usage. NetDMA frees the CPU from handling memory data transfers between network card data buffers and application buffers by using a DMA engine.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
EnableTCPA=1 (DWORD, 1 to enable, 0 to disable NetDMA. Value not present by default in Vista)
Recommended setting is 1, a new DWORD value may need to be created if not already present in the registry.
 
DefaultTTL
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
DefaultTTL=64 (DWORD, set to a decimal value between 32 and 128. Recommended: 64)
 
TcpMaxDataRetransmissions
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
TCPMaxDataRetransmissions=7 (DWORD, recommended: between 3 and 10, default registry value 255, default 5 in documentation)
 
SynAttackProtect
This setting provides protection against SYN denial of service (DoS) attacks. When enabled, connections timeout sooner if SYN attack is detected. When set at 1, TCPMaxDataRetransmissions can be lowered further.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
SynAttackProtect=1 (DWORD, recommended: 1, not present in registry by default)
 
Set DNS and Hosts Priority
Setting can improve DNS and host name resolution by increasing the priority of of related services, while keeping their order. Lower numbers mean higher process priority. The corresponding registry settings are as follows:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\ServiceProvider
LocalPriority=4 (DWORD, recommended: 4, default: 499) – local names cache
HostsPriority=5 (DWORD, recommended: 5, default: 500) – the HOSTS file
DnsPriority=6 (DWORD, recommended: 6, default: 2000) – DNS
NetbtPriority=7 (DWORD, recommended: 7, default: 2001) – NetBT name resolution, including WINS
 
TcpTimedWaitDelay (port allocation)
Windows 7 and Vista have improved from previous Windows versions, and are usually sufficient under normal load. In some instances under heavy load it it may be necessary to adjust the settings to tweak the availability of user ports requested by an application. This is often the case with online games such as World of Warcraft.
The following registry values need to be edited:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
MaxUserPort=65535
(DWORD, not in the registry by default. Recommended: leave at default, or use a number above 16384 up to 65535 decimal as necessary) –  maximum number of ports to use. 1024 is automatically subtracted from entered value to allow for reserved ports under 1024.
TcpTimedWaitDelay=30
(DWORD, 0xffffffff in registry by default. Recommended: 30 decimal, denoting 30 seconds) – time to wait before reclaiming ports, in seconds. Default time before reclaiming ports, if value is at 0xffffffff or not present in the registry is 120 seconds. Just reducing the delay is often sufficient without changing MaxUserPort, as it allows for reusing ports more efficiently.
Ephemeral ports can be checked and changed using netsh as well.
To list the current values, in command prompt, type:
netsh int ipv4 show dynamicportrange tcp
To set both the starting, and max user port using netsh, in elevated command prompt type:
netsh int ipv4 set dynamicportrange protocol=tcp start=1025 num=64511 (start=NNN denoting the starting port, and num=NNN denoting the number of ports)
 
QoS Reserved Bandwidth
As with Windows XP, nework adapters have a “QoS Packet Scheduler” enabled by default, which reserves 20% of bandwidth by default for QoS enabled applications that request priority traffic.
Change this value to
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Psched
NonBestEffortLimit=0 

Gaming Tweak – Disable Nagle’s algorithm – Gaming Tweak
The tweak below allows for tweaking or disabling Nagle’s alogrithm. Disabling nagle allows for small packets to be transferred immediately without delay. Note that disabling Nagle’s algorithm is only recommended for some games, and it may have negative impact on file transfers such as Bit Torrent.
To implement this tweak, in the registry editor find:
This setting configures the maximum number of outstanding ACKs in Windows XP/2003/Vista/2008:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{NIC-id}
There will be multiple NIC interfaces listed there, for example: {1660430C-B14A-4AC2-8F83-B653E83E8297}. Find the correct one with your IP address listed. Under this {NIC-id} key, create a new DWORD value:
TcpAckFrequency=1 (DWORD value, 1=disable, 2=default, 2-n=send ACKs if outstanding ACKs before timed interval. Setting not present by default).
For gaming performance, recommended is 1 (disable). For pure throughput and data streaming, you can experiment with values over 2.
Also, find the following key (if present):
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parameters
Add a new DWORD value:
TCPNoDelay=1 (DWORD value, 0 to enable Nagle’s algorithm, 1 to disable, not present by default)
Configure the ACK interval timeout (only has effect if nagling is enabled), find the following key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{NIC-id}
TcpDelAckTicks=0 (DWORD value, default=2, 0=disable nagling, 1-6=100-600 ms). Note you can also set this to 1 to reduce the nagle effect from the default of 200ms without disabling it.
Notes:
disabling nagle’s algorithm can reduce World of Warcraft latency by nearly half in most cases
Windows XP/Windows 2003 needs hotfix or SP2 for it to work MS KB 815230
Windows Vista needs hotfix or SP1 for it to work MS KB 935458
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