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Inleiding

Dit is de handleiding voor instellingen c.q. aanpassingen configuratie van domain controller DC01 ten
behoeve van de FactoryLink en SQL servers, voor Aluchemie, te Rotterdam.

1.1 Documenten

Document ID | Omschrijving Revisie # Datum | Status

1.2 Document historie

Versie# Datum Status Auteur | Omschrijvingen
0.1 4 juni ‘15 | Concept MJO Eerste uitgave, opbouw tijdens virtualisatie

1.3 Toegepaste documenten

Bij het opstellen van dit technisch ontwerp is gebruik gemaakt van de volgende documenten:

Titel Versie Datum uitgifte

1.4 Definities en begrippen

Om duidelijkheid te creéren in de gebruikte terminologie en afkortingen worden de verschillende begrippen
en definities evenals afkortingen hier verklaard.

Afkorting / begrip Omschrijving
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Virtuele omgeving

2.1 Algemeen
Domein: NLRTTIA.local

Domein username voor M. Jordaan: jordaanm

Keepass database: <+ il # 7 i X [ #il ia X
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Server installatie

3.1 Windows Server 2012 x64 (64 bit)
Server naam: SQLS01

3.1.1 Installatie Windows updates offline

Updates voor het windows operating systeem worden offline geinstalleerd (dus zonder internet connectie)
met behulp van ‘wsusoffline’.

Update systeem wordt gestart van iso:
wsusoffline-w63-x64.iso

Start de installatie vanaf de iso.
Het update proces dient meerdere malen gestart te worden voordat een systeem helemaal bijgewerkt is.

1 WSUS Offline Update 9.6 - Installer - [5[I5]| wsUs Offine update
instellingen verschijnt voordat

WMedium info
Select desired options and click "Start’ o het update proces gestart
; L - Build: 06/07/2015
to install missing Microsoft updates on your computer. wordt.
Updating
Installation ledere keer als dit scherm
Back up exist files Update Root Certificates getoond wordt dienen in het
nstall Interne : blok ‘Installation’ de volgende
el et £ - onderdelen NIET aangevinkt te
bt E e 11 worden:
T Install Microsoft Silverlight;
Update C++ Runtime Libraries |:| Install Microsoft Silverlight 9

siall .NET Framewark 5. siall Fowersnell .U

In het blok ‘Control’ dient niets
ework 4.0 aangevinkt te worden.

Install .NET Framework 4.x

Stat het update proces met de

Control knop ‘Start’, vervolgens wordt
erify installation packages [ Automatic reboot and recall een cmd prompt geopend, met
[1shut down on completion []show log file de voortgang.
g
=X Administrator: DoUpdate fupdatercerts fupdatecpp finstdotnetd I_l_-' o

Starting WEUS Offline Update (v. ?.62 at 11:@8:44.Y8...

hecking user’s privileges...

Determining system’s properties...

Determining Windows licensing info...

Found Microsoft Windows version: 6.3.9680.17841 (w63 x64 enu spl

Found Microsoft Windows Software Licensing Management Tool info...

ame: Windows<{R), SewrverStandard edition

Description: Windows(R» Operating System, UVOLUME_KMSCLIENT channel

artial Product Hey: MDUJH

License Status: Licensed

olume activation expiration: 256576 minuteds> (17? day{(s)>

hecking medium content...

edium build date: B6-87-2815

edium szupports Microszoft Windows <(wbd xb64d glhd.

hecking Windows 8.1 ~ Server 2812 R2 Update April 2014 installation state...
hecking Windows 8.1 / Server 20812 R2 Update Rollup Hov. 2814 installation state

Installing Windows 8.1 ~ Server 2012 R2 Update Rollup Mou. 2014...
Installing update 1 of 3...
Installing ..swb3i—-x64 glbhsWindows8.1-KB3IBBABSA—x64 _mzu. ..

Na voltooing van een update ronde wordt geadviseerd het system te herstarten, dit kan met het commando:
shutdown —r —t 0 {enter}
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Het systeem wordt nu herstart, na de herstart dient opnieuw WSUS Offline gestart te worden, met dezelfde
instellingen als hierboven.

Herhaal dit proces totdat een scherm verschijnt zoals hieronder weergegeven, dan zijn alle beschikbare

updates geinstalleerd.
- | O -

=X Administrator; C\Windows\system32\cmd.exe

Internet Explorer version...
Trusted Root Certificates’ version...
Revoked Root Certificates® version...
C++ Runtime Libraries’ installation state...
Windows Defender installation state...
Determining Windows Defender definition file wversion...
Installing Windows Defender definition file_..
Installing ..wmsse xbd—glhwmpam—fexbd.exe...
hecking state of service ‘Windows Update’...
13:20:47.64 — Listing ids of missing updates <please he patient, thiszs will take
whilel_ ..
13:22:48,.81 - Done.
Stopping service ‘'Windows Update’ Cwuawserv) — previous state will be recovered

Lizting ids of installed updates...

Lizting update files...

Info: Skipping wpdate kh898838 (Malicious Software Removal Tool) due to matching
black list entey.

Any miszsing update was either black listed or not found.

Btarting service ‘Windows Update’ (wuauserw)...
Ending WSUS Offline Update at 13:22:55.82...

Met het bovenstaande scherm is een herstart niet meer vereist.
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Instellingen en configuratie ten behoeve van FactoryLink

4.1 FactoryLink applicatie gerbuikers als domein gebruiker

In het domein NLRTTIA worden 2 gebruikers aangemaakt waarmee binnen iedere FactoryLink applicatie

ingelogd kan worden, het betreft de gebruikers: FLOperator en FLSystem.

De eerste FLOperator is bedoeld voor operators en bedieners, de tweede FLSystem is bedoeld voor
FactoryLink ontwikkelaars, en deze gebruiker heeft binnen de FactoryLink applicatie geen beperkingen.

De gebruikers voldoen aan de volgende voorwaarden:
- Gebruikers zijn alleen lid van de groep FactoryLink Users;

- Leden van de groep FactoryLink Users kunnen op Windows niet inloggen op een virtuele server;
- Leden van de groep FactoryLink Users kunnen op Windows niet inloggen met remote desktop;
- Leden van de groep FactoryLink Users hebben lokaal en alleen op de FactoryLink servers

‘administrator’ rechten.

Leden van de groep FactoryLink Users hebben op een FactoryLink server ‘administrator’ rechten nodig,
deze rechten zijn een voorwaarde om binnen een FactoryLink applicatie Als Windows gebruiker te kunnen

inloggen.

De configuratie van de gebruikers, groep en beperkende voorwaarden is hieronder weergegeven. Vanuit de
initiele configuratie is het altijd mogelijk om relatief eenvoudig nieuwe gebruikers (bedoeld voor inloggen
binnen FactoryLink) en/of nieuwe virtuele FactoryLink Servers (en dus applicaties) toe te voegen.

0

= Group Policy Management

BE

5L File Action View Window Help
EYEEEIEEE T
|5 Group Palicy Management
4 fA Forest NLRTTIALOCAL
4 [5: Domains
4 3 NLRTTIALOCAL

x| Default Domain Policy
4 |2 Aluchemie

Servers

Linked Group Folicy Objects |Gruup Policy Inheritance I Delegation

Link Trder GFO Enforced Link Enabled

I 2] Groups

Create a GPO in this domain, and Link it here...
Link an Existing GPQ...
Block Inheritance

Group Pelicy Update...
Group Policy Modeling Wizard...

\ﬁ| New Ofqanizational Unit

- View 3
I [ Sites

565 Group Py
2 Group Py Delete

MNew Window from Here

Rename
Refresh

X m >
Properties

Create a new Organi Help

0

=0 Group Policy Management

2 File Action View Window Help
=z 8 XE 6| B
(=, Group Policy Management
4 Forest: NLRTTIALOCAL
4 (54 Domains
4 3 MLRTTIALOCAL
sz Default Domain Policy 1
a4 [ Aluchemie
I (2] Groups
4 [2] Servers
I |5, Factorylink
[WET] ;lg\ticaAcmunts
I 2] Users
i (2] Domain Controllers
I [ 5r Group Policy Objects
b [ WMI Filters
b | 5] Starter GPOs
b [ff Sites
a4’ Group Policy Modeling
1« Group Policy Results

Factorylink
Linked Group Policy Objects | Group Policy Inhertance I Delegation

Link Drder GPO Enforced Link Enabled
wi| GPO Factorylink Lo... No Yes

< m >

Open ‘Group Policy
Management’ en maak een OU
(Orginazational Unit) aan:
FactoryLink, deze wordt
geplaats in de map ‘Servers’
van het NLRTTIA domein.

Vul voor de OU een
omschrijving in: FactoryLink
servers.
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General | Managed By | COM+

~—|  Factonink

Description: ‘Fadoryl_mk Servers|

Street W ~

Ciy:

State/province:

\
\
Zp/Postal Code: |
\

Courtry/region:

ok [ concel || oer |

i ISISIN  Open Acive Dieciory Users
File Action View Help and Computers’.

e znE 0 XEBdz B 2eaTdhe

O Active DirectﬂryU;er;and Com|| Name Type Description Voeg aan de groep FaCtOryLlnk
b [ Saved Queries AS Computer FactoryLink Server EVA
- B3 NIRTTALOCAL de servers toe, welke
- aguzhm FactoryLink servers zijn.
I 2] Groups
4[5 Servers
=] Factorylink Hier moeten ook nieiwe
b 2] Service Accounts .
B Users FactoryLink servers toegevoegd
b [ Buitin worden, als deze latrer
b [] Computers
b (2] Domain Controllers aangemaakt Worden'

b [ ForeignSecurityPrincipaly
b Managed Service Accou|
b [ Users

< mn >

[ e e IS /i n s mp Groups sen
File Action View Help nieuwe groep aan: FactoryLink
e rEE|EBeE B 2 et TER Users.
] Active Directory Users and Com || Name Type Description
p [ Saved Queries FactoryLink Users Security Group - Global A
4 3 NLRTTIALOCAL ffecen e In de groep FactoryLink Users
4 %Gh""ps DGl worden de gebruikers
45 Servers o FLOperator en FLSystem
2] Factorylink ind H
» B Service Accounts New 5 [ Camputer toegevoegd, voorwaarde is
) Users All Tasks vl | contact uiteraard dat de gebruikers al
e e Retrsh [ Gow bestaan. Anders dienen eerst
I 2] Demain Controllers Export List... Inatd?gPerson de geerIkerS aangemaakt e
b [] FereignSecurityPrincipal: ew mslmaging-PSPs
b [ Managed Service Accout v ' MSMQ Queue Alias Worden en VerVO|genS aan de
b ] Users *L\"ansellms "I rganizationsl Unit groep toegevoegd te worden.
ine up lcons Printer
Properties .
elp User Worden naderhand FactoryLink
& Shared Folder . .
gebruikers bijgemaakt, dan
dienen deze aan FactoryLink
Users toegevoegd te worden.
< m > < m >

Create a new object...
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I e e L [ e I Vi het volgende in bij de

General | Members | Member Of | Managed By | General | Members | Member Of | Maniaged By
Memb
% FactoryLink Users emoes
Name Active Directory Domain Services Folder
NLRTTIA luchemie/Users

Group name {ore Windaws 2000).  [FactoryLink Users L FSstem  NLRTTIALOCAL/Aucheme/Lsers
Description |Fadnryunk User Securty Group |
Email: [ |

Group scope Group type

() Domain local ® Security [%

@® Global O Distibution

© Universal
Notes
I ~

]
(o [ cmes [[ mr | [ox [ cae [ oo

| General | Members | Member Of | Managed By |

General | Members | Member Of | Managed By

Member of:

MName Active Directory Domain Services Folder

This list displays oriy aroups from the current domain and groups maintained
inthe Global Catalog, such as universal groups

Name I

[ cnange. | [ Propeties | [ Clear

["] Manager can updats membership list

Ciy:
State/province

Country/region:

Telephone number:

Fax number:

[ [ cancel |[ |

N [ ox

File  Action ew  Help
I IEREIEEEI R SR 2=
] Active Directory Users and Com || Name Type Description
p [l Saved Queries 2 admin storedata User administrator account StoreData
4 F3 NLRTTIALOCAL & Eric Wigmore User
4 [2] Aluchemie 2 FLOperator User
51 Groups R FLSystem User
4 (5] servers . &Jostan Haaf User
] Factorylink & Marcel Jordaan User
b 3] Service Accounts 2, Sjaak Nolde User
N E\?‘t‘:ﬂs & SVC_FLAutostart User Factorylink Autostart Service account
b [0 Computers Delegate Control...
I 121 Demain Controllers Move...
b [] ForeignSecurityPrincipal: Find...
b 5 Managed Service Accour
b ] Users | New 3 Computer
All Tasks 3 Contact
Refresh S
Export List... InetOrgPerson
View N mslmaging-P5Ps
MSMQ Queue Alias
Arrange Icons 3 e i
Organizational Unit
Line up lcons ;
Printer
| <] m | 7] Properties i o
Create a new object... Help i ‘ S'\BIEBSFOMEI

eigenschappen van deze groep.

Maak in de map Users de
gebruikers FLOperator en
FLSystem aan.

De wachtwoorden voor de
FactoryLink gebruikers zijn
opgenomen in de (globale)
Keepass database.
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[ peerpoperies LTI [T opeae g [T Gebriukers FLOperator en

[ Memberof | Dian | Envionment | Sessions MemberOf |  Dialin |  Envionment |  Sessions
Remote control | Remote Desktop Services Profle | COM+ Remote control | Remote Desktop Services Profle | COM+
General | Address | Account | Profile | Telephones | Organization Genersl | Address | Account | Profie | Teleph | Organi
User logan name:
FLOPperat
& permer | [@NLRTTIALOCAL v
User logan riame fpre-Windows 2000)
First name: [FLOperator | iniias: | | [NLRTTIAY | [FLOperator |
st name | | [ Logon Hours.. | [ LogOnTe.. |
Display name [FLOperator |
Descrption [FactoryLink Login: Operator | [ nioce sccount
Office: |\ | Accourt options: [%

[ User must change password at next logon
[T User cannet change password

[NE

Telephone numbsr | | [ other... | =
Password never expires
Emai: [ | [ Store password using reversible encryption v
Web page: [ | [ other... | Account expires
®) Never
O Endof vidag 17 i 2015
[ox [ cancel | [ aey || v | [oc [ e |[ ey [ [ Hen |

| Remote control | Remote Desktop Services Profie | COM+ [ Memberof [ Diain [ Enwi | Sessions
General | Address | Account | Profie | Telephones | Orgamization | Remotecortrol | Remote Desktop Services Profie | COM«
Memberf | Disln |  Envionment Sessions Genersl | Address | Account | Profie | Teleph [ Orgen
Member of: & -
Name Active Directory Domain Services Folder
FactoryLink Users  NLRTTIA L emie/Groups
First name \FLSymem \ Intials \ \
Last name: [ |
Display niame: [FLSystem |
Description: \Famryumc Login: Developer/Administrator \
R Office: I |

Telephons number: | | [ Other.. |
Primary group:  FactoryLink Users Email | |
e e et v Vg | | =
applications.
[ok | [ Conct |[ ooy || e | [ok | [coos |[oob || o

MemberOf | Digin | Envionment | Sessions | Remotecortrol | Remote Desktop Services Profie | COM-+
Remote corirol | Remote Deskiop Services Profile | COM« | General | Addwss | Accourt | Profic |
General | Address | Account | Profile | Telephones | Organization MemberOf | Diahn | | Sessions
User logon name: Member of
| [@nLRTTIA LOCAL v] Name Active Directory Domain Services Folder

User logon name (pre Windows 2000):
\NLHTHA\ | |FLSystem |

[ Logon Hours... | [ LogOnTo.. |

[] Urlock acourt

Account options

[ User must change password at next logon
[ User cannot changs password

[ Password never expires

] Store password using reversible encryption

NLRTTIA. E s

FactoryLink Users

Factorylink Users

Primary group:

Account expires There is no need to change Primary group unless
=t Primany Grows | you have Macintosh clients or POSIX compliant
®) Never !
applications
O End of: [ videg 17 i 2015 |
oK || Cancel || My || Heb oK | [ Cancel |[ el | Heb

FLSystem worden zoals
hiernaast weergegeven
gedefinieerd.

De gerbuikers FLOperator en
FLSystem zijn

Uitvoering



Datum opgesteld Versie

15 juni 2015 1.0
. Datum gewijzigd Status
ALUCHEMIE 6 Automation  sjui2015 Uitvoering
Blad
11 van 15

Open Group Policy

&L File Action View Window Help - =] = Management_
=% 2@ o/ X268
ég Group Policy Management Groups
B mrneat unkadmeup e —— Maak een GPQ aan voor de
4 72 Domains o B groep FactoryLink servers,
4 ﬁgﬂ;lﬂt%m Ny 4 LR (G Erforoed [ Lk Erabled zoals hiernaast weergegeven.
T ault Domain Policy
4 (3] Aluchemie A
% Srouw - De instellingen zijn te vinden in
» [E Fact ‘-- > de overzichtstabbladen.
b [E] Service A Create a GPO in this domain, and Link it here... .D
p [2] Users Link an Existing GPO...
b g Domain Cen Block Inheritance
I L= Group Policy| "
b T WM Filters Group Policy Update...
b [F] Starter GPOs Group Policy Medeling Wizard...
b [f@ Sites Mew Organizational Unit
?a Group Policy Model ~
) Group Policy Result MNew Window from Here
Delete
Rename
Refresh
Properties ks

Help

Create a GPO in this domain an:

|2, File Action View Window Help ===
&= #[E o B
|5, Group Policy Management GPO FactoryLink Logins
4 4 Forest: NLRTTIALOCAL Scope | Detals | Settings | Delegaion |
4 [£4 Domains i
2+ 55 NLRTTIALOCAL Links
5/ Default Domain Policy Displaylinkcs in this location: [NLRTTIALOCAL v
4 (5] Aluchemie The following sites, domains, and QUs are linked to this GPO:
G
P % SE’?::: * Enforced Link Enabled
No Yes

4 (3] Factorylink
i/ GPO Factorylink Logins 0 N
I @ Service Accounts ,
b [E] Users Security Filtering
I |21 Demain Controllers
b (5 Group Policy Objects

The setings in this GPO can only apply to the following groups, users, and computers

Name
)
b Ly WMI Filters g.ﬂm.henuwtedUsefs
[3 Eﬂ Starter GPOs
b [ Sites (<] m []>
frs . .
5i¥ Group Policy Modeling
[% Group Policy Results | Add.. I Remove [[ Popetes |
s
'WMI Filtering
This GPO is linked to the following WM fitter:
|<mne> v‘ ‘ Open ‘
&, File Action View Window Help HEE
= #E & B
|5, Group Policy Management GPO FactoryLink Logins
4 £, Forest NLRTTIALOCAL Detals [ Setings | Delegation
4[4 Domains
4 3 NLRTTIALOCAL Domain: NLRTTIALOCAL
s/ Default Domain Policy
4 [ Aluchemie Owner; Domain Adming (NLRTTIA\Domain Admins)
5] Groups Created 15-6-2015 15:57.56
4 [3] Servers
4 27 Factorylink Modffied 176-2015 11:06:03
GO Eactony FoidPovue User version: 0(AD), D(SYSVOL)
b [2] Service Accounts
b @] Users Computer version: 6 (AD), & (SYSVOL)
I |2 Domain Contrallers
b [ Group Policy Dbjects Unigue 1D: {6237D94E-94E4-4TAF-920 1-E1CBAD763670}
b [ WMI Filters PO Status:
b Eﬁ Starter GPOs |Enabled v‘
b [ Sites Comment:
fﬂ Group Policy Modeling
[ Group Policy Results
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3 File Action View Window Hely — |5 =
P
&= 21[E o
|5, Group Policy Management GPO FactoryLink Logins
4 £, Forest NLRTTIALOCAL [Scope | Detals | Setings | Delegation |
4[4 Domains
4 33 NLRTTIALOCAL GPO FactoryLink Logins ~
s/ Default Domain Policy Data collected on: 17-6-2015 11:06:30 hide all
4 2] Aluchemie ion (Enabled)
2] Groups
p
4 [3] Servers
4 (2] Factorylink
7| GPO Factorylink Logins
wl rylLink Log
b [2] Service Accounts
b 2] Users
= 2”’"3"; C‘D"tg’g_e” Deny log on localy NLRTTIAVFactorylink Users
4 E mup. olicy Objects Deny log on through Teminal ~ MLRTTIA\Factorylink Users
I+ [ WMI Filters Senices
b Eﬁ Starter GPOs
b [ Sites
Siﬂ Group Policy Modeling
[ Group Policy Results Local Uk and Gi hide
| Group (Name: Administrators buit-in) hide
| Administrators (built-in) (Order- 1) hide
Local Group hide
Action Update
Properties
Group name Administrators (built-in}
Delete all member users Disabled
Delete all member groups Disabled
Add members
NLRTTIANFactoryLink Users 5-1-5-21-1451813171-
2933763778-1903717437-
119
Common hide
Options
Stop processing items on this No
extension if an emor occurs
on this item
Remove this item when it is Mo
no longer applied
Apply once and do not No
reapply
User Configuration (Enabled) hide
No settings defined v
5L File Action View Window Help - ==
«= 2@ & B
|3, Group Policy Management GPO FactoryLink Logins
4 £, Forest NLRTTIALOCAL 5 Detais | Seftngs | Delegation
a [Z4 Domains
4 25 NIRTTIALOCAL These groups and users have the specified pemission for this GPO
s/ Default Domain Policy Groups and users:
4 2] Aluchemie -
(2] Groups d U
4 [3] Servers %Dumain Adming (NLRTTIADomain Admins)
PRF| Factorylink .%Emerpnse Admins (NLRTTIA\Enterprise Admins)
s/ GPO FactoryLink Logins 52 ENTERPRISE DOMAIN CONTROLLERS
b [2] Service Accounts '%SYSTEM
b 2] Users
I |2 Domain Contrallers
I L5t Group Policy Objects
b [ WMI Filters
b Eﬁ Starter GPOs
b [ Sites
Siﬂ Group Policy Modeling | < | m | ‘ Y
Group Policy Results
C% | Add ‘ | Remove | ‘ Properties | | Advancel
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3 Stel de beperkingen ‘niet

& File Action View Window Help HEE in|oggen op Windows’ en
- ‘ ..
«= zm Xd B alleen lokaal administrator
5k Group Palicy Mznagemen GPO FactonyLink Logins rechten’ in voor de groep
4 A Forest: NLRTTIALOCAL ,—|—|—|—‘ .
Seol Details | Setti Delegation
4 [ Dormains pe | Dok | oeing FactoryLink Servers.
These groups and users have the specified permission for this GPO . ¢ ey .
4 # NIRTTIALOCAL Kies ‘Edit’ op het GPO object
s/ Default Domain Policy Groups and users: p J '
4 (3] Aluchemie Name -
|51 Groups 52 Autherticated Users
4 [3] Servers %Dumain Adming (NLRTTIADomain Admins)
4 27 Factorylink 52, Erterprise Admins (NLRTTIA\Enterprise Admins)
-] GPO FactoryLi ‘ Ediy.. = CONTROLLERS
b [2] Service Accounts v»
b & Users Enforced
I |2 Domain Contrallers Link Enabled
I L5t Group Policy Objects Save Report...
I [ WMI Filters . R
b E Starter GPOs V=D
b :a Sites Mew Window from Here
;ﬁ\‘ Group Policy Modeling Delete >
%, Group Policy Results
- R Remove | ‘ Propeties | | Advance
Refresh
Open the GPO editor Help

Selecteer ‘Deny log on locally’

s en stel deze policy in, deze

«= 2E XE=H _ e
=/ GPO Factorylink Logins [DCOT.NLRTTIALOCAL] Policy |~ | | Policy = Policy Setting [~] bevindt zich in: ComPUter
4 & Computer Configuration 1) Access Credential Manager as a trusted caller Nt Defined : i > i Ad >
4[] Policies [ Access this computer from the network Not Defined Conflguratlon POIICIGS
b (1] Software Settings 1% Act as part of th ting syst Mot Defined Wi 1 i
; part of the operating system ot Define: Indows Settings ecuri
4[] Windows Settings 2] Add workstations to domain Not Defined ) g L. Y
> [ Name Resolution Policy 5 Adjust memory quotas for a process Not Defined Settmgs - Local Policies
] Scripts (Startup/Shutdown) I Allow log on lacal Not Defined
P ol ) Allow log on lacally ot Define - U Rights Assi t
A b ) Allow log on through Remote Desktop Services Not Defined = ->User Ignts Assignment.
4 .j e 12 Back up files and directories Not Defined
4 3 Local Policies -
b 3 Audi Policy Z| | 15 Bypass traverse checking Nt Defined
b (5 User Fights Assignment 4 Change the system time Not Defined
b j Security Options 1 Change the time zone Not Defined
b 5 Eventlog 1 Creste a pagefile Not Defined
b " Restricted Groups [ Creste a token object Not Defined =
b LA System Services 1| Create global ebjects Not Defined
b (A Registry [ Create permanent shared objects Not Defined
» 4 File System 4 Creste symbolic links Nt Defined
b i Wired Network (IEEE 802.3) Policies ||| [ Debug programs Not Defined
b | Windows Firewall with Advanced Secur || 11 Deny sccess to this computer from the network Nt Defined
(] Network List Manager Policies [ Deny log on as 2 batch job Not Defined
b Eaf Wireless Netwaork (EEE 802.11) Policies| || (1] Deny log on as a service Nt Defined
1 ] Public Key Policies  log on loc
» [ Software Restriction Policies 1% Deny log on through Remote Desktop Services NLRTTIA\FactoryLink Users
» [ Network Access Protection 2] Enable computer and user accounts to be trusted for delega... Not Defined
< 4 m:_’ Application Control Policies 3 Force shutdown from s remote system Not Defined

[ oenlogoniocay propertes [ I Selecteer vervolgens ‘Deny log
Securty Polcy Seting | pian| on through Remote Desktop
Service’ en definieer deze

policy ook.

Deny log on locally

%

[w] Define these policy settings:

NLRTTIAFactorylink Users

Add User or Group... {g‘ Remove

% ][ Grea | o |
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|
File Action View Help
ez o =6 Bm RO+

1=/ GPO FactoryLink Logins [DCOT.NLRTTIALOCAL] Policy
.+ {4 Computer Configuration
b [ Policies
[ Preferences
b (] Windows Settings
4 (5] Control Panel Settings.
3 Data Sources
2 Devices
(4 Folder Options
4G Local Usersand Groure]
Network Options k
18 power Options
&6 Printers
(5 Scheduled Tasks
Ay Services
i, User Configuration
b [ Policies
[ Preferences
b (] Windows Settings
b (s Control Panel Settings

¥ Loca

Processing

Description

| Users and Groups

Order

. Action
2) #R Administrators (b.. 1

Update

Full Name
N/A

No policies selected

Local Users and Groups

g8
File Action View Help

e 2E b noz HE RO+
1=/ GPO FactoryLink Logins [DCO1.NLRTTIALOCAL] Policy
4 % Computer Configuration
b [ Policies
4[] Preferences
p [ Windows Settings
4 (7] Control Panel Settings
Z3 Data Sources
), Devices
3 Folder Options
G Local Users and Groups
Network Options
18 Power Options
G Printers
(& Scheduled Tasks
By Services
4 4}, User Configuration
b [ Policies
4[] Preferences
b [ Windows Settings
b [=#] Control Panel Settings

Processing

Description

Mo policies selected

Order

- Action
&) R Administrators (b, 1

Update

Full Name
N/A

New
[ ANTasks

Add
Display XmP
Enable
Disable

Refresh
Export List..
View 3

Move Up
Arrange lcons ,

Line up lcons
Help

Move Down

Add a new item

Local Group | Common

g Action: |Updabe W |

Group name: dministrators (built-in}
Rename to:
Description: | |
[[]pelete all member users
[JDelete all member groups
Members:
Name Action SID

| | Remave ‘ |Change... ‘

o] Lot |
b

sy | [ heb |

Datum opgesteld Versie

15 juni 2015 1.0

Datum gewijzigd Status

8 juli 2015 Uitvoering
Blad

14 van 15

Ga vervolgens naar: Computer
configuration - Preferences >
Control Panel Settings > Local
Users and Groups.

Voeg nu een preference toe. Dit
is de group ‘Administrators’

Actie is een update: gebruikers
in de FactoyLink Users groep
krijgen nu lokale ‘administrator’
rechten.
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Datum opgesteld Versie
w 15 juni 2015 1.0
. Datum gewijzigd Status
ALUCHEMIE @ Automation  sjui2o15 Uitvoering
Blad
15van 15
Bijlagen
5.1 Overzicht bijlagen
Bijlage | Titel Versie | Versiedatum Status
A
B
Cc
D
E

Bestek = onderdeel bestek en niet aan wijziging onderhevig

SPA = Standaard Proces Automatisering en binnen dit document niet aan wijziging onderhevig
Volgt = wordt opgezet en volgt

Vervallen = Bijlage is vervallen

Toegevoegd = is bijgevoegd (kan nog aan wijzigingen onderhevig zijn).

As Built = status na inbedrijf name.
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