PLC
SCADA

IP-adres
10.70.16.140
10.70.16.141
10.70.16.142
10.70.16.131
10.70.16.150

10.70.16.201
10.70.16.202
10.70.16.203
10.70.16.211
10.70.16.222

SNMP Installeren:

Kantoor printer CM6030

Algemeen

SAP

-sn 10.70.31.1/24

Aanpassen bestand Lith_MP70.txt met de gewijzigde IP-adressen

Concept V2.5XL SR2 a,b,e,f
Tellerstand, bedrijfsuren;
schermafdruk maken van
pagina's voordat met

IP-nieuw

Server

rev |datum getekend:|MJO
Wﬂ f'er A | 01-03-14 Element gecontroleerd:
B Algemeen schaal:[n.v.t.
DWP Welschap C formaat:|A4
D
Omschrijving Algemeen
Nmap, overzicht netwerk command

extra optie voor command line: --unprivileged

Upload datas van alle PLC's

Maak een afdruk van alle tellerstanden, uren.
Vergelijk deze met de waarden in de PLC nadat plc
programma opnieuw is gedownload.

Server, Cold-stby
Clientl

Client2
Yokogawal
Printer server

PLC1, quantum cpu 434-12a
PLC2, quantum cpu 434-12a
PLC3, quantum cpu 434-12a
PLC11, modicon M340
PLC22, quantum cpu 434-12a

Printerpoort op naam instellen i.p.v. IP-adres

IP adres = 10.x.y.z

winning

zuivering en filtratie
opslag en distributie
prognose
spoelwaterverwerking
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rev |datum getekend:|MJO
wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - PLC1 schaal:[n.v.t.
DWP Welschap C - formaat:(A4
D -
Omschrijving PLC1

PLC1, ethernet definitie
Winning

Ethernet Configuration:

i+ Specify IP Addiess

PLC --> project --> configurator

Il Ethernet f IO Scanner

Ethernet I/O Scanner

Eigen IP adres aanpassen
Ip adressen voor communicatie met overige PLC's aanpassen

Internet Address: |10 7016201 Go Subnet Mazk: J255.255. 2560
~
~ i Bfwtp et Gateway: |10.70.16.1 Frame Type: |ETHEHNET [] ﬂ
140 Scanner Configuration:
Master Maodule [(Slot: |Slet 3 140-NDE-771-11 v | ] [Ran I
Health Block [1x/3]: |300030 - 300037 ‘
I Diagnostic Block [F/42)
- Heath | ReP | FReadRef | FeadRef | Read | LastValue | ‘witeRef | ‘witeRef | ‘wiite o =

Slave IF Address | Unit ID Tlrme?ul I?at? M aster Slave Length (Input) bl aster Slave Lergth Description i
1 (107016202 | - 0 30000 1000 406250 406100 B0 Hold Last | = i}
2 [10y016203 | - ] 3000 1000 406350 406100 A0 Hold Lazt | = ]
3 (107016211 | - 0 3000: 1000 406450 406100 B0 Hald Last | = u}
4 (107016222 | - 0 30000 1000 406550 406100 B0 Hold Last | = u}
0 e Eois
E ] e
i | > | B
8 =] sl
3 Il Il
10 | LT |
0 |~ | |~ |
12 |~ | |~ |

lTl Cancel Help

PLC1

Aanpassen configuratie

Upload: voordat configuratie wordt gewijzigd.

Online, met optie 'Change configuration'
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rev |datum getekend:|MJO
wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - PLC2 schaal:[n.v.t.
DWP Welschap C - formaat:(A4
D -
Omschrijving PLC2

PLC --> project --> configurator

PLC2, ethernet definitie
Filtratie

Il Ethernet / I/O Scanner

Ethermet Configuration:
{* Specily IP Address

Ethernet I/O Scanner

Eigen IP adres aanpassen
Ip adressen voor communicatie met overige PLC's aanpassen

Intemet Address: [10.70.16.202 Go

Subnet Magk: ]255. 255.255.0

~
~ Usje B?Dtp Ser\l-'er Gatewayw: |10.70.16.1 Frarme Type: |ETHEHNET [] j
140 Scanner Configuration;
Master Module [Slot); |Slot 3: T40MDE-771-11 | ] ] eme I
Health Block [1:=/2<); | 200090 - 300037 | I
I Diagrostic Block [F/4:):
: Health | Rep | ReadRef | FeadRef | Fead | LastWValue | ‘WiteRef | ‘WiteRef | ‘wiite o =
Slave |P Address | Unit ID T'F“E'?Ut I?at? Master Slave Length [Impuat] bl aster Slave Length Description [
1 (107016201 - ] 3000 1000 406150 406200 B0 Haold Last | =
2 (107016203 | - 0 30000 1000 408350 406200 B0 HoldLast | = 0 Distributie
2 107016211 - 0 30000 1000 406450 406200 B0 HoldLazt | = 0 Proghose
4 1107016222 [ 0 3000 1000 A0ER50 406200 A0 Hold Last [it] 0 Spoeluatervenserking
5 ES ==
E =) il
5 || il
8 L] [Ere)
d L~ | LT |
10 L= e
11 L~ | L
12 L~ | Lx ] -
0] Cancel Help

Upload: voordat configuratie wordt gewijzigd.
Aanpassen configuratie

PLC2

Online, met optie 'Change configuration'
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rev |datum getekend:|MJO
wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - PLC3 schaal:[n.v.t.
DWP Welschap C - formaat:(A4
D -
Omschrijving PLC3

PLC --> project --> configurator

PLC3, ethernet definitie
Opslag & Distributie

Ethernet I/O Scanner

Eigen IP adres aanpassen

Ip adressen voor communicatie met overige PLC's aanpassen

I Ethernet f /O Scanner .EE
Ethernet Configuration:
i+ Specify IP Address Internet Address: | 107016203 Go Subnet Mazk: 1255.255.255.0
~
e Gateway: [10.70.16.1 Frame Type: [ETHERNET I ]
1/0 Scanner Configuration:
Master Moduls [Slot); |Slot 3 T40NOE771-11 =] ] o I
Health Block (1:/3=]) |301000 - 301007 | I
I Diagrostic Block [F/4:):
: Heath | Rep | ReadRef | FReadRef | Fead | LastValue | ‘witeRef | ‘witeRef | Wite o =
Slave IF Address | Unit ID T"r'“e?'-‘t I?ah? M aster Slave Lergth (Input) M aster Slave Length Description [
1 107016200 | - 0 30000 1000 406150 4068300 B0 Hold Last | = 0 "Winning
2 107016202 | - ] 3000 1000 40250 40E300 A0 Hold Lazt | = 0 Zuivering
2 (107016211 - ] 3000 1000 406450 40E300 B0 Hold Last | = 0 Spoelwatervenserking
4 107016222 | - 0 3000 1000 40E0850 406300 B0 Hold Last | = 0 Prognoze
5 =2 s |
£ L= |~ |
5 il il
) Lol sl
3 LT | L |
10 R e
11 L ! [
12 [ieat] [t -
ak. Cancel J Help

Upload: voordat configuratie wordt gewijzigd.
Aanpassen configuratie

PLC3

Online, met optie 'Change configuration'
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rev |datum getekend:|MJO
Wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - PLC11 schaal:|n.v.t.
DWP Welschap C formaat:|A4
D
Omschrijving PLC11

PLC11, ethernet definitie Onbekend of deze PLC nog bestaat of aanwezig is, kan ook prognose PC zijn?

PLC11 5/10



DWP Welschap

rev

datum

01-03-14

Olo|w|>

Element
PLC22

getekend:

MJO

gecontroleerd:

schaal:

n.v.t.

formaat:

A4

Omschrijving

PLC22

PLC22, ethernet definitie
Spoelwaterverwerking

Il Ethernet / IO Scanner

Ethernet Configuration:
&+ Specify IP Address

T UseB

-~

ootp Server

140 Scanner Configuration:
taster Module [Slot]: |SI|:|t 3 140-MNOE-771-11 ﬂ

PLC --> project --> configurator

Ethernet I/O Scanner

Eigen IP adres aanpassen
Ip adressen voor communicatie met overige PLC's aanpassen

Intemet Address: [10.70.16.222 Go

Gateway: |10.70.16.1

Subhet b ask: ]255.255.255.0

Frame Type: [ETHERMET Il

=l

Health Black [1:4/%<): 301000 - 307007 | I
I Diagnostic Block [3=/4:=]:
Health Rey ; ; ; -
Sive P s |0 Toow | R | Pl | Pgdfel | fesd | Latube | wieRel | wieRl | wite Desction
1 [10701e201 | - 0 30000 1000 405150 406500 50 Hold Last | =
2 [10701e202 [+ | 0 3000 1000 405250 406500 50 Hold Last | = | 0 Zuivering
3 |10.7016.203 | - | 0 3000 1000 406350 40500 50 Hold Last | = | 0 Distributie
4 107016211 [t ] 3000 1000 406450 406500 B0 Hald Last [t 0 Spoelwatervenyerking
5] - -
B BEE Bl
I - -
q |t o]
q ==l =l
10 = =
T ~ ~
12 LT | [ 5
Ok, Cancel Help

PLC22

Upload: voordat configuratie wordt gewijzigd.
Aanpassen configuratie

Online, met optie 'Change configuration'
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rev |datum getekend:|MJO
wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - Server applicatie schaal:[n.v.t.
DWP Welschap C - formaat:(A4
D -

Omschrijving

Server applicatie

Modbus TCP driver

4% Modbus TCP/IP Driver Device Definition

Aanpassen IP-adres van iedere PLC

9=

Edit Wiew Utilities Exit Help
E
Device Name IP Metwork Address Index Status Tag Connection Response *Reconnect Tag =
VYariable Timeout [secs] Timeout [secs]
 EISHEE | 10.70.16.201 0 stalus_commu 10 12 “YES
PLC2 10.70.16.202 0 status_commu 10 12 "YES
PLC3 10.70.16.203 0 status_commu 10 12 "YES
PLC22 10.70.16.222 0 status_commu 10 12 "YES
Cancel Enter Exit Mext | Prewv
w
.
Spool Aanpassen IP adres rapportage printer
@3 Print Spooler Information
Edit  Wiew Utilities Exit Help
L)
Device Initialization File Separator Binary On Binary Off Status TAG Message TAG Use OS5 Print =
Sequence Sequence Services
4 10.70.16.150 Printer_2_stat Printer2_msg YES
Cancel | Enter Exit
o
4 | >

Printer wordt gebruikt bij:

Server applicatie

Report generator
Alarm logger, active alarm list

Report generator wordt niet gebruikt voor genereren van rapport, afdrukken wordt derhalve
niet gebruikt

Afdrukken actieve alarm lijst is vanuit applicatie niet mogelijk.

IP-adres aanpassen naar kantoor printer HP-CM6030
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rev |datum getekend:|MJO
Wﬂ f'er A | 01-03-14 Element gecontroleerd:
B Client Builder schaal:|n.v.t.
DWP Welschap C formaat:|A4
D
Omschrijving Client Builder
Ip adressen komen voor in de volgende mimics: menergie

proc_overzicht_netwerk

Search "10.70" (38 hits in 2 files)
D:\FLAPP\welschap\cbproj\Mimic Files\menergie (8 hits)

Line 874: PP,"\'C:\\Program Files\\Internet Explorer\IEXPLORE.EXE\"","HTTP://10.70.16.151","D:\\",0,1,0,0
Line 881: PP,"\'C:\\Program Files\\Internet Explorer\IEXPLORE.EXE\"","HTTP://10.70.16.156","D:\\",0,1,0,0
Line 888: PP,"\'C:\\Program Files\\Internet Explorer\IEXPLORE.EXE\"',"HTTP://10.70.16.154","D:\\",0,1,0,0
Line 895: PP,"\'C:\\Program Files\\Internet Explorer\IEXPLORE.EXE\"","HTTP://10.70.16.155","D:\\",0,1,0,0
Line 902: PP,"\'C:\\Program Files\\Internet Explorer\IEXPLORE.EXE\","HTTP://10.70.16.157","D:\\",0,1,0,0

brabant ﬂfel" datum: tijd: waterproductiebedrijf welschap
's Hertogenbosch Sat 01-03-2014 17:55:25 Vensedijk 7 5657 Ak

(INF Energievoorziening [P] [O]
ﬂ| aAlgemeen | | alarmlijst | |Rappu|’tage| | Trending | ST R | rrintscreen

EQIT-900
0 kvyh
10 k¥ net |
©),
T1 Winning
777 KV A
-
EQIT-903 -~ 1- I I EQIT-201
Metwachter : 0 K .ch * QT1 D kwh
HvO1 ﬁ)
EQIT-902
0 kWh
I— I[ SYG1 | : Zuivering |
I | |
i | EQIT-905 | EQIT-904 EQIT-906
0 kwh | 0 kwh | | | | 0 kwh| | 0 kiwh
|
— | e,
| |
I T-Mobhile || Winning ||| BEKO1 || Algemeen |J| |—{ BK22 |I| Distributie | | KPM | | UPS | | Algemeen |

Opgetreden Apparaat | Variabele | Omschrijving Storing | -‘

D:\FLAPP\welschap\cbproj\Mimic Files\proc_overzicht_netwerk (30 hits)

Line 471: PP,1,102,166,0,0,FONT,3,"SCADA server 10.70.16.140",85,FONT,3,"SCADA server 10.70.16.140",85
Line 471: PP,1,102,166,0,0,FONT,3,"SCADA server 10.70.16.140",85,FONT,3,"SCADA server 10.70.16.140",85
Line 477: ROLE,1,"SCADA server 10.70.16.140",FONT,3,85

Line 488: PP,1,213,169,0,0,FONT,3,"Client PC 1 10.70.16.141",85,FONT,3,"Client PC 1 10.70.16.141",85

Line 488: PP,1,213,169,0,0,FONT,3,"Client PC 1 10.70.16.141",85,FONT,3,"Client PC 1 10.70.16.141",85

Line 494: ROLE,1,"Client PC1 10.70.16.141",FONT,3,85

Line 612: PP,0,466,584,0,0,FONT,3,"10.70.16.202",37,FONT,3,"10.70.16.202",37

Line 612: PP,0,466,584,0,0,FONT,3,"10.70.16.202",37,FONT,3,"10.70.16.202",37

Line 618: ROLE,1,"10.70.16.202",FONT,3,37

Line 629: PP,0,302,584,0,0,FONT,3,"10.70.16.201",37,FONT,3,"10.70.16.201",37

Line 629: PP,0,302,584,0,0,FONT,3,"10.70.16.201",37,FONT,3,"10.70.16.201",37

Line 635: ROLE,1,"10.70.16.201",FONT, 3,37

Line 646: PP,0,618,584,0,0,FONT,3,"10.70.16.203",37,FONT,3,"10.70.16.203",37

Line 646: PP,0,618,584,0,0,FONT,3,"10.70.16.203",37,FONT,3,"10.70.16.203",37
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rev |datum getekend:|MJO
Wﬂ f'er A | 01-03-14 Element gecontroleerd:
B Client Builder schaal:|n.v.t.
DWP Welschap C formaat:|A4
D
Omschrijving Client Builder

Line 652:
Line 709:
Line 709:
Line 715:
Line 880:
Line 880:
Line 886:
Line 936:
Line 936:
Line 942:
Line 970:
Line 970:

ROLE,1,"10.70.16.203" FONT,3,37
PP,1,404,159,0,0,FONT,3,"Rapportprinter 10.70.16.150",85,FONT,3,"Rapportprinter 10.70.16.150",85
PP,1,404,159,0,0,FONT,3,"Rapportprinter 10.70.16.150",85,FONT,3,"Rapportprinter 10.70.16.150",85
ROLE,1,"Rapportprinter 10.70.16.150",FONT,3,85
PP,1,831,163,0,0,FONT,3,"Client PC 2 10.70.16.142",85,FONT,3,"Client PC 2 10.70.16.142",85
PP,1,831,163,0,0,FONT,3,"Client PC 2 10.70.16.142",85,FONT,3,"Client PC 2 10.70.16.142",85
ROLE,1,"Client PC 2 10.70.16.142",FONT, 3,85
PP,0,844,584,0,0,FONT,3,"10.70.16.222",37,FONT,3,"10.70.16.222",37
PP,0,844,584,0,0,FONT,3,"10.70.16.222",37,FONT,3,"10.70.16.222",37
ROLE,1,"10.70.16.222",FONT,3,37
PP,0,640,175,0,0,FONT,3,"10.70.16.131",37,FONT,3,"10.70.16.131",37
PP,0,640,175,0,0,FONT,3,"10.70.16.131",37,FONT,3,"10.70.16.131",37
Line 976: ROLE,1,"10.70.16.131",FONT,3,37
Line 994: PP,"\'C:\\Program Files\\Internet Explorer\\IEXPLORE.EXE\"","HTTP://10.70.16.131","D:\\",0,1,0,0
Line 1407: PP,1,11,296,0,0,FONT,3,"SCADA server 10.70.16.140",85,FONT,3,"SCADA server 10.70.16.140",85
Line 1407: PP,1,11,296,0,0,FONT,3,"SCADA server 10.70.16.140",85,FONT,3,"SCADA server 10.70.16.140",85

Waterproductiebedrijf Welschap

Huidige gebruiker: No_user

brabant

daturm;
Sat 01-03-2014

PLC Overzicht

rfer

's Hertogenbosch

tijd:
17:55: 32

[P] [s]

oy

Waterproductiebedrijf Welschap
VYensedijk 7 5657 Al

E| Algemeen | | Alarmilijst | |Rapp|:|rtal_:|e| | Trending |

_ | Plc overz. | |Printscreen|

Rapportprinter
10.70.16.150

Yokogavra
10.70.16.131

SCADA server
10.70.16. 140

Client PC 1
10.70.16.141

Switch

Client PC 2
10.70.16.142

BT

Centrale Prognose |
Server |
| |

—Jsesss0esss0ss0e]
Switch |

il

10.70.16.203
Opslag & distributie

| storing BKD3 |

R

10.70.16.201
winning

| storing BKO1 |

10.70.16.202
Filtzatie
| storing BkD2 |

| metwerk PLC1 |

| Netwerk PLC2 |

| Netwerk PLC3 | | storing Bk21 |

| Netwerk PLC22 | | storing Bk22 |

PLC 22

Wil

10.70.16.222

Spoelwater
verwrerking

| storing BKO1 |

Opgetreden | Apparaat | Variabele Omschrijving Storing

g

|

Client Builder
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rev |datum getekend:|MJO
Wﬂ f'er A | 01-03-14 Element gecontroleerd:
B - report schaal:|n.v.t.
DWP Welschap C formaat:|A4
D
Omschrijving report

System configuration verwijderen onnodige debug en -t arguments.
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