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INTRODUCTION

This documents describes the design for a FactoryLink 7 protocol driver for the BESBAS project of Schiphol. A FactoryLink application communicates with one or more BAS sub-control systems over TCP/IP. 
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Figure 1.1 Communication between FL 7 and BAS control system. XE "Produktie" 
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1 BAS Control subsystems XE "Systeemopzet" 
1.1 Protocol driver

The communication between FactoryLink 7 and the BAS Control subsystems is realized with a ‘standard’ driver task. The protocol to communicate with the subsystems is described in document [BAS_IRS], and implemented in a FactoryLink task to realize a native interface to the subsystems inside the a FactoryLink application.

A standard FactoryLink task is configured with the Configuration Explorer, if desired configuration of a task can be made part of an Application object.

The name of the FactoryLink task is: IM_BAS. This is name is used to by the task itself to register with the FactoryLink kernel. A description of where and how the task name is used by the application developer can be found in the manual of the IM_BAS driver or in the release notes.

  The im_bas task must be entered in the FactoryLink Configuration Manager 

  (FLCM) System Configuration table. An entry of an existing task which 

  will not be used at run-time can be overwritten or a new entry can be 

  made with as a minimum the following data:

    Task Name   Description   ....                      Executable File

    IM_BAS      Wizard InfoSys IM-BAS driver            bin/im_bas

  The Task Name and Executable File name are fixed and should not be alter-

  ed by the user.

The communication protocol is based on TCP/IP and implemented with Winsock 2. A FactoryLink application is referred as an Installation Management System is the documentation from Schiphol. Three different type of communication are defined.
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Figure 1.1Communication between FL and BAS control susbsystem.

Control information: These are commands and parameters send to the BAS control subsystem, for the driver this will be ‘writes’. Reading the parameters from the subsystem is a ‘read’ for the driver.

Status information: These are system status and statistics reported by the subsystem, on request of the driver. The driver performs a ‘read’ operation to retrieve the values.

Exception information: The subsystem send exception messages to the driver whenever there is an exception monitored by the installation management. For the driver these kind of messages are ‘unsolicited receives’

1.1.1 Connections

The protocol driver only accepts connections at TCP/IP level from one or more subsystems, it will never try to connect to a subsystem. The port number to use, to listen for connections is: 7366.

There can be more then one network in card present in the system, the driver will use DNS facilities to bind the connection to a specified card. 

After establishing a connection at TCP/IP level, the subsystem will send a life sign, included in this life sign is a subsystem identifier, this identifier is unique for the complete system. After receiving the life sign, the identification of the remote subsystem is known, and a connection at application level is present.

It is possible to retrieve the IP-address and the name of the remote station for a TCP/IP connection. This information is not used by the driver, mainly because there can be more then one subsystem reside in one remote system. The remote system can be a PC with hosts two or more subsystems.

1.1.2 Redundancy

The FactoryLink system is redundant, and has at least two separate network cards. A subsystem connects to both servers, but only the active server responds to life signs. The application, with the help of the VRN task determines which of the two servers is active, and which one is standby. In case a server does not respond on the life signs, the connection with this server is disconnected, first on application level and next on TCP/IP level. The standby server needs the life sign from the subsystem to determine the subsystem id number. This number is part of the life sign message.

1.1.3 Threads

The protocol driver start a thread for every device or subsystem, in context of the driver a subsystem is called a device. One thread for every device is needed to perform the ‘read’ and ‘write’ commands, in combination with IMX this thread will wait for any read or write command. A second thread for every device is needed to receive and respond to exception messages, ‘unsolicited receives’.

The total number of threads for the device will be: 2 * number of devices + 2. There is a thread for reading the commands from the mailbox assigned to the driver. This mailbox is filled with commands for the driver, these commands are generated by the IO-translator task, the main thread will dispatch these commands to the read/write threads of every device. A second thread is needed to set out a listen for connection requests ,if a connection request is received and accepted, a new thread is started. This thread will be used for the unsolicited receives, only after receiving the first life-sign the subsystem id is known and device information (stored in memory) is associated with the thread. After the life sign the thread for read/write commands is also associated with the device information.

The logical order of starting and creating threads is as follows:

1. Task is started, one thread present. Configuration data is loaded, among it are the device definitions.

2. For every device a thread for the read/write commands is started (IMX).

3. A listen thread is started for accepting connections.

4. After accepting a connection, a thread is started for any ‘unsolicited receive’ functionality, and the thread is associated with the device information after receiving a life-sign. Also the read/write thread is associated with this device information.

5. On error, or stopping of the task, life signs are not answered, TCP/IP connection is closed.

6. On changes from standby to normal or vice verse, the answering to life signs starts or vice versa is stopped. TCP/IP are not closed when going from normal to standby.
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Figure 1.2 States of the driver task.

The driver task has three states: inactive, standby and normal. The inactive state represents a driver which is not active at all. Starting the task will load the configuration and change the state from inactive to standby. If the driver is set to operate in normal mode the state change from standby to normal occurs, this starts with responding to life signs.

Configuration with the Configuration explorer

The protocl driver is configured as a normal FactoryLink task, that is with the configuration explorer. For the IM_BAS driver there is an entry ‘IM-BAS Protocol Driver’ in the drivers section, see the figure below.
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Figure 1.3 Configuration explorer with IM-BAS driver entry.

For the configuration environment several text files are provided:


Im_bas.ac
Configuration table definition


Imbas_ac.txt
Language translation file for im_bas.ac

Im_bas.hlp
Help file for the configuration tables when used in de configuration explorer or FLCM.


Imbasmsg.key
Selection file for the message type


Imbasdat.key
Selection file for the data type of the message


Im_bas.ctg
Configuration table definition, used to load the configuration on startup of the driver.


Im_bas.rtm
Defines the online-restart behavior of the task

1.1.4 AC File

The AC defines the layout and fields wich are present in the Configuration explorer, the configuration has three tables, and two entries in the ‘IM-BAS Protocl Driver’ section. The three tables are:

IM-BAS Mailbox definition

IM-BAS Device definition

IM-BAS Dataset definition

The table ‘IM-BAS Dataset definition’ is a sub table from ‘IM-BAS Device definition’.

IM-BAS Mailbox definition

This table only needs one entry to be configured, it defines some global settings for the driver. 

The mailbox in which read and write commands are written by a IO-translator (and rad by the driver itself). 

The local port number to which every subsystem connects.

A Subsystem id, which is used in commands send to subsystems to identify the FL-application as an unique IM-station in the total (network) system.

A local address to specify the network card in the system to use, DNS is used to resolve the name to a IP-address. The driver supports only specific binding to one local address, if no name is specified, a listen is set out on every local IP-address.

A digital or analog tag for setting the driver state to standby, the driver is in standby state if a tag name is entered in the field and the tag value is not zero.
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Figure 1.4 IM-BAS Mailbox definition.

IM-BAS Device definition

This table defines all the subsystems from which connection request are accepted. Acceptation of a con​nec​tion is defined as connected on TCP/IP and application level. 

If there is a subsystem trying to connect, but not defined in this table, the TCP/IP connection is accepted, but life-signs are not returned to the subsystems. By accepting the connection on TCP/IP level the request coming from the subsystem will be at intervals with a minimum of the timeout for connection loss (defined in the subsystems). 

For every subsystem or device (as it is called in context of the driver) several settings are defined in this table.

A logical device name, only used in FactoryLink for referencing the subsystem with a logical user defined name. This name is used to select the datasets for this device from table behind this table.

The subsystem id is used to uniquely identify the subsystem on the network. Only after acceptation of the TCP/IP connection and reception of the first life-sign, the relation between connection and device is known.

The alive time in seconds is used to determine when an connection on application level is lost. The connection on application level is lost when the time between two life sign exceeds the given value, and there still is a connection on TCP/IP level.

The actual state of the connection is stored as a tag value in the real time database of FactoryLink. The tag type can be digital, analog or message, the values for the tag are defined in the next table. The string-values for the message tag are defined in the task translation file: im_bas.txt.

	Action
	Digital tag
	Analog tag
	Message tag

	Listening for TCP/IP connection
	0
	0
	Listening

	TCP/IP connection accepted
	0
	0
	Listening

	Life sign received
	1
	1
	Connected

	Disconnecting
	0
	2
	Disconnecting


The status tag represents the status of the device, and reports the last error on the device, if there has been no error the value will be zero. Default an analog tag is used, the user may specify a digital tag. For a digital tag every error is represented with ‘ON’. The user may set the value zero to indicate the error is processed, and finds a new error whenever the value is no longer equal to zero. The tag can be used as a trigger, every error code is forced written to the status tag.

For every functionality of the device: read, write and receive there is a disable tag, these are digital tags. A defined tag and tag value of ‘ON’ will disable the functionality. For a disabled functionality the commands (read or write) are no longer performed, or for a receive the data is not send to the IO-xlator. Connections on application are however maintained, life signs will be answered, and any received data will be acknowledged.
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Figure 1.5 IM-BAS Device definition.

IM-BAS Dataset definition

The dataset definition defines the datasets for every device (or subsystem). A dataset is a contiguous data area in the device. And is identified with its type, start and length. 

The IO-Translator mailbox defines the IO-Translator to use for this data set. The maximum number of messages in this mailbox at any given time before the driver stops writing messages into the mailbox is defined in the ini-file. 

The dataset tag is a digital tag used to identify the dataset, the same data set tag will be present in the configuration for the IO-Translator. The user is responsible for defining a unique tag name for every data set.
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Figure 1.6 IM-BAS Dataset definition.

The message defines the type of a data set, all the type are defined in the key file: imbasmsg.key. In combination with the data type a unique data area in the subsystem is defined, the data types are defined in the key file: imbasdat.key.

* Copyright 2002 RLD Automation. All Rights Reserved

* imbasmsg.key - Supported types of datasets

* CODE    NUMBER

*  LIFESIGN       | 00 | LIFESIGN           *Life sign

  COMMAND        | 10 | COMMAND            *Command

  PARAMETER      | 20 | PARAMETER          *Parameter

  STATUS         | 30 | STATUS             *Status information

  STATINFO       | 40 | STATINFO           *Statistical information, no erase

  STATINFO-DEL   | 50 | STATINFO-DEL       *Statistical information, with erase

  EXCEPTION      | 60 | EXCEPTION          *Exception information

* Copyright 2002 RLD Automation. All Rights Reserved

* imbasdat.key - Supported types of data

* CODE    NUMBER

  IGNORE         |  0 | IGNORE             *Data type not specified

  BOOLEAN        |  0 | BOOLEAN            *Data are boolean values

  INTEGER        |  1 | INTEGER            *Data are integer values

  LONG           |  2 | LONG               *Data are long values

  REAL           |  3 | REAL               *Data are real values

  STRING         |  4 | STRING             *Data are strings

The start address will be the first address of the dataset, the length is specified with the length field. The type of a variable is defined with the message type in combination with the data type. In the next table an overview of the data sets is given. For the function column the following characters are used:

R – for read functionality

W – for write functionality

U – unsollicitted receive functionality

The type for the variable is a standard type defined in C/C++.

	Message type
	Function
	Start
	Length
	Variable type

	Command
	W
	0
	Subsystem dependent
	Boolean

	Parameter-Bool
	RW
	0
	Subsystem dependent
	Boolean, Short, Long, Double or String (with fixed length of 20)

	Status
	R
	0
	-1, subsystem dependent
	Boolean

	StatInfo
	R
	0
	-1, subsystem dependent
	Boolean, Short, Long, Double or String (with fixed length of 20)

	StatInfo-Del
	R
	0
	-1, subsystem dependent, erase indicator is set to true
	Boolean, Short, Long, Double or String (with fixed length of 20)

	Exception
	U
	0
	4, -1: Length is defined in ini-file and internally replaced with this value.

0 Time stamp;

1 Equipmqnt code;

2 Exception level (byte);

3 Descripton (50 characters)
	4 variables of different type


For the exception messages the data type field is not used, the exception message consists out of four data fields. All these fields are sent to the IO-translator task as a string, but with different lengths. The length of these strings is however fixed, for every message the strings have the same length.

1.1.5 INI File

The ini-file for the task is named im_bas.ini and is located in the FactoryLink ‘bin’ directory. This location makes the settings in this file system wide, and not application settings. Note that this file is not saved in an application save file! It should be reviewed if the target system differs from the development system.

*Debug section

*The level 1..4 is defined with DebugLevel. 

*Seperate logging to file is requested with Log2File

[Debug]

DebugLevel=2

Log2File=1

*Task section

*A task can be forced to use polling mode with Polling,

*this is the opposite of event based.

*The polltime is a value in millseconds the task will

*sleep before a new search for command is done

*A protocol driver normally uses two task id's to exchange data

*with the FL kernel, if desired this setting can be overruled

*with the key Driver2Ids set to zero, the task switchs (automatically)

*to forced polling mode.

[Task]

Polling=0

PollTime=5

Driver2Ids=0

*Translator section

*This section is only used by protool drivers, it defines

*the absolute maximum number of messages there can be in 

*a mailbox read by a translator.

[Translator]

MaxMessage=1000

*Protocol section

*Oly used by drivers, and is protocol dependent, see the 

*manual of the driver.

[Protocol]

Source=IM

Destination=BC

*Terminator is specified as hex number

Terminator=A

Version=02

LifeSeq=00

*Exception message have a fixed length in addresses and bytes

ExceptionLength=4

ExceptionByteLength0=2

ExceptionByteLength1=2

ExceptionByteLength2=1

ExceptionByteLength3=50
1.1.6 CTG File

The ctg-file is used to translate the entries in the configuration tables to binary ct-files, these ct-files are used by the driver to load the configuration on start-up.

1.1.7 RTM File

The rtm-files is used to specify the task behavior during an online-restart. The behavior can be ‘starting and stopping’ or ‘smoothly reloading the configuration’. The driver smoothly reloads its configuration, in doing so it will close all connections with subsystems, reload the configuration and wait for connection requests from the subsystems.

Installation

The installation package used for installing the driver is: Inno Setup. This is a freeware installer, configured with a script file. In order to use its extended features the version from Martijn Laan is used, which incorporates Pascal scripting language.
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Figure 1.7 Installation wizard

Logging

The task is capable of logging data: to screen, to file and to the event viewer log. All the three options are set by settings in the ini file.

* Debug section

* The level 1..4 is defined with DebugLevel. 

* Seperate logging to file is requested with Log2File

* Seperate logging to the event viewer is requested with Log2EventViewer

[Debug]

DebugLevel=4

Log2File=1

Log2EventViewer=1

Raising the debug level from zero to a value of 1.. 4 enables the logging to the screen, additional the logging to a plain text file (Log2File) or the event viewer (Log2EventViewer) can be enabled.

Logging to the event viewer enables control about the file size used for logging. The plain text file has no option to limit its size, every time the task starts an empty log file is created. During the time the taks is running the file will grow with every message logged.

The logdata written to the log file and the event viewer is the same, and corresponds with the data logged to the command prompt. For the event viewer the data is logged in the ‘Application log’.
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The text-messages used for logging are translated with the task’s translation file: msg\en\im_bas.txt for the English version.

2 Implementation

2.1 Listen thread

The listen thread is started when the main thread has completed loading the configuration from the ‘ct’ file. This thread remains active until the task stops. Most important structure of the thread is the socket used for listening to incoming connections. The thread will exit when this socket is shutdown and the task is stopping..

If there is an incoming connection, a new receive thread is started. A reference to the receive socket for this thread is stored in a pointer array. Stopping the task will cause the main thread to close all these sockets. If a socket is closed and the task is stopping the receive thread finds an error on the receive socket and will exit. Just before exiting, the thread will remove it’s socket reference from the (global) receive socket pointer array. The main thread now knows that all receive threads have stopped, if there are no more elements in the socket pointer array.

The receive threads are not destroyed by the main thread, therefore the ‘autodelete’ flag for these threads is set to true. They will destroy and cleanup themselves with their destructor function.

    //evaluate the connection and start a receive thread

    CWinThread *m_RxThread = new CWinThread( ReceiveThreadFunction, (void *)tmp);

    if (m_RxThread == NULL)

    {

      delete tmp;

      error = ERR_RX_THREAD_CREATION;

      continue;

    }

    //auto clean up

    m_RxThread->m_bAutoDelete = true;

    //register socket in array

    driver->AddReceiveSocket( tmp->sock);

    //start the thread

    m_RxThread->CreateThread();

To accept a connection the next function calls are done:

1. Just once: create a listen socket

2. Just once, bind the socket to a local address

3. Set out a listen command

4. Wait for an acceptation

5. Start a receive thread for the connection, and go back to step 3.

Read/write thread

The read/write thread is started by the imx-library. Only one thread is started for the reads and writes, there is only one connection for every subsystem. The imx-library defaults to three threads for a subsystem: read, write and receive, but the is assumed there are three (independent) connections.

The IM-BAS driver has only on connection for every subsystem. The receive thread will wait for incoming data, if there is incoming data the data is checked for a message. If a valid message is found a response is send to the IO translator task. 

Read and write commands are handled the following way: read and write requests are send to the IM-BAS driver, by the IO translator task. To perform a read or write the thread always sends a message to the subsystem. Next the subsystem is marked for waiting for a reply, a semaphore is signaled. The thread now will wait (2 * Alive timeout) for the semaphore to raise. Is the semaphore not raised in the time-interval, the thread raises the semaphore and sends a completion with error to the IO translator task.

If the subsystem send a valid response, the receive thread will evaluate the message and the data, and send a massage to the IO-translator task. If the dataset involved is marked for reading or writing, the semaphore associated with the subsystem and read or write is raised.

If the driver is in the standby mode, all commands from the IO-translator are immediatelly rejected, they complete with an error (reported by the translator task).
There are messages with data that are to long to send in one message, for the driver it are the ‘write’ messages for data types real and string. If the length of the dataset is long enough the message cannot be send in one packet. For example: 80 string values require a data length of: 80 * (20 + 5) = 2000, according to the protocol the maximum length of the data can be 999. So in this example the data is send with three packets, each of them having less then 999 data bytes. A request for 80 statistical strings will generate the same overflow of data. 

To eliminate this problem the driver will not send or request for data with more then 999 bytes. If a dataset exceeds the limit of 999 bytes, the data is sent in more then one packet, or the request is split over several requests, so there will be no need for the TM to exceed the limit or split a response over several packets.

If a request or write command is split into several packets, these packets are send one by one, but without waiting for the individual replies. After sending the receive-thread will wait for the same number of replies as packets send. After all (expected) replies are received a completion (for requests with data) is sned to th eIO-translator, note that this is just one completion!

The read/write thread send data on TCP/IP level and the receive thread receives data on TCP/IP level. To write data bytes the ‘send’ function is used, the receive thread uses the ‘select’ function to determine if there is data ready to receive, actually receiving data is done with the function ‘recv’. The functions ‘recv’ and ‘send’ should not executed at the same time in different threads and use the same socket. If executed at the same time the ‘recv’ function will never return, even if there is data. To guarantee that the functions are never executed at the same time, a semaphore is used grant exclusive access to the ‘recv’ or ‘send’ function. The semaphore is part of the device object.

2.1.1 String data

String data has a fixed length of 20 character according to the IM-BAS protocol, normally they are left justified, and padded with spaces from the right up to the 20 characters. Left justified and padding with spaces is common for all string data. 

In the ini-file of the task the trimming of strings is defined as global for the task. There are four options:

1. No trimming at all, all spaces used for padding are preserved.

2. Default trimming, that is trim the string on the right and remove trailing spaces.

3. Trimming the string on left, removing leading spaces.

4. Trim the string on the left and the right side.

The settings can be found in the ini-file in the section: [protocol]

* Trimming of strings, remove leading and/or trailing spaces

StringTrimLeft=0

StringTrimRight=1

StringTrimBothSides=0
2.1.2 Time conversion exception message

In the exception message the time of the exception is present this time is the UTC-time. The ini-file has in the [protocol] section a key to convert exception times to local times. This conversion is done prior to sending the data to the IO-translator.

* Exception messages, time conversion: local or UTC

ExceptionUseLocalTime=1
2.1.2.1 Local Time

While the system uses UTC-based time internally, your applications will generally display the local time — the date and time of day for your time zone. Therefore, to ensure correct results, you must be aware of whether a function expects to receive a UTC-based time or a local time, and whether the function returns a UTC-based time or a local time. 

The current time-zone settings control how the system converts between UTC and local time. You can retrieve the current time-zone settings by using the GetTimeZoneInformation function. The function copies the result to a TIME_ZONE_INFORMATION structure and returns a value indicating whether local time is currently in standard time or daylight saving time. You can set the time-zone settings by using the SetTimeZoneInformation function.

To retrieve the local time, use the GetLocalTime function. GetLocalTime converts the system time to a local time based on the current time-zone settings and copies the result to a SYSTEMTIME structure. You can set the system time by using the SetLocalTime function. SetLocalTime assumes you have specified a local time and converts to UTC before setting the system time. 

Windows NT/2000/XP: When you call SetLocalTime, the system uses the current time zone information, including the daylight saving time setting, to perform the conversion. Note that the system uses the daylight saving time setting of the current time, not the new time you are setting. Therefore, to ensure the correct result, call SetLocalTime a second time, now that the first call has updated the daylight saving time setting. 

To convert a UTC-based time to a local time, use the SystemTimeToTzSpecificLocalTime function. To convert a local time to a UTC-based time, use the TzSpecificLocalTimeToSystemTime function. 

2.1.2.2 SystemTimeToTzSpecificLocalTime

The SystemTimeToTzSpecificLocalTime function converts a time in Coordinated Universal Time (UTC) to a specified time zone's corresponding local time.

BOOL SystemTimeToTzSpecificLocalTime(

  LPTIME_ZONE_INFORMATION lpTimeZone <>, // time zone

  LPSYSTEMTIME lpUniversalTime <>,       // universal time

  LPSYSTEMTIME lpLocalTime <>            // local time

);
Parameters

lpTimeZone 

[in] Pointer to a TIME_ZONE_INFORMATION structure that specifies the time zone of interest. 

If lpTimeZone is NULL, the function uses the currently active time zone. 

lpUniversalTime 

[in] Pointer to a SYSTEMTIME structure that specifies a UTC. The function converts this universal time to the specified time zone's corresponding local time. 

lpLocalTime 

[out] Pointer to a SYSTEMTIME structure that receives the local time information. 

Return Values

If the function succeeds, the return value is nonzero, and the function sets the members of the SYSTEMTIME structure pointed to by lpLocalTime to the appropriate local time values.

If the function fails, the return value is zero. To get extended error information, call GetLastError.

2.1.2.3 SYSTEMTIME

The SYSTEMTIME structure represents a date and time using individual members for the month, day, year, weekday, hour, minute, second, and millisecond. 

typedef struct _SYSTEMTIME { 

    WORD wYear <>; 

    WORD wMonth <>; 

    WORD wDayOfWeek <>; 

    WORD wDay <>; 

    WORD wHour <>; 

    WORD wMinute <>; 

    WORD wSecond <>; 

    WORD wMilliseconds <>; 

} SYSTEMTIME, *PSYSTEMTIME; 

Members

wYear 

Specifies the current year. The year must be greater than 1601. 

Windows XP: The year cannot be greater than 30827. 

wMonth 

Specifies the current month; January = 1, February = 2, and so on. 

wDayOfWeek 

Specifies the current day of the week; Sunday = 0, Monday = 1, and so on. 

wDay 

Specifies the current day of the month. 

wHour 

Specifies the current hour. 

wMinute 

Specifies the current minute. 

wSecond 

Specifies the current second. 

wMilliseconds 

Specifies the current millisecond. 

Receive thread

The receive thread is started when there is a TCP/IP connection with the subsystem. Internally the driver has for every configured susbsystem a data-record. The data record is not yet associated with the thread when this thread is created. The correct data record is associated wit the thread after recption of the first lif sign of the subsystem. The life sign message includes a subsystem id, which is defined as an unique identifier of two characters. Only when this identifier is received the driver is able to locate the correct device-record in its internal data. Schiphol is responsible for defining the identifiers.

If the driver is in the standby mode, the first life sign is received and used to associate subsystem data with the thread. In standby mode life signs are not responded, and other messages are not processed, no reply is sent to either a subsystem or the IO-translator.

To exit the thread: cleanup internal data and release memory allocated for parameter of thread-function. The main thread allocates this memory for the parameter, but never uses the parameter and will not release the memory, this should be done by the thread itself, just before exiting. 

The main thread counts the number of sockets used for recieve threads, before exiting the receive thread should update this count, to allow the main thread to shutdown gracefully. The main thread will wait for the receive threads to end, it does dit by waiting for the socket count to go to zero.

      //disconnect and exit thread

      closesocket( ConnData->sock);

      //update socket count in main thread

      int idx = device->GetDriver()->FindReceiveSocket( ConnData->sock);

      device->GetDriver()->RemoveReceiveSocket( idx);

      //mark socket as invalid

      device->SetSocket( INVALID_SOCKET); 

      //exit the receive thread if the connection is lost

      //free the memory from the connection data

      delete pParam;

3 Class definitions

3.1 class CDatasetObject xe "CDatasetObject" \i
  tc "CDatasetObject" \l 3
class CDatasetObject  : public CObject;

Public Constructors  
CDatasetObject(CT_DATASET* ct ,MyFlTask* task ) ;
virtual ~CDatasetObject() ;
Public Members
  
struct _imxdata* GetImxData() ;
IMXDS* GetImxDataset() ;
unsigned short GetLength() ;
CString GetName() ;
unsigned short GetStart() ;
unsigned short GetType() ;
void SetImxData(int (* imx_func ) ( void*, VAL ) ,void* data ) ;
void SetImxDataset(IMXDS* ImxDs ) ;
Public Data
  
FlTag DataSetTag 

FlTag IOxMailboxTag 

MyFlTask* theTask 

Private Data  
IMXDS* ImxDataset 

unsigned short Length 

CString Name 

unsigned short Start 

unsigned short Type 

struct _imxdata idata 

class CDeviceObject xe "CDeviceObject" \i
  tc "CDeviceObject" \l 3
class CDeviceObject  : public CObject;

Public Constructors  
CDeviceObject(CT_DEVICE* ct ,MyFlTask* task ) ;
virtual ~CDeviceObject() ;
Public Members
  
void AddDataSet(CDatasetObject* dataset ) ;
void ClearBuffer() ;
unsigned short GetAliveTime() ;
char* GetBuffer(int iFunction ) ;
int GetCmdPending(int fnc ,int msec  = 0) ;
IMXDS* GetCurrentImxDataset() ;
CDatasetObject* GetDataSet(int index ) ;
int GetDatasetCount() ;
CDriverObject* GetDriver() ;
CString GetName() ;
FLMSG* GetRegistrationBuffer() ;
int GetSequenceNr() ;
SOCKET GetSocket() ;
CString GetSubId() ;
time_t GetTime(BOOL diff  = 0) ;
int IncSequenceNr() ;
int IsConnected() ;
void Read(IMXDS* ds ) ;
Perform a read operation on the device for the specified dataset. After reading the data, the result being data or an error code is sent to the IO-xlator task.

Parameters: ds - The IMX dataset for which a read operation is performed.

void RemoveAllDatasets() ;
void SetCmdPending(int fnc ,int pending ) ;
void SetDriver(CDriverObject* driver ) ;
void SetSocket(SOCKET sock ) ;
void SetTime() ;
void UpdateConnection(int state ) ;
void Write(IMXDS* ds ) ;
Perform a write operation on the device for the specified dataset. After writing the data, the result success or an error code is sent to the IO-xlator task.

Parameters: ds - The IMX dataset for which a write operation is performed.

Public Data
  
FlTag ConnectionTag 

IMX_DEVICE* ImxDevice 

FlTag ReadDisableTag 

FlTag ReceiveDisableTag 

FlTag StatusTag 

FlTag WriteDisableTag 

IMXDS* m_sImxDs 

MyFlTask* theTask 

Private Data  
unsigned short AliveTime 

char Buffer [ IMX_MT_RCV + 1 ] [ IMX_BUFFER_SIZE ] 

CDatasetObjectArray Datasets 

CString Name 

char RegistrationBuffer [ RX_MAILBOX_SIZE ] 

FLMSG RegistrationMsg 

CString SubId 

int m_iConnected 

int m_iSequence 

CDriverObject* m_oDriver 

SOCKET m_sSock 

HANDLE m_semFunc [ IMX_MT_RCV + 1 ] 

time_t m_tTime 

class CDriverObject xe "CDriverObject" \i
  tc "CDriverObject" \l 3
class CDriverObject  : public CObject;

Public Constructors  
CDriverObject(CT_DRIVER* ct ,MyFlTask* task ) ;
virtual ~CDriverObject() ;
Public Members
  
int AddReceiveSocket(SOCKET sock ) ;
void CloseListenSocket() ;
int CreateListenSocket() ;
Create a listen socket for the driver, all connections are accepted on this socket. The creation of the socket includes the following: socket creation for TCP/IP, setting the options for shutdown

Parameters:

Returns: The function returns an error (not equal to zero) or success as a zero value.

int FindReceiveSocket(SOCKET sock ) ;
CString GetIP() ;
struct _imxdata* GetImxData() ;
SOCKET GetListenSocket() ;
unsigned short GetLocalPort() ;
int GetReceiveSocketCount() ;
CString GetSubId() ;
void RemoveReceiveSocket(int idx ) ;
void SetImxData(int (* imx_func ) ( void*, VAL ) ,void* data ) ;
Public Data
  
FlTag MailboxTag 

FlTag StandbyTag 

MyFlTask* theTask 

Private Data  
CString LocalIP 

unsigned short LocalPort 

CString SubId 

struct _imxdata idata 

CArray< SOCKET,  SOCKET> m_aRecvSockets 

SOCKET m_sListen 

class MyFlTask xe "MyFlTask" \i
  tc "MyFlTask" \l 3
class MyFlTask  : public FlTask;

Public Constructors  
MyFlTask(char* Name ,char* Desc ) ;
MyFlTask::MyFlTask( char *Name, char *Desc)

~MyFlTask() ;
Public Members
  
void CTload() ;
void MyFlTask::CTload()

void CancelListening() ;
Calling this function will send a stop request to the thread, which is listening for connection requests from BAS control subsystems. The function will block untill the thread has ended.

Parameters:

int DeviceCount() ;
void ExitApplication(char* Xlate ,... ) ;
void MyFlTask::ExitApplication()

Something serious went wrong......, just exit application right now.

CDeviceObject* GetDevice(int idx ) ;
int GetMaxIoxMbxMessages() ;
void ImBasBuildHeader(char* buffer ,

CDeviceObject* device ,

int* datalen ,

int type ) ;
Build header strucuture for message with device settings for the specified message type

Parameters: buffer - Pointer to buffer to fill with header, the header length is 15 bytes, user needs to supply a buffer which is large enough. device - Pointe rto device object, settings for the header are stored on the device object. datalen - This is an integer telling how many databytes will be included in the message.

int ImBasCheckRxBuffer(char* buffer ,

int MsgLength ,

int MsgType ) ;
Check the given message for protocol errors, message up to the given length is check for errors.

Parameters: *buffer - Buffer in which the received data si stored, this data is checked for protocol errors. MsgLength - The full lenght of th emessage, or the length of the buffer to check for protocol errors. MsgType - The message type of the received data, the data is check if it con- tains the same message type identification.

Returns: If there are no protocol errors found in 'buffer' zero is returned, otherwise an error code is returned.

int ImBasData2Imx(char* buffer ,IMXDS* ds ) ;
Im bas to imx data conversie.

*buffer - pointer to databuffer.

*ds - pointer to an imx dataset structure.

Returns: Error code, or success as a zero value.

int ImBasGetDataLength(char* buf ,int length ) ;
Retrieve the datalength from the data buffer

Parameters:

CString ImBasGetDestination() ;
int ImBasGetExceptionByteSize(int idx ) ;
int ImBasGetExceptionLength() ;
CString ImBasGetLifeSignSeq() ;
CString ImBasGetProtocolVersion() ;
CString ImBasGetSource() ;
CString ImBasGetSystemId(char* buf ,int length ) ;
Retrieve system id form data buffer

Parameters:

int ImBasGetTerminator() ;
int ImBasGetType(char* buf ,int length ) ;
Retrieve the message type from the data buffer

Parameters:

int ImBasImx2Data(char* buffer ,

int type ,

int start ,

int* length ,

IMXDS* ds ) ;
Convert Imx data to dat strucutres used in the IM-BAS protocol. If the conversion fails, e.g the requested message type is not implemented in the protocol, a value of -1 is returned. Otherwise the length in bytes of the data buffer is returned.

Parameters: buffer - pointer to a data buffer i which the message is stored. type - The type of the message to convert start - Start address of the data length - umber of addresses to read/write.

Returns: The number of bytes which are in the buffer ready for sending on the network. If this value is -1, an error has occured, and one should not send the message.

int ImBasMaxLength(int type ) ;
Calculate the maximum length of a message, for which the response size will less then 999 data bytes.

Parameters:

int ImBasRecvMessage(SOCKET sock ,

char* buffer ,

int* type ) ;
Receive a message on the specified socket. Receiving a message starts with receiving a header of 15 bytes, if the strucutur of these 15 bytes is recognized as a header, the additional data is read followed by the message terminator

Parameters: sock - the socket for which a message will be received. buffer - Character buffer, define dby the caller, to hold the complete message, including header and terminator. type - Ouput parameter, in case a message is received this parameter is filled with message type. The parameter is an integer pointer

Returns: The function returns with a message or an error code. the return value is zero for success and is the error number if there is a failure. a failure indicates an error on Winsock level, the receive failed. Normally this is caused by the remote partner who closed the connection, or an in- ternal stop request, which caused the socket to close.

int ImBasSendMessage(CDeviceObject* device ,

char* buffer ,

int type ) ;
Send a message to the remote station

Parameters:

int ImBasUseLocalTime() ;
void ImxSend(IMXDS* ds ) ;
Send an response to the translator, use our own defined task id(s), overrule the one defined with imx.

Parameters: *ds - Pointer to an IMXDS structure, which is the currently processed dataset.

void ImxSendError(IMXDS* ds ,

int func ,

int code ) ;
Send an error response to the translator, use our own defined task id(s), overrule th eone defined with imx.

Parameters: *ds - Pointer to an IMXDS structure, which is the currently processed dataset. func - Functionality on the dataset which reported an error code - error code for the failed functionality.

BOOL ReadSettings() ;
void MyFlTask::Registration()

Read settings from the task ini file and store the values in the task object.

virtual void Starting() ;
void MyFlTask::Starting()

Application is starting, initialise our interface with FactoryLink.

BOOL StopListening() ;
virtual void Stopping() ;
void MyFlTask::Stopping()

static unsigned int MyListenThread(LPVOID pParam ) ;
Listen thread for accepting requests.

Parameters:

static int ReadThreadFunction(IMX_DEVICE* ImxDevice ,int function ) ;
Description: Thread function for the 'read' and 'write' functionality of the driver. The thread receives commands from an IO-translator, the imx-library is used to receive these commands. The command is dispatched to the appropiate function of the device: read or write. the imx-library delivers an imx-dataset with the command, this datasets belongs to a device.

*ImxDevice - Pointer to imx device structure, this strucuture is defined in the imx-library.

function - functionality of the thread: read (FNC_READ) or write (FNC_WRITE).

Returns: on exit of the thread zero is returned.

static unsigned int ReceiveThreadFunction(LPVOID pParam ) ;
Thread function for the 'receive' functionality of the driver. The parameters passed with this function identify a connection with a re- mote subsystem. We have to wait for the first alive sign before we can identify the subsystem and search a corresponding devic eobject.

Parameters: pParam - Array of two pointers, the first pointer points to SOCKET variable, and the second pointer pojnts to an address structure. The memory fro the data structure is allocated prior to creation of the thread, this memory is not released by the thread that created this thread, before this function exits, the memory should be released.

Private Members
  
virtual void Polling() ;
In between checking for changed tags, which are input or triggers for the task, commands or jobs are inspected for completion.

Parameters:

void Registration() ;
void MyFlTask::Registration()

Registraiton window if task is not registered

Private Data  
CWinThread* m_ListenThread - listen thread for connections

CDeviceObjectArray m_aDevice - array of devices

CDriverObjectArray m_aDriver - array of dirver definitions, just one for the moment

BOOL m_bStopListening 

int m_iExcLocalTime 

int m_iExceptionSize [ MAX_INDEX_EXCEPTION ] 

int m_iIoxMaxMbxMsg 

int m_iTerminator 

CString m_sDestination 

IMXSYSTEM m_sImxSystem - Imx structures and variables

CString m_sLifeSeq 

CString m_sProtocolVersion 

CString m_sSource 

struct _ct_dataset xe "_ct_dataset" \i
  tc "_ct_dataset" \l 3
struct _ct_dataset ;

Description

CT file structure for a device

Public Data
  
u16 Data 

char DataSet [ 50 ] 

TAG DataSetTag 

TAG IOxMailboxTag 

u16 Length 

u16 Start 

u16 Type 

struct _ct_device xe "_ct_device" \i
  tc "_ct_device" \l 3
struct _ct_device ;

Description

CT file structure for a device

Public Data
  
u16 AliveTime 

TAG ConnectionTag 

char Name [ 20 ] 

TAG ReadDisableTag 

TAG ReceiveDisableTag 

TAG StatusTag 

char SubId [ 4 ] 

TAG WriteDisableTag 

struct _ct_driver xe "_ct_driver" \i
  tc "_ct_driver" \l 3
struct _ct_driver ;

Description

CT file structure for global driver data

Public Data
  
char LocalIP [ 84 ] 

u16 LocalPort 

TAG MailboxTag 

TAG StandbyTag 

char SubId [ 4 ] 

struct _imxdata xe "_imxdata" \i
  tc "_imxdata" \l 3
struct _imxdata ;

Description

imx strucuture for events

Public Data
  
int (* imx_func ) ( void*,  VAL ) - imx event function

void* data 

4 WinSock XE "PLC" 

 XE "Software" 
4.1 Initialisation

4.1.1 socket

The socket function creates a socket that is bound to a specific service provider.

SOCKET socket(

  int af <>,       
  int type <>,     
  int protocol <>  
);
Parameters

af 

[in] Address family specification. 

type 

[in] Type specification for the new socket. 

The following are the only two type specifications supported for Windows Sockets 1.1: 

	Type
	Explanation

	SOCK_STREAM
	Provides sequenced, reliable, two-way, connection-based byte streams with an OOB data transmission mechanism. Uses TCP for the Internet address family.

	SOCK_DGRAM
	Supports datagrams, which are connectionless, unreliable buffers of a fixed (typically small) maximum length. Uses UDP for the Internet address family. 


In Windows Sockets 2, many new socket types will be introduced and no longer need to be specified, since an application can dynamically discover the attributes of each available transport protocol through the WSAEnumProtocols <wsapiref_0f76.htm> function. Socket type definitions appear in Winsock2.h, which will be periodically updated as new socket types, address families, and protocols are defined. 

protocol 

[in] Protocol to be used with the socket that is specific to the indicated address family. 

Return Values

If no error occurs, socket returns a descriptor referencing the new socket. Otherwise, a value of INVALID_SOCKET is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup call must occur before using this function.

	WSAENETDOWN
	The network subsystem or the associated service provider has failed.

	WSAEAFNOSUPPORT
	The specified address family is not supported.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEMFILE
	No more socket descriptors are available.

	WSAENOBUFS
	No buffer space is available. The socket cannot be created.

	WSAEPROTONOSUPPORT
	The specified protocol is not supported.

	WSAEPROTOTYPE
	The specified protocol is the wrong type for this socket.

	WSAESOCKTNOSUPPORT
	The specified socket type is not supported in this address family.


Remarks

The socket function causes a socket descriptor and any related resources to be allocated and bound to a specific transport-service provider. Windows Sockets will utilize the first available service provider that supports the requested combination of address family, socket type and protocol parameters. The socket that is created will have the overlapped attribute as a default. For Microsoft operating systems, the Microsoft-specific socket option, SO_OPENTYPE, defined in Mswsock.h can affect this default. See Microsoft-specific documentation for a detailed description of SO_OPENTYPE. 

Sockets without the overlapped attribute can be created by using WSASocket <wsapiref_533m.htm>. All functions that allow overlapped operation (WSASend <wsapiref_97n6.htm>, WSARecv <wsapiref_4z1u.htm>,WSASendTo <wsapiref_752q.htm>, WSARecvFrom <wsapiref_4wky.htm>, and WSAIoctl <wsapiref_6ik2.htm>) also support nonoverlapped usage on an overlapped socket if the values for parameters related to overlapped operation are NULL.

When selecting a protocol and its supporting service provider this procedure will only choose a base protocol or a protocol chain, not a protocol layer by itself. Unchained protocol layers are not considered to have partial matches on type or af either. That is, they do not lead to an error code of WSAEAFNOSUPPORT or WSAEPROTONOSUPPORT if no suitable protocol is found.

Important The manifest constant AF_UNSPEC continues to be defined in the header file but its use is strongly discouraged, as this can cause ambiguity in interpreting the value of the protocol parameter.

Connection-oriented sockets such as SOCK_STREAM provide full-duplex connections, and must be in a connected state before any data can be sent or received on it. A connection to another socket is created with a connect <wsapiref_8m7m.htm> call. Once connected, data can be transferred using send <wsapiref_6quq.htm> and recv <wsapiref_2i9e.htm> calls. When a session has been completed, a closesocket <wsapiref_714i.htm> must be performed.

The communications protocols used to implement a reliable, connection-oriented socket ensure that data is not lost or duplicated. If data for which the peer protocol has buffer space cannot be successfully transmitted within a reasonable length of time, the connection is considered broken and subsequent calls will fail with the error code set to WSAETIMEDOUT <errors_3wc2.htm>.

Connectionless, message-oriented sockets allow sending and receiving of datagrams to and from arbitrary peers using sendto and recvfrom. If such a socket is connected to a specific peer, datagrams can be sent to that peer using send and can be received only from this peer using recv.

Support for sockets with type SOCK_RAW is not required, but service providers are encouraged to support raw sockets as practicable.

4.1.2 getsockopt

The getsockopt function retrieves a socket option.

int getsockopt(

  SOCKET <>,         
  int level <>,        
  int optname <>,      
  char FAR *optval <>, 
  int FAR *optlen <>  
);
Parameters

s 

[in] Descriptor identifying a socket. 

level 

[in] Level at which the option is defined; the supported levels include SOL_SOCKET and IPPROTO_TCP. See Windows Sockets 2 Protocol-Specific Annex <../sockspi/wsanxref_9ek2.htm> for more information on protocol-specific levels. 

optname 

[in] Socket option for which the value is to be retrieved. 

optval 

[out] Pointer to the buffer in which the value for the requested option is to be returned. 

optlen 

[in, out] Pointer to the size of the optval buffer. 

Return Values

If no error occurs, getsockopt returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEFAULT
	One of the optval or the optlen parameters is not a valid part of the user address space, or the optlen parameter is too small.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINVAL
	The level parameter is unknown or invalid.

	WSAENOPROTOOPT
	The option is unknown or unsupported by the indicated protocol family. 

	WSAENOTSOCK
	The descriptor is not a socket.


Remarks

The getsockopt function retrieves the current value for a socket option associated with a socket of any type, in any state, and stores the result in optval. Options can exist at multiple protocol levels, but they are always present at the uppermost socket level. Options affect socket operations, such as the packet routing and OOB data transfer.

The value associated with the selected option is returned in the buffer optval. The integer pointed to by optlen should originally contain the size of this buffer; on return, it will be set to the size of the value returned. For SO_LINGER, this will be the size of a LINGER <strucetc_5roy.htm> structure. For most other options, it will be the size of an integer.

The application is responsible for allocating any memory space pointed to directly or indirectly by any of the parameters it specified.

If the option was never set with setsockopt <wsapiref_94aa.htm>, then getsockopt returns the default value for the option.

The following options are supported for getsockopt. The Type column identifies the type of data addressed by optval.

level = SOL_SOCKET
	Value
	Type
	Meaning

	SO_ACCEPTCONN
	BOOL
	Socket is listening.

	SO_BROADCAST
	BOOL
	Socket is configured for the transmission of broadcast messages.

	SO_CONDITIONAL_ACCEPT
	BOOL
	Returns current socket state, either from a previous call to setsockopt or the system default.

	SO_DEBUG
	BOOL
	Debugging is enabled. 

	SO_DONTLINGER
	BOOL
	If TRUE, the SO_LINGER option is disabled.

	SO_DONTROUTE
	BOOL
	Routing is disabled. Not supported on ATM sockets.

	SO_ERROR
	int
	Retrieves error status and clear.

	SO_GROUP_ID
	GROUP
	Reserved. 

	SO_GROUP_PRIORITY
	int
	Reserved.

	SO_KEEPALIVE
	BOOL
	Keep-alives are being sent. Not supported on ATM sockets.

	SO_LINGER
	LINGER <strucetc_5roy.htm> structure
	Returns the current linger options.

	SO_MAX_MSG_SIZE
	unsigned int
	Maximum size of a message for message-oriented socket types (for example, SOCK_DGRAM). Has no meaning for stream oriented sockets.

	SO_OOBINLINE
	BOOL
	OOB data is being received in the normal data stream. (See section Windows Sockets 1.1 Blocking Routines and EINPROGRESS <ovrvw3_24qa.htm> for a discussion of this topic.)

	SO_PROTOCOL_INFO
	WSAPROTOCOL_INFO <strucetc_4cfm.htm>
	Description of protocol information for protocol that is bound to this socket.

	SO_RCVBUF
	int
	Buffer size for receives.

	SO_REUSEADDR
	BOOL
	The socket can be bound to an address which is already in use. Not applicable for ATM sockets.

	SO_SNDBUF
	int
	Buffer size for sends.

	SO_TYPE
	int
	The type of the socket (for example, SOCK_STREAM).

	PVD_CONFIG
	Service Provider Dependent
	An opaque data structure object from the service provider associated with socket s. This object stores the current configuration information of the service provider. The exact format of this data structure is service provider specific.


level = IPPROTO_TCP
	Value
	Type
	Meaning

	TCP_NODELAY
	BOOL
	Disables the Nagle algorithm for send coalescing.


level = NSPROTO_IPX
Note Windows NT supports all IPX options. Windows 95/98/Me support only the following options:

IPX_PTYPE
IPX_FILTERPTYPE
IPX_DSTYPE
IPX_RECVHDR
IPX_MAXSIZE
IPX_ADDRESS

	Value
	Type
	Meaning

	IPX_PTYPE
	int
	Obtains the IPX packet type.

	IPX_FILTERPTYPE
	int
	Obtains the receive filter packet type

	IPX_DSTYPE
	int
	Obtain the value of the data stream field in the SPX header on every packet sent.

	IPX_EXTENDED_ADDRESS
	BOOL
	Find out whether extended addressing is enabled.

	IPX_RECVHDR
	BOOL
	Find out whether the protocol header is sent up on all receive headers.

	IPX_MAXSIZE
	int
	Obtain the maximum data size that can be sent.

	IPX_ADDRESS
	IPX_ADDRESS_DATA <../sockspi/wsanxref_2tma.htm> structure
	Obtain information about a specific adapter to which IPX is bound. Adapter numbering is base zero. The adapternum member is filled in upon return.

	IPX_GETNETINFO
	IPX_NETNUM_DATA <../sockspi/wsanxref_0stu.htm> structure
	Obtain information about a specific IPX network number. If not available in the cache, uses RIP to obtain information.

	IPX_GETNETINFO_NORIP
	IPX_NETNUM_DATA structure
	Obtain information about a specific IPX network number. If not available in the cache, will not use RIP to obtain information, and returns error.

	IPX_SPXGETCONNECTIONSTATUS
	IPX_SPXCONNSTATUS_DATA <../sockspi/wsanxref_6h6a.htm> structure
	Obtains information about a connected SPX socket.

	IPX_ADDRESS_NOTIFY
	IPX_ADDRESS_DATA structure
	Obtains status notification when changes occur on an adapter to which IPX is bound.

	IPX_MAX_ADAPTER_NUM
	int
	Obtains maximum number of adapters present, numbered as base zero.

	IPX_RERIPNETNUMBER
	IPX_NETNUM_DATA structure
	Similar to IPX_GETNETINFO, but forces IPX to use RIP for resolution, even if the network information is in the local cache.

	IPX_IMMEDIATESPXACK
	BOOL
	Directs SPX connections not to delay before sending an ACK. Applications without back-and-forth traffic should set this to TRUE to increase performance.


BSD options not supported for getsockopt are as follows.

	Value
	Type
	Meaning

	SO_RCVLOWAT
	int
	Receives low watermark.

	SO_RCVTIMEO
	int
	Receives time-out.

	SO_SNDLOWAT
	int
	Sends low watermark.

	SO_SNDTIMEO
	int
	Sends time-out.

	TCP_MAXSEG
	int
	Receives TCP maximum-segment size.


Note When using the recv <wsapiref_2i9e.htm> function, if no data arrives during the period specified in SO_RCVTIMEO, the recv function completes. In Windows versions prior to Windows 2000, any data received subsequently fails with WSAETIMEDOUT. In Windows 2000 and later, if no data arrives within the period specified in SO_RCVTIMEO the recv function returns WSAETIMEDOUT, and if data is received, recv returns SUCCESS. 

Calling getsockopt with an unsupported option will result in an error code of WSAENOPROTOOPT <errors_3wc2.htm> being returned from WSAGetLastError <wsapiref_2tiq.htm>. 

SO_DEBUG 

Windows Sockets service providers are encouraged (but not required) to supply output debug information if the SO_DEBUG option is set by an application. The mechanism for generating the debug information and the form it takes are beyond the scope of this document. 

SO_ERROR 

The SO_ERROR option returns and resets the per socket–based error code, which is different from the per thread based–error code that is handled using the WSAGetLastError <wsapiref_2tiq.htm> and WSASetLastError <wsapiref_7a42.htm> function calls. A successful call using the socket does not reset the socket based error code returned by the SO_ERROR option. 

SO_GROUP_ID 

This option is reserved. This option is also exclusive to getsockopt; the value should be NULL. 

SO_GROUP_PRIORITY 

This option is reserved. 

SO_KEEPALIVE 

An application can request that a TCP/IP service provider enable the use of keep-alive packets on TCP connections by turning on the SO_KEEPALIVE socket option. A Windows Sockets provider need not support the use of keep-alive: if it does, the precise semantics are implementation-specific but should conform to section 4.2.3.6 of RFC 1122: Requirements for Internet Hosts—Communication Layers. If a connection is dropped as the result of keep-alives the error code WSAENETRESET is returned to any calls in progress on the socket, and any subsequent calls will fail with WSAENOTCONN. SO_KEEPALIVE is not supported on ATM sockets, and requests to enable the use of keep-alive packets on an ATM socket results in an error being returned by the socket. 

SO_LINGER 

SO_LINGER controls the action taken when unsent data is queued on a socket and a closesocket is performed. See closesocket <wsapiref_714i.htm> for a description of the way in which the SO_LINGER settings affect the semantics of closesocket. The application gets the current behavior by retrieving a LINGER <strucetc_5roy.htm> structure (pointed to by the optval parameter). 

SO_MAX_MSG_SIZE 

This is a get-only socket option that indicates the maximum outbound (send) size of a message for message-oriented socket types (for example, SOCK_DGRAM) as implemented by a particular service provider. It has no meaning for byte stream oriented sockets. There is no provision to find out the maximum inbound–message size 

SO_PROTOCOL_INFO 

This is a get-only option that supplies the WSAPROTOCOL_INFO <strucetc_4cfm.htm> structure associated with this socket. See WSAEnumProtocols <wsapiref_0f76.htm> for more information about this structure. 

SO_SNDBUF 

When a Windows Sockets implementation supports the SO_RCVBUF and SO_SNDBUF options, an application can request different buffer sizes (larger or smaller). The call to setsockopt <wsapiref_94aa.htm> can succeed even if the implementation did not provide the whole amount requested. An application must call this function with the same option to check the buffer size actually provided. 

SO_REUSEADDR 

By default, a socket cannot be bound (see bind <wsapiref_6vzm.htm>) to a local address that is already in use. On occasion, however, it can be necessary to reuse an address in this way. Because every connection is uniquely identified by the combination of local and remote addresses, there is no problem with having two sockets bound to the same local address as long as the remote addresses are different. To inform the Windows Sockets provider that a bind <wsapiref_6vzm.htm> on a socket should not be disallowed because the desired address is already in use by another socket, the application should set the SO_REUSEADDR socket option for the socket before issuing the bind. Note that the option is interpreted only at the time of the bind: it is therefore unnecessary (but harmless) to set the option on a socket that is not to be bound to an existing address, and setting or resetting the option after the bind has no effect on this or any other socket. SO_REUSEADDR is not applicable for ATM sockets, and although requests to reuse and address do not result in an error, they have no affect on when an ATM socket is in use. 

PVD_CONFIG 

This option retrieves an opaque data structure object from the service provider associated with socket s. This object stores the current configuration information of the service provider. The exact format of this data structure is service provider specific. 

TCP_NODELAY 

The TCP_NODELAY option is specific to TCP/IP service providers. The Nagle algorithm is disabled if the TCP_NODELAY option is enabled (and vice versa). The Nagle algorithm (described in RFC 896) is very effective in reducing the number of small packets sent by a host. The process involves buffering send data when there is unacknowledged data already in flight or buffering send data until a full-size packet can be sent. It is highly recommended that Windows Sockets implementations enable the Nagle Algorithm by default because, for the vast majority of application protocols, the Nagle Algorithm can deliver significant performance enhancements. However, for some applications this algorithm can impede performance, and setsockopt <wsapiref_94aa.htm> with the same option can be used to turn it off. These are applications where many small messages are sent, and the time delays between the messages are maintained. 

4.1.3 setsockopt

The setsockopt function sets a socket option.

int setsockopt(

  SOCKET <>,                 
  int level <>,                
  int optname <>,              
  const char FAR *optval <>,  
  int optlen <>                
);
Parameters

s 

[in] Descriptor identifying a socket. 

level 

[in] Level at which the option is defined; the supported levels include SOL_SOCKET and IPPROTO_TCP. See Windows Sockets 2 Protocol-Specific Annex <../sockspi/wsanxref_9ek2.htm> for more information on protocol-specific levels. 

optname 

[in] Socket option for which the value is to be set. 

optval 

[in] Pointer to the buffer in which the value for the requested option is supplied. 

optlen 

[in] Size of the optval buffer. 

Return Values

If no error occurs, setsockopt returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEFAULT
	optval is not in a valid part of the process address space or optlen parameter is too small.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINVAL
	level is not valid, or the information in optval is not valid.

	WSAENETRESET
	Connection has timed out when SO_KEEPALIVE is set.

	WSAENOPROTOOPT
	The option is unknown or unsupported for the specified provider or socket

	WSAENOTCONN
	Connection has been reset when SO_KEEPALIVE is set.

	WSAENOTSOCK
	The descriptor is not a socket.


Remarks

The setsockopt function sets the current value for a socket option associated with a socket of any type, in any state. Although options can exist at multiple protocol levels, they are always present at the uppermost socket level. Options affect socket operations, such as whether expedited data (OOB data for example) is received in the normal data stream, and whether broadcast messages can be sent on the socket.

Note If the setsockopt function is called before the bind function, TCP/IP options will not be checked with TCP/IP until the bind occurs. In this case, the setsockopt function call will always succeed, but the bind function call may fail because of an early setsockopt failing.

If a socket is opened, a setsockopt call is made, and then a sendto call is made, Windows Sockets performs an implicit bind function call.

There are two types of socket options: Boolean options that enable or disable a feature or behavior, and options that require an integer value or structure. To enable a Boolean option, optval points to a nonzero integer. To disable the option optval points to an integer equal to zero. The optlen parameter should be equal to sizeof(int) for Boolean options. For other options, optval points to the an integer or structure that contains the desired value for the option, and optlen is the length of the integer or structure.

The following options are supported for setsockopt. For default values of these options, see the description. The Type identifies the type of data addressed by optval.

level = SOL_SOCKET
	Value
	Type
	Meaning

	SO_BROADCAST
	BOOL
	Allows transmission of broadcast messages on the socket.

	SO_CONDITIONAL_ACCEPT
	BOOL
	Enables sockets to delay the acknowledgment of a connection until after the WSAAccept <wsapiref_3fn6.htm> condition function is called.

	SO_DEBUG
	BOOL
	Records debugging information.

	SO_DONTLINGER
	BOOL
	Does not block close waiting for unsent data to be sent. Setting this option is equivalent to setting SO_LINGER with l_onoff set to zero.

	SO_DONTROUTE
	BOOL
	Does not route: sends directly to interface. Not supported on ATM sockets (results in an error).

	SO_GROUP_PRIORITY
	int
	Reserved.

	SO_KEEPALIVE
	BOOL
	Sends keep-alives. Not supported on ATM sockets (results in an error).

	SO_LINGER
	LINGER <strucetc_5roy.htm> 
	Lingers on close if unsent data is present.

	SO_OOBINLINE
	BOOL
	Receives OOB data in the normal data stream. (See section DECnet Out-Of-band data <../sockspi/wsanxref_9fqq.htm> for a discussion of this topic.)

	SO_RCVBUF
	int
	Specifies the total per-socket buffer space reserved for receives. This is unrelated to SO_MAX_MSG_SIZE or the size of a TCP window.

	SO_REUSEADDR
	BOOL
	Allows the socket to be bound to an address that is already in use. (See bind <wsapiref_6vzm.htm>.) Not applicable on ATM sockets.

	SO_EXCLUSIVEADDRUSE
	BOOL
	Enables a socket to be bound for exclusive access. Requires Windows NT 4.0 SP4, Windows 2000, or later.

	SO_SNDBUF
	int
	Specifies the total per-socket buffer space reserved for sends. This is unrelated to SO_MAX_MSG_SIZE or the size of a TCP window.

	PVD_CONFIG
	Service Provider Dependent
	This object stores the configuration information for the service provider associated with socket s. The exact format of this data structure is service provider specific.


level = IPPROTO_TCP1

	Value
	Type
	Meaning

	TCP_NODELAY
	BOOL
	Disables the Nagle algorithm for send coalescing.

	1 included for backward compatibility with Windows Sockets 1.1
	
	


level = NSPROTO_IPX
Note Windows NT supports all IPX options. Windows 95/98/Me support only the following options:

IPX_PTYPE
IPX_FILTERPTYPE
IPX_DSTYPE
IPX_RECVHDR
IPX_MAXSIZE (used with the getsockopt function)
IPX_ADDRESS (used with the getsockopt function)

	Value
	Type
	Meaning

	IPX_PTYPE
	int
	Sets the IPX packet type.

	IPX_FILTERPTYPE
	int
	Sets the receive filter packet type

	IPX_STOPFILTERPTYPE
	int
	Stop filtering the filter type set with IPX_FILTERTYPE

	IPX_DSTYPE
	int
	Set the value of the data stream field in the SPX header on every packet sent.

	IPX_EXTENDED_ADDRESS
	BOOL
	Set whether extended addressing is enabled.

	IPX_RECVHDR
	BOOL
	Set whether the protocol header is sent up on all receive headers.

	IPX_RECEIVE_BROADCAST
	BOOL
	Indicates broadcast packets are likely on the socket. Set to TRUE by default. Applications that do not use broadcasts should set this to FALSE for better system performance.

	IPX_IMMEDIATESPXACK
	BOOL
	Directs SPX connections not to delay before sending an ACK. Applications without back-and-forth traffic should set this to TRUE to increase performance.


BSD options not supported for setsockopt are:

	Value
	Type
	Meaning

	SO_ACCEPTCONN
	BOOL
	Socket is listening.

	SO_RCVLOWAT
	int
	Receives low watermark.

	SO_RCVTIMEO
	int
	Receives time-out (available in Microsoft implementation of Windows Sockets 2).

	SO_SNDLOWAT
	int
	Sends low watermark.

	SO_SNDTIMEO
	int
	Sends time-out (available in Microsoft implementation of Windows Sockets 2).

	SO_TYPE
	int
	Type of the socket.


Note When using the recv <wsapiref_2i9e.htm> function, if no data arrives during the period specified in SO_RCVTIMEO, the recv function completes. In Windows versions prior to Windows 2000, any data received subsequently fails with WSAETIMEDOUT. In Windows 2000 and later, if no data arrives within the period specified in SO_RCVTIMEO the recv function returns WSAETIMEDOUT, and if data is received, recv returns SUCCESS. 

SO_CONDITIONAL_ACCEPT 

Setting this socket option to TRUE delays the acknowledgment of a connection until after the WSAAccept <wsapiref_3fn6.htm> condition function is called. If FALSE, the connection may be accepted before the condition function is called, but the connection will be disconnected if the condition function rejects the call. This option must be set before calling the listen <wsapiref_07hu.htm> function, otherwise WSAEINVAL is returned. SO_CONDITIONAL_ACCEPT is only supported for TCP and ATM. 

TCP sets SO_CONDITIONAL_ACCEPT to FALSE by default, and therefore by default the connection will be accepted before the WSAAccept <wsapiref_3fn6.htm> condition function is called. When set to TRUE, the conditional decision must be made within the TCP connection time-out. CF_DEFER connections are still subject to the time-out. 

ATM sets SO_CONDITIONAL_ACCEPT to TRUE by default. 

SO_DEBUG 

Windows Sockets service providers are encouraged (but not required) to supply output debug information if the SO_DEBUG option is set by an application. The mechanism for generating the debug information and the form it takes are beyond the scope of this document. 

SO_GROUP_PRIORITY 

Reserved. 

SO_KEEPALIVE 

An application can request that a TCP/IP provider enable the use of keep-alive packets on TCP connections by turning on the SO_KEEPALIVE socket option. A Windows Sockets provider need not support the use of keep-alives. If it does, the precise semantics are implementation-specific but should conform to section 4.2.3.6 of RFC 1122: Requirements for Internet Hosts—Communication Layers. If a connection is dropped as the result of keep-alives the error code WSAENETRESET <errors_3wc2.htm> is returned to any calls in progress on the socket, and any subsequent calls will fail with WSAENOTCONN. 

SO_LINGER 

The SO_LINGER option controls the action taken when unsent data is queued on a socket and a closesocket is performed. See closesocket <wsapiref_714i.htm> for a description of the way in which the SO_LINGER settings affect the semantics of closesocket. The application sets the desired behavior by creating a LINGER <strucetc_5roy.htm> structure (pointed to by the optval parameter) with these members l_onoff and l_linger set appropriately. 

SO_REUSEADDR 

By default, a socket cannot be bound (see bind <wsapiref_6vzm.htm>) to a local address that is already in use. On occasion, however, it can be necessary to reuse an address in this way. Since every connection is uniquely identified by the combination of local and remote addresses, there is no problem with having two sockets bound to the same local address as long as the remote addresses are different. To inform the Windows Sockets provider that a bind on a socket should not be disallowed because the desired address is already in use by another socket, the application should set the SO_REUSEADDR socket option for the socket before issuing the bind. The option is interpreted only at the time of the bind <wsapiref_6vzm.htm>. It is therefore unnecessary and harmless to set the option on a socket that is not to be bound to an existing address. Setting or resetting the option after the bind has no effect on this or any other socket. 

SO_RCVBUF and SO_SNDBUF 

When a Windows Sockets implementation supports the SO_RCVBUF and SO_SNDBUF options, an application can request different buffer sizes (larger or smaller). The call to setsockopt can succeed even when the implementation did not provide the whole amount requested. An application must call getsockopt <wsapiref_8qcy.htm> with the same option to check the buffer size actually provided. 

PVD_CONFIG 

This object stores the configuration information for the service provider associated with the socket specified in the s parameter. The exact format of this data structure is specific to each service provider. 

TCP_NODELAY 

The TCP_NODELAY option is specific to TCP/IP service providers. The Nagle algorithm is disabled if the TCP_NODELAY option is enabled (and vice versa). The process involves buffering send data when there is unacknowledged data already in flight or buffering send data until a full-size packet can be sent. It is highly recommended that TCP/IP service providers enable the Nagle Algorithm by default, and for the vast majority of application protocols the Nagle Algorithm can deliver significant performance enhancements. However, for some applications this algorithm can impede performance, and TCP_NODELAY can be used to turn it off. These are applications where many small messages are sent, and the time delays between the messages are maintained. Application writers should not set TCP_NODELAY unless the impact of doing so is well-understood and desired because setting TCP_NODELAY can have a significant negative impact on network and application performance. 

4.1.4 ioctlsocket

The ioctlsocket function controls the I/O mode of a socket.

int ioctlsocket(

  SOCKET <>,         
  long cmd <>,         
  u_long FAR *argp <>  
);
Parameters

s 

[in] Descriptor identifying a socket. 

cmd 

[in] Command to perform on the socket s. 

argp 

[in, out] Pointer to a parameter for cmd. 

Return Values

Upon successful completion, the ioctlsocket returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAENOTSOCK
	The descriptor s is not a socket.

	WSAEFAULT
	The argp parameter is not a valid part of the user address space.


Remarks

The ioctlsocket function can be used on any socket in any state. It is used to set or retrieve operating parameters associated with the socket, independent of the protocol and communications subsystem. Here are the supported commands to use in the cmd parameter and their semantics: 

FIONBIO 

Use with a nonzero argp parameter to enable the nonblocking mode of socket s. The argp parameter is zero if nonblocking is to be disabled. The argp parameter points to an unsigned long value. When a socket is created, it operates in blocking mode by default (nonblocking mode is disabled). This is consistent with BSD sockets. 

The WSAAsyncSelect <wsapiref_6jn6.htm> and WSAEventSelect <wsapiref_34aa.htm> functions automatically set a socket to nonblocking mode. If WSAAsyncSelect or WSAEventSelect has been issued on a socket, then any attempt to use ioctlsocket to set the socket back to blocking mode will fail with WSAEINVAL. 

To set the socket back to blocking mode, an application must first disable WSAAsyncSelect by calling WSAAsyncSelect with the lEvent parameter equal to zero, or disable WSAEventSelect by calling WSAEventSelect with the lNetworkEvents parameter equal to zero. 

FIONREAD 

Use to determine the amount of data pending in the network's input buffer that can be read from socket s. The argp parameter points to an unsigned long value in which ioctlsocket stores the result. FIONREAD returns the amount of data that can be read in a single call to the recv function, which may not be the same as the total amount of data queued on the socket. If s is message oriented (for example, type SOCK_DGRAM), FIONREAD still returns the amount of pending data in the network buffer, however, the amount that can actually be read in a single call to the recv function is limited to the data size written in the send or sendto function call. 

SIOCATMARK 

Use to determine whether or not all OOB data has been read. (See section Windows Sockets 1.1 Blocking Routines and EINPROGRESS <ovrvw3_24qa.htm> for a discussion on out of band (OOB) data.) This applies only to a stream oriented socket (for example, type SOCK_STREAM) that has been configured for in-line reception of any OOB data (SO_OOBINLINE). If no OOB data is waiting to be read, the operation returns TRUE. Otherwise, it returns FALSE, and the next recv <wsapiref_2i9e.htm> or recvfrom <wsapiref_88oi.htm> performed on the socket will retrieve some or all of the data preceding the mark. The application should use the SIOCATMARK operation to determine whether any data remains. If there is any normal data preceding the urgent (out of band) data, it will be received in order. (A recv or recvfrom will never mix OOB and normal data in the same call.) The argp parameter points to an unsigned long value in which ioctlsocket stores the Boolean result. 

Compatibility

This ioctlsocket function performs only a subset of functions on a socket when compared to the ioctl function found in Berkeley sockets. The ioctlsocket function has no command parameter equivalent to the FIOASYNC of ioctl, and SIOCATMARK is the only socket-level command that is supported by ioctlsocket.

4.1.5 gethostbyname

The gethostbyname function retrieves host information corresponding to a host name from a host database.

Note The gethostbyname function has been deprecated by the introduction of the getaddrinfo function. Developers creating Windows Sockets 2 applications are urged to use the getaddrinfo function instead of gethostbyname.

struct hostent FAR *gethostbyname(
  const char FAR *name   
);
Parameters

name 

[in] Pointer to the null-terminated name of the host to resolve. 

Return Values

If no error occurs, gethostbyname returns a pointer to the hostent structure described above. Otherwise, it returns a NULL pointer and a specific error number can be retrieved by calling WSAGetLastError.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAHOST_NOT_FOUND
	Authoritative answer host not found.

	WSATRY_AGAIN
	Nonauthoritative host not found, or server failure.

	WSANO_RECOVERY
	A nonrecoverable error occurred.

	WSANO_DATA
	Valid name, no data record of requested type.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEFAULT
	The name parameter is not a valid part of the user address space.

	WSAEINTR
	A blocking Windows Socket 1.1 call was canceled through WSACancelBlockingCall.


Remarks

The gethostbyname function returns a pointer to a hostent structure—a structure allocated by Windows Sockets. The hostent structure contains the results of a successful search for the host specified in the name parameter.
The application must never attempt to modify this structure or to free any of its components. Furthermore, only one copy of this structure is allocated per thread, so the application should copy any information it needs before issuing any other Windows Sockets function calls.

The gethostbyname function cannot resolve IP address strings passed to it. Such a request is treated exactly as if an unknown host name were passed. Use inet_addr <wsapiref_4esy.htm> to convert an IP address string the string to an actual IP address, then use another function, gethostbyaddr, to obtain the contents of the hostent structure.

The gethostbyname function resolves the string returned by a successful call to gethostname.

4.1.6 gethostbyaddr

The gethostbyaddr function retrieves the host information corresponding to a network address.

Note The gethostbyaddr function has been deprecated by the introduction of the getnameinfo function. Developers creating Windows Sockets 2 applications are urged to use the getnameinfo function instead of the gethostbyaddr function. See Remarks.

struct HOSTENT FAR * gethostbyaddr(

  const char FAR *addr,
  int len,
  int type
);
Parameters

addr 

[in] Pointer to an address in network byte order. 

len 

[in] Length of the address. 

type 

[in] Type of the address, such as the AF_INET address family type (defined as TCP, UDP, and other associated Internet protocols). Address family types and their corresponding values are defined in the winsock2.h header file. 

Return Values

If no error occurs, gethostbyaddr returns a pointer to the HOSTENT structure. Otherwise, it returns a NULL pointer, and a specific error code can be retrieved by calling WSAGetLastError.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAHOST_NOT_FOUND
	Authoritative answer host not found.

	WSATRY_AGAIN
	Nonauthoritative host not found, or server failed.

	WSANO_RECOVERY
	A nonrecoverable error occurred.

	WSANO_DATA
	Valid name, no data record of requested type.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEAFNOSUPPORT
	The type specified is not supported by the Windows Sockets implementation.

	WSAEFAULT
	The addr parameter is not a valid part of the user address space, or the len parameter is too small.

	WSAEINTR
	A blocking Windows Socket 1.1 call was canceled through WSACancelBlockingCall .


Remarks

The gethostbyaddr function returns a pointer to the HOSTENT structure that contains the name and address corresponding to the given network address.

Although gethostbyaddr is deprecated by the getnameinfo function, gethostbyaddr is capable of returning a NetBIOS name; getnameinfo is not. Developers requiring NetBIOS name resolution may need to use gethastbyaddr until their applications are completely independent of NetBIOS names.

4.2 Shutdown 

4.2.1 shutdown

The shutdown function disables sends or receives on a socket.

int shutdown(

  SOCKET <>,  
  int how <>    
);
Parameters

s 

[in] Descriptor identifying a socket. 

how 

[in] Flag that describes what types of operation will no longer be allowed. 

Return Values

If no error occurs, shutdown returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEINVAL
	The how parameter is not valid, or is not consistent with the socket type. For example, SD_SEND is used with a UNI_RECV socket type.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAENOTCONN
	The socket is not connected (connection-oriented sockets only).

	WSAENOTSOCK
	The descriptor is not a socket.


Remarks

The shutdown function is used on all types of sockets to disable reception, transmission, or both.

If the how parameter is SD_RECEIVE, subsequent calls to the recv <wsapiref_2i9e.htm> function on the socket will be disallowed. This has no effect on the lower protocol layers. For TCP sockets, if there is still data queued on the socket waiting to be received, or data arrives subsequently, the connection is reset, since the data cannot be delivered to the user. For UDP sockets, incoming datagrams are accepted and queued. In no case will an ICMP error packet be generated.

If the how parameter is SD_SEND, subsequent calls to the send <wsapiref_6quq.htm> function are disallowed. For TCP sockets, a FIN will be sent after all data is sent and acknowledged by the receiver.

Setting how to SD_BOTH disables both sends and receives as described above.

The shutdown function does not close the socket. Any resources attached to the socket will not be freed until closesocket is invoked.

To assure that all data is sent and received on a connected socket before it is closed, an application should use shutdown to close connection before calling closesocket. For example, to initiate a graceful disconnect: 

Call WSAAsyncSelect <wsapiref_6jn6.htm> to register for FD_CLOSE notification. 

Call shutdown with how=SD_SEND. 

When FD_CLOSE received, call recv <wsapiref_2i9e.htm> until zero returned, or SOCKET_ERROR. 

Call closesocket <wsapiref_714i.htm>. 

Note The shutdown function does not block regardless of the SO_LINGER setting on the socket.

An application should not rely on being able to reuse a socket after it has been shut down. In particular, a Windows Sockets provider is not required to support the use of connect <wsapiref_8m7m.htm> on a socket that has been shut down.

Notes for ATM

There are important issues associated with connection teardown when using Asynchronous Transfer Mode (ATM) and Windows Sockets 2. For more information about these important considerations, see the section titled Notes for ATM in the Remarks section of the closesocket <wsapiref_714i.htm> function reference.

4.2.2 closesocket

The closesocket function closes an existing socket.

int closesocket(

  SOCKET <>  
);
Parameters

s 

[in] Descriptor identifying the socket to close. 

Return Values

If no error occurs, closesocket returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

Error Codes

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAENOTSOCK
	The descriptor is not a socket.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINTR
	The (blocking) Windows Socket 1.1 call was canceled through WSACancelBlockingCall <wsapiref_704y.htm>.

	WSAEWOULDBLOCK
	The socket is marked as nonblocking and SO_LINGER is set to a nonzero time-out value.


Remarks

The closesocket function closes a socket. Use it to release the socket descriptor s so that further references to s fail with the error WSAENOTSOCK. If this is the last reference to an underlying socket, the associated naming information and queued data are discarded. Any pending blocking, asynchronous calls issued by any thread in this process are canceled without posting any notification messages. 

Any pending overlapped send and receive operations (WSASend <wsapiref_97n6.htm>/WSASendTo <wsapiref_752q.htm>/WSARecv <wsapiref_4z1u.htm>/WSARecvFrom <wsapiref_4wky.htm> with an overlapped socket) issued by any thread in this process are also canceled. Any event, completion routine, or completion port action specified for these overlapped operations is performed. The pending overlapped operations fail with the error status WSA_OPERATION_ABORTED. 

An application should always have a matching call to closesocket for each successful call to socket <wsapiref_2qr6.htm> to return any socket resources to the system.

The semantics of closesocket are affected by the socket options SO_LINGER and SO_DONTLINGER as follows (SO_DONTLINGER is enabled by default; SO_LINGER is disabled).

	Option
	Interval
	Type of close
	Wait for close?

	SO_DONTLINGER
	Do not care
	Graceful
	No

	SO_LINGER
	Zero
	Hard
	No

	SO_LINGER
	Nonzero
	Graceful
	Yes


If SO_LINGER is set with a zero time-out interval (that is, the LINGER <strucetc_5roy.htm> structure members l_onoff is not zero and l_linger is zero), closesocket is not blocked even if queued data has not yet been sent or acknowledged. This is called a hard or abortive close, because the socket's virtual circuit is reset immediately, and any unsent data is lost. Any recv call on the remote side of the circuit will fail with WSAECONNRESET.

If SO_LINGER is set with a nonzero time-out interval on a blocking socket, the closesocket call blocks on a blocking socket until the remaining data has been sent or until the time-out expires. This is called a graceful disconnect. If the time-out expires before all data has been sent, the Windows Sockets implementation terminates the connection before closesocket returns.

Enabling SO_LINGER with a nonzero time-out interval on a nonblocking socket is not recommended. In this case, the call to closesocket will fail with an error of WSAEWOULDBLOCK <errors_3wc2.htm> if the close operation cannot be completed immediately. If closesocket fails with WSAEWOULDBLOCK the socket handle is still valid, and a disconnect is not initiated. The application must call closesocket again to close the socket. If SO_DONTLINGER is set on a stream socket by setting the l_onoff member of the LINGER <strucetc_5roy.htm> structure to zero, the closesocket call will return immediately and does not receive WSAWOULDBLOCK whether the socket is blocking or nonblocking. However, any data queued for transmission will be sent, if possible, before the underlying socket is closed. This is also called a graceful disconnect. In this case, the Windows Sockets provider cannot release the socket and other resources for an arbitrary period, thus affecting applications that expect to use all available sockets. This is the default behavior (SO_DONTLINGER is set by default).

Note To assure that all data is sent and received on a connection, an application should call shutdown <wsapiref_60z6.htm> before calling closesocket (see Graceful shutdown, linger options, and socket closure <ovrvw3_3she.htm> for more information). Also note, an FD_CLOSE network event is not posted after closesocket is called.

Here is a summary of closesocket behavior: 

· If SO_DONTLINGER is enabled (the default setting) it always returns immediately—connection is gracefully closed in the background. 

· If SO_LINGER is enabled with a zero time-out: it always returns immediately —connection is reset/terminated. 

· If SO_LINGER is enabled with a nonzero time-out: 

– with a blocking socket, it blocks until all data sent or time-out expires. 

– with a nonblocking socket, it returns immediately indicating failure. 

For additional information please see Graceful shutdown, linger options, and socket closure <ovrvw3_3she.htm> for more information.

Notes for ATM

The following are important issues associated with connection teardown when using Asynchronous Transfer Mode (ATM) and Windows Sockets 2: 

· Using the closesocket or shutdown <wsapiref_60z6.htm> functions with SD_SEND or SD_BOTH results in a RELEASE signal being sent out on the control channel. Due to ATM's use of separate signal and data channels, it is possible that a RELEASE signal could reach the remote end before the last of the data reaches its destination, resulting in a loss of that data. One possible solutions is programming a sufficient delay between the last data sent and the closesocket or shutdown function calls for an ATM socket. 

· Half close is not supported by ATM. 

· Both abortive and graceful disconnects result in a RELEASE signal being sent out with the same cause field. In either case, received data at the remote end of the socket is still delivered to the application. See Graceful Shutdown, Linger Options, and Socket Closure <ovrvw3_3she.htm> for more information. 
4.3 Connections

4.3.1 bind

The bind function associates a local address with a socket.

int bind(

  SOCKET <>,                          
  const struct sockaddr FAR *name <>,   
  int namelen <>                        
);
Parameters

s 

[in] Descriptor identifying an unbound socket. 

name 

[in] Address to assign to the socket from the SOCKADDR structure. 

namelen 

[in] Length of the value in the name parameter. 

Return Values

If no error occurs, bind returns zero. Otherwise, it returns SOCKET_ERROR, and a specific error code can be retrieved by calling WSAGetLastError.

Error Codes

	Error code
	Meaning

	WSANOTINITIALISED <errors_3wc2.htm>
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN <errors_3wc2.htm>
	The network subsystem has failed.

	WSAEACCES <errors_3wc2.htm>
	

	WSAEADDRINUSE <errors_3wc2.htm> 
	A process on the machine is already bound to the same fully-qualified address and the socket has not been marked to allow address reuse with SO_REUSEADDR. For example, the IP address and port are bound in the af_inet case). (See the SO_REUSEADDR socket option under setsockopt <wsapiref_94aa.htm>.)

	WSAEADDRNOTAVAIL <errors_3wc2.htm>
	The specified address is not a valid address for this machine.

	WSAEFAULT <errors_3wc2.htm>
	The name or namelen parameter is not a valid part of the user address space, the namelen parameter is too small, the name parameter contains an incorrect address format for the associated address family, or the first two bytes of the memory block specified by name does not match the address family associated with the socket descriptor s.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINVAL
	The socket is already bound to an address.

	WSAENOBUFS
	Not enough buffers available, too many connections.

	WSAENOTSOCK
	The descriptor is not a socket.


Remarks

The bind function is used on an unconnected socket before subsequent calls to the connect <wsapiref_8m7m.htm> or listen <wsapiref_07hu.htm> functions. It is used to bind to either connection-oriented (stream) or connectionless (datagram) sockets. When a socket is created with a call to the socket <wsapiref_2qr6.htm> function, it exists in a name space (address family), but it has no name assigned to it. Use the bind function to establish the local association of the socket by assigning a local name to an unnamed socket.

A name consists of three parts when using the Internet address family: 

· The address family. 

· A host address. 

· A port number that identifies the application. 

In Windows Sockets 2, the name parameter is not strictly interpreted as a pointer to a SOCKADDR <strucetc_0d82.htm> structure. It is cast this way for Windows Sockets 1.1 compatibility. Service providers are free to regard it as a pointer to a block of memory of size namelen. The first 2 bytes in this block (corresponding to the sa_family member of the SOCKADDR structure) must contain the address family that was used to create the socket. Otherwise, an error WSAEFAULT occurs.

If an application does not care what local address is assigned, specify the manifest constant value ADDR_ANY for the sa_data member of the name parameter. This allows the underlying service provider to use any appropriate network address, potentially simplifying application programming in the presence of multihomed hosts (that is, hosts that have more than one network interface and address). 

For TCP/IP, if the port is specified as zero, the service provider assigns a unique port to the application with a value between 1024 and 5000. The application can use getsockname <wsapiref_273m.htm> after calling bind to learn the address and the port that has been assigned to it. If the Internet address is equal to INADDR_ANY, getsockname cannot necessarily supply the address until the socket is connected, since several addresses can be valid if the host is multihomed. Binding to a specific port number other than port 0 is discouraged for client applications, since there is a danger of conflicting with another socket already using that port number.

4.3.2 sockaddr

The sockaddr structure varies depending on the protocol selected. Except for the sa_family parameter, sockaddr contents are expressed in network byte order.

struct sockaddr {

  u_short    sa_family;

  char       sa_data[14];

};   

In Windows Sockets 2, the name parameter is not strictly interpreted as a pointer to a sockaddr structure. It is presented in this manner for Windows Sockets compatibility. The actual structure is interpreted differently in the context of different address families. The only requirements are that the first u_short is the address family and the total size of the memory buffer in bytes is namelen.
The structure below is used with TCP/IP. Other protocols use similar structures. 

struct sockaddr_in {

        short   sin_family;

        u_short sin_port;

        struct  in_addr sin_addr;

        char    sin_zero[8];

};

4.3.3 in_addr

The in_addr structure represents a host by its Internet address.

struct in_addr {

  union {

          struct { u_char s_b1,s_b2,s_b3,s_b4; }   S_un_b <>;

          struct { u_short s_w1,s_w2; }            S_un_w <>;

          u_long                                   S_addr <>;

  } S_un;

};

Members

S_un_b 

Address of the host formatted as four u_chars. 

S_un_w 

Address of the host formatted as two u_shorts. 

S_addr 

Address of the host formatted as a u_long. 

4.3.4 listen

The listen function places a socket a state where it is listening for an incoming connection.

int listen(

  SOCKET <>,    
  int backlog <>  
);
Parameters

s 

[in] Descriptor identifying a bound, unconnected socket. 

backlog 

[in] Maximum length of the queue of pending connections. If set to SOMAXCONN, the underlying service provider responsible for socket s will set the backlog to a maximum reasonable value. There is no standard provision to obtain the actual backlog value. 

Return Values

If no error occurs, listen returns zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEADDRINUSE
	The socket's local address is already in use and the socket was not marked to allow address reuse with SO_REUSEADDR. This error usually occurs during execution of the bind <wsapiref_6vzm.htm> function, but could be delayed until this function if the bind was to a partially wildcard address (involving ADDR_ANY) and if a specific address needs to be committed at the time of this function.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINVAL
	The socket has not been bound with bind <wsapiref_6vzm.htm>.

	WSAEISCONN
	The socket is already connected.

	WSAEMFILE
	No more socket descriptors are available.

	WSAENOBUFS
	No buffer space is available.

	WSAENOTSOCK
	The descriptor is not a socket.

	WSAEOPNOTSUPP
	The referenced socket is not of a type that supports the listen operation.


Remarks

To accept connections, a socket is first created with the socket <wsapiref_2qr6.htm> function and bound to a local address with the bind <wsapiref_6vzm.htm> function, a backlog for incoming connections is specified with listen, and then the connections are accepted with the accept <wsapiref_13aq.htm> function. Sockets that are connection oriented, those of type SOCK_STREAM for example, are used with listen. The socket s is put into passive mode where incoming connection requests are acknowledged and queued pending acceptance by the process.

The listen function is typically used by servers that can have more than one connection request at a time. If a connection request arrives and the queue is full, the client will receive an error with an indication of WSAECONNREFUSED <errors_3wc2.htm>.

If there are no available socket descriptors, listen attempts to continue to function. If descriptors become available, a later call to listen or accept will refill the queue to the current or most recent backlog, if possible, and resume listening for incoming connections.

An application can call listen more than once on the same socket. This has the effect of updating the current backlog for the listening socket. Should there be more pending connections than the new backlog value, the excess pending connections will be reset and dropped.

Notes for IrDA Sockets

· The Af_irda.h header file must be explicitly included. 

Compatibility

The backlog parameter is limited (silently) to a reasonable value as determined by the underlying service provider. Illegal values are replaced by the nearest legal value. There is no standard provision to find out the actual backlog value.

4.3.5 accept

The accept function permits an incoming connection attempt on a socket.

SOCKET accept(

  SOCKET <>,
  struct sockaddr FAR *addr <>,
  int FAR *addrlen <>
);
Parameters

s 

[in] Descriptor identifying a socket that has been placed in a listening state with the listen <wsapiref_07hu.htm> function. The connection is actually made with the socket that is returned by accept. 

addr 

[out] Optional pointer to a buffer that receives the address of the connecting entity, as known to the communications layer. The exact format of the addr parameter is determined by the address family that was established when the socket was created. 

addrlen 

[out] Optional pointer to an integer that contains the length of addr. 

Return Values

If no error occurs, accept returns a value of type SOCKET that is a descriptor for the new socket. This returned value is a handle for the socket on which the actual connection is made.

Otherwise, a value of INVALID_SOCKET is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

The integer referred to by addrlen initially contains the amount of space pointed to by addr. On return it will contain the actual length in bytes of the address returned.

Error Codes

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEFAULT
	The addrlen parameter is too small or addr is not a valid part of the user address space.

	WSAEINTR
	A blocking Windows Sockets 1.1 call was canceled through WSACancelBlockingCall <wsapiref_704y.htm>.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEINVAL
	The listen <wsapiref_07hu.htm> function was not invoked prior to accept.

	WSAEMFILE
	The queue is nonempty upon entry to accept and there are no descriptors available.

	WSAENOBUFS
	No buffer space is available.

	WSAENOTSOCK
	The descriptor is not a socket.

	WSAEOPNOTSUPP
	The referenced socket is not a type that supports connection-oriented service.

	WSAEWOULDBLOCK
	The socket is marked as nonblocking and no connections are present to be accepted.


Remarks

The accept function extracts the first connection on the queue of pending connections on socket s. It then creates a new socket and returns a handle to the new socket. The newly created socket is the socket that will handle the actual connection and has the same properties as socket s, including the asynchronous events registered with the WSAAsyncSelect <wsapiref_6jn6.htm> or WSAEventSelect <wsapiref_34aa.htm> functions. 

The accept function can block the caller until a connection is present if no pending connections are present on the queue, and the socket is marked as blocking. If the socket is marked as nonblocking and no pending connections are present on the queue, accept returns an error as described in the following. After the successful completion of accept returns a new socket handle, the accepted socket cannot be used to accept more connections. The original socket remains open and listens for new connection requests.

The parameter addr is a result parameter that is filled in with the address of the connecting entity, as known to the communications layer. The exact format of the addr parameter is determined by the address family in which the communication is occurring. The addrlen is a value-result parameter; it should initially contain the amount of space pointed to by addr; on return it will contain the actual length (in bytes) of the address returned. 

The accept function is used with connection-oriented socket types such as SOCK_STREAM. 

If addr and/or addrlen are equal to NULL, then no information about the remote address of the accepted socket is returned.

Notes for ATM

The following are important issues associated with connection setup, and must be considered when using Asynchronous Transfer Mode (ATM) with Windows Sockets 2: 

· The accept and WSAAccept <wsapiref_3fn6.htm> functions do not necessarily set the remote address and address length parameters. Therefore, when using ATM the caller should use the WSAAccept function and place ATM_CALLING_PARTY_NUMBER_IE in the ProviderSpecific <JavaScript:hhobj_1.Click()> member of the QOS <JavaScript:hhobj_2.Click()> structure, which itself is included in the lpSQOS parameter of the callback function used in accordance with WSAAccept. 

· When using the accept function, realize that the function may return before connection establishment has traversed the entire distance between sender and receiver. This is because the accept function returns as soon as it receives a CONNECT ACK message; in ATM, a CONNECT ACK message is returned by the next switch in the path as soon as a CONNECT message is processed (rather than the CONNECT ACK being sent by the end node to which the connection is ultimately established). As such, applications should realize that if data is sent immediately following receipt of a CONNECT ACK message, data loss is possible, since the connection may not have been established "all the way" between sender and receiver. 

4.4 Sending and receivng data

4.4.1 recv

The recv function receives data from a connected or bound socket.

int recv(

  SOCKET <>,       
  char FAR *buf <>,  
  int len <>,        
  int flags <>       
);
Parameters

s 

[in] Descriptor identifying a connected socket. 

buf 

[out] Buffer for the incoming data. 

len 

[in] Length of buf. 

flags 

[in] Flag specifying the way in which the call is made. 

Return Values

If no error occurs, recv returns the number of bytes received. If the connection has been gracefully closed, the return value is zero. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEFAULT
	The buf parameter is not completely contained in a valid part of the user address space.

	WSAENOTCONN
	The socket is not connected.

	WSAEINTR
	The (blocking) call was canceled through WSACancelBlockingCall <wsapiref_704y.htm>.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAENETRESET
	The connection has been broken due to the keep-alive activity detecting a failure while the operation was in progress.

	WSAENOTSOCK
	The descriptor is not a socket.

	WSAEOPNOTSUPP
	MSG_OOB was specified, but the socket is not stream-style such as type SOCK_STREAM, OOB data is not supported in the communication domain associated with this socket, or the socket is unidirectional and supports only send operations.

	WSAESHUTDOWN
	The socket has been shut down; it is not possible to receive on a socket after shutdown <wsapiref_60z6.htm> has been invoked with how set to SD_RECEIVE or SD_BOTH.

	WSAEWOULDBLOCK
	The socket is marked as nonblocking and the receive operation would block.

	WSAEMSGSIZE
	The message was too large to fit into the specified buffer and was truncated.

	WSAEINVAL
	The socket has not been bound with bind <wsapiref_6vzm.htm>, or an unknown flag was specified, or MSG_OOB was specified for a socket with SO_OOBINLINE enabled or (for byte stream sockets only) len was zero or negative.

	WSAECONNABORTED
	The virtual circuit was terminated due to a time-out or other failure. The application should close the socket as it is no longer usable.

	WSAETIMEDOUT
	The connection has been dropped because of a network failure or because the peer system failed to respond.

	WSAECONNRESET
	The virtual circuit was reset by the remote side executing a hard or abortive close. The application should close the socket as it is no longer usable. On a UPD-datagram socket this error would indicate that a previous send operation resulted in an ICMP "Port Unreachable" message.


Remarks

The recv function is used to read incoming data on connection-oriented sockets, or connectionless sockets. When using a connection-oriented protocol, the sockets must be connected before calling recv. When using a connectionless protocol, the sockets must be bound before calling recv. 

The local address of the socket must be known. For server applications, use an explicit bind <wsapiref_6vzm.htm> function or an implicit accept <wsapiref_13aq.htm> or WSAAccept <wsapiref_3fn6.htm> function. Explicit binding is discouraged for client applications. For client applications, the socket can become bound implicitly to a local address using connect <wsapiref_8m7m.htm>, WSAConnect <wsapiref_8kc2.htm>, sendto <wsapiref_4sqa.htm>, WSASendTo <wsapiref_752q.htm>, or WSAJoinLeaf <wsapiref_7dv6.htm>.

For connected or connectionless sockets, the recv function restricts the addresses from which received messages are accepted. The function only returns messages from the remote address specified in the connection. Messages from other addresses are (silently) discarded.

For connection-oriented sockets (type SOCK_STREAM for example), calling recv will return as much information as is currently available—up to the size of the buffer supplied. If the socket has been configured for in-line reception of OOB data (socket option SO_OOBINLINE) and OOB data is yet unread, only OOB data will be returned. The application can use the ioctlsocket <wsapiref_7dde.htm> or WSAIoctl <wsapiref_6ik2.htm> SIOCATMARK command to determine whether any more OOB data remains to be read.

For connectionless sockets (type SOCK_DGRAM or other message-oriented sockets), data is extracted from the first enqueued datagram (message) from the destination address specified by the connect <wsapiref_8m7m.htm> function.

If the datagram or message is larger than the buffer supplied, the buffer is filled with the first part of the datagram, and recv generates the error WSAEMSGSIZE <errors_3wc2.htm>. For unreliable protocols (for example, UDP) the excess data is lost; for reliable protocols, the data is retained by the service provider until it is successfully read by calling recv with a large enough buffer. 

If no incoming data is available at the socket, the recv call blocks and waits for data to arrive according to the blocking rules defined for WSARecv <wsapiref_4z1u.htm> with the MSG_PARTIAL flag not set unless the socket is nonblocking. In this case, a value of SOCKET_ERROR is returned with the error code set to WSAEWOULDBLOCK <errors_3wc2.htm>. The select <wsapiref_1ab6.htm>, WSAAsyncSelect <wsapiref_6jn6.htm>, or WSAEventSelect <wsapiref_34aa.htm> functions can be used to determine when more data arrives.

If the socket is connection oriented and the remote side has shut down the connection gracefully, and all data has been received, a recv will complete immediately with zero bytes received. If the connection has been reset, a recv will fail with the error WSAECONNRESET <errors_3wc2.htm>.

The flags parameter can be used to influence the behavior of the function invocation beyond the options specified for the associated socket. The semantics of this function are determined by the socket options and the flags parameter. The latter is constructed by using the bitwise OR operator with any of the following values.

	Value
	Meaning

	MSG_PEEK
	Peeks at the incoming data. The data is copied into the buffer but is not removed from the input queue. The function then returns the number of bytes currently pending to receive.

	MSG_OOB
	Processes OOB data. (See section DECnet Out-of-band data <../sockspi/wsanxref_9fqq.htm> for a discussion of this topic.)


4.4.2 send

The send function sends data on a connected socket.

int send(

  SOCKET <>,              
  const char FAR *buf <>,  
  int len <>,               
  int flags <>              
);
Parameters

s 

[in] Descriptor identifying a connected socket. 

buf 

[in] Buffer containing the data to be transmitted. 

len 

[in] Length of the data in buf. 

flags 

[in] Indicator specifying the way in which the call is made. 

Return Values

If no error occurs, send returns the total number of bytes sent, which can be less than the number indicated by len for nonblocking sockets. Otherwise, a value of SOCKET_ERROR is returned, and a specific error code can be retrieved by calling WSAGetLastError <wsapiref_2tiq.htm>.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEACCES
	The requested address is a broadcast address, but the appropriate flag was not set. Call setsockopt <wsapiref_94aa.htm> with the SO_BROADCAST parameter to allow the use of the broadcast address.

	WSAEINTR
	A blocking Windows Sockets 1.1 call was canceled through WSACancelBlockingCall <wsapiref_704y.htm>.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAEFAULT
	The buf parameter is not completely contained in a valid part of the user address space.

	WSAENETRESET
	The connection has been broken due to the keep-alive activity detecting a failure while the operation was in progress.

	WSAENOBUFS
	No buffer space is available.

	WSAENOTCONN
	The socket is not connected.

	WSAENOTSOCK
	The descriptor is not a socket.

	WSAEOPNOTSUPP
	MSG_OOB was specified, but the socket is not stream-style such as type SOCK_STREAM, OOB data is not supported in the communication domain associated with this socket, or the socket is unidirectional and supports only receive operations.

	WSAESHUTDOWN
	The socket has been shut down; it is not possible to send on a socket after shutdown <wsapiref_60z6.htm> has been invoked with how set to SD_SEND or SD_BOTH.

	WSAEWOULDBLOCK
	The socket is marked as nonblocking and the requested operation would block.

	WSAEMSGSIZE
	The socket is message oriented, and the message is larger than the maximum supported by the underlying transport.

	WSAEHOSTUNREACH
	The remote host cannot be reached from this host at this time.

	WSAEINVAL
	The socket has not been bound with bind <wsapiref_6vzm.htm>, or an unknown flag was specified, or MSG_OOB was specified for a socket with SO_OOBINLINE enabled.

	WSAECONNABORTED
	The virtual circuit was terminated due to a time-out or other failure. The application should close the socket as it is no longer usable.

	WSAECONNRESET
	The virtual circuit was reset by the remote side executing a hard or abortive close. For UPD sockets, the remote host was unable to deliver a previously sent UDP datagram and responded with a "Port Unreachable" ICMP packet. The application should close the socket as it is no longer usable.

	WSAETIMEDOUT
	The connection has been dropped, because of a network failure or because the system on the other end went down without notice.


Remarks

The send function is used to write outgoing data on a connected socket. For message-oriented sockets, care must be taken not to exceed the maximum packet size of the underlying provider, which can be obtained by using getsockopt <wsapiref_8qcy.htm> to retrieve the value of socket option SO_MAX_MSG_SIZE. If the data is too long to pass atomically through the underlying protocol, the error WSAEMSGSIZE <errors_3wc2.htm> is returned, and no data is transmitted. 

The successful completion of a send does not indicate that the data was successfully delivered.

If no buffer space is available within the transport system to hold the data to be transmitted, send will block unless the socket has been placed in nonblocking mode. On nonblocking stream oriented sockets, the number of bytes written can be between 1 and the requested length, depending on buffer availability on both client and server machines. The select <wsapiref_1ab6.htm>, WSAAsyncSelect <wsapiref_6jn6.htm> or WSAEventSelect <wsapiref_34aa.htm> functions can be used to determine when it is possible to send more data.

Calling send with a zero len parameter is permissible and will be treated by implementations as successful. In such cases, send will return zero as a valid value. For message-oriented sockets, a zero-length transport datagram is sent.

The flags parameter can be used to influence the behavior of the function beyond the options specified for the associated socket. The semantics of this function are determined by the socket options and the flags parameter. The latter is constructed by using the bitwise OR operator with any of the following values.

	Value
	Meaning

	MSG_DONTROUTE
	Specifies that the data should not be subject to routing. A Windows Sockets service provider can choose to ignore this flag.

	MSG_OOB
	Sends OOB data (stream-style socket such as SOCK_STREAM only. Also see DECnet Out-Of-band data <../sockspi/wsanxref_9fqq.htm> for a discussion of this topic).


Notes for IrDA Sockets

· The Af_irda.h header file must be explicitly included. 

4.5 Socket status

4.5.1 select

The select function determines the status of one or more sockets, waiting if necessary, to perform synchronous I/O.

int select(

  int nfds <>,                           
  fd_set FAR *readfds <>,               
  fd_set FAR *writefds <>,              
  fd_set FAR *exceptfds <>,             
  const struct timeval FAR *timeout <>  
);
Parameters

nfds 

[in] Ignored. The nfds parameter is included only for compatibility with Berkeley sockets. 

readfds 

[in, out] Optional pointer to a set of sockets to be checked for readability. 

writefds 

[in, out] Optional pointer to a set of sockets to be checked for writability 

exceptfds 

[in, out] Optional pointer to a set of sockets to be checked for errors. 

timeout 

[in] Maximum time for select to wait, provided in the form of a TIMEVAL <strucetc_8mlu.htm> structure. Set the timeout parameter to NULL for blocking operation. 

Return Values

The select function returns the total number of socket handles that are ready and contained in the fd_set <strucetc_5cvm.htm> structures, zero if the time limit expired, or SOCKET_ERROR if an error occurred. If the return value is SOCKET_ERROR, WSAGetLastError <wsapiref_2tiq.htm> can be used to retrieve a specific error code.

	Error code
	Meaning

	WSANOTINITIALISED
	A successful WSAStartup <wsapiref_1v8y.htm> call must occur before using this function.

	WSAEFAULT
	The Windows Sockets implementation was unable to allocate needed resources for its internal operations, or the readfds, writefds, exceptfds, or timeval parameters are not part of the user address space.

	WSAENETDOWN
	The network subsystem has failed.

	WSAEINVAL
	The time-out value is not valid, or all three descriptor parameters were NULL.

	WSAEINTR
	A blocking Windows Socket 1.1 call was canceled through WSACancelBlockingCall <wsapiref_704y.htm>.

	WSAEINPROGRESS
	A blocking Windows Sockets 1.1 call is in progress, or the service provider is still processing a callback function.

	WSAENOTSOCK
	One of the descriptor sets contains an entry that is not a socket.


Remarks

The select function is used to determine the status of one or more sockets. For each socket, the caller can request information on read, write, or error status. The set of sockets for which a given status is requested is indicated by an fd_set <strucetc_5cvm.htm> structure. The sockets contained within the fd_set structures must be associated with a single service provider. For the purpose of this restriction, sockets are considered to be from the same service provider if the WSAPROTOCOL_INFO <strucetc_4cfm.htm> structures describing their protocols have the same providerId value. Upon return, the structures are updated to reflect the subset of these sockets that meet the specified condition. The select function returns the number of sockets meeting the conditions. A set of macros is provided for manipulating an fd_set structure. These macros are compatible with those used in the Berkeley software, but the underlying representation is completely different.

The parameter readfds identifies the sockets that are to be checked for readability. If the socket is currently in the listen <wsapiref_07hu.htm> state, it will be marked as readable if an incoming connection request has been received such that an accept <wsapiref_13aq.htm> is guaranteed to complete without blocking. For other sockets, readability means that queued data is available for reading such that a call to recv <wsapiref_2i9e.htm>, WSARecv <wsapiref_4z1u.htm>, WSARecvFrom <wsapiref_4wky.htm>, or recvfrom <wsapiref_88oi.htm> is guaranteed not to block.

For connection-oriented sockets, readability can also indicate that a request to close the socket has been received from the peer. If the virtual circuit was closed gracefully, and all data was received, then a recv <wsapiref_2i9e.htm> will return immediately with zero bytes read. If the virtual circuit was reset, then a recv will complete immediately with an error code such as WSAECONNRESET <errors_3wc2.htm>. The presence of OOB data will be checked if the socket option SO_OOBINLINE has been enabled (see setsockopt <wsapiref_94aa.htm>).

The parameter writefds identifies the sockets that are to be checked for writability. If a socket is processing a connect <wsapiref_8m7m.htm> call (nonblocking), a socket is writeable if the connection establishment successfully completes. If the socket is not processing a connect <wsapiref_8m7m.htm> call, writability means a send <wsapiref_6quq.htm>, sendto <wsapiref_4sqa.htm>, or WSASendto <wsapiref_752q.htm> are guaranteed to succeed. However, they can block on a blocking socket if the len parameter exceeds the amount of outgoing system buffer space available. It is not specified how long these guarantees can be assumed to be valid, particularly in a multithreaded environment.

The parameter exceptfds identifies the sockets that are to be checked for the presence of OOB data (see section DECnet Out-of-band data <../sockspi/wsanxref_9fqq.htm> for a discussion of this topic) or any exceptional error conditions. 

Important OOB data will only be reported in this way if the option SO_OOBINLINE is FALSE. If a socket is processing a connect <wsapiref_8m7m.htm> call (nonblocking), failure of the connect attempt is indicated in exceptfds (application must then call getsockopt <wsapiref_8qcy.htm> SO_ERROR to determine the error value to describe why the failure occurred). This document does not define which other errors will be included.

Any two of the parameters, readfds, writefds, or exceptfds, can be given as NULL. At least one must be non-NULL, and any non-NULL descriptor set must contain at least one handle to a socket.

Summary: A socket will be identified in a particular set when select returns if:

readfds: 

· If listen has been called and a connection is pending, accept will succeed. 

· Data is available for reading (includes OOB data if SO_OOBINLINE is enabled). 

· Connection has been closed/reset/terminated. 

writefds: 

· If processing a connect call (nonblocking), connection has succeeded. 

· Data can be sent. 

exceptfds: 

· If processing a connect call (nonblocking), connection attempt failed. 

· OOB data is available for reading (only if SO_OOBINLINE is disabled). 

Four macros are defined in the header file Winsock2.h for manipulating and checking the descriptor sets. The variable FD_SETSIZE determines the maximum number of descriptors in a set. (The default value of FD_SETSIZE is 64, which can be modified by defining FD_SETSIZE to another value before including Winsock2.h.) Internally, socket handles in an fd_set structure are not represented as bit flags as in Berkeley Unix. Their data representation is opaque. Use of these macros will maintain software portability between different socket environments. The macros to manipulate and check fd_set contents are: 

FD_CLR(s, *set) 

Removes the descriptor s from set. 

FD_ISSET(s, *set) 

Nonzero if s is a member of the set. Otherwise, zero. 

FD_SET(s, *set) 

Adds descriptor s to set. 

FD_ZERO(*set) 

Initializes the set to the NULL set. 

The parameter time-out controls how long the select can take to complete. If time-out is a NULL pointer, select will block indefinitely until at least one descriptor meets the specified criteria. Otherwise, time-out points to a TIMEVAL <strucetc_8mlu.htm> structure that specifies the maximum time that select should wait before returning. When select returns, the contents of the TIMEVAL structure are not altered. If TIMEVAL is initialized to {0, 0}, select will return immediately; this is used to poll the state of the selected sockets. If select returns immediately, then the select call is considered nonblocking and the standard assumptions for nonblocking calls apply. For example, the blocking hook will not be called, and Windows Sockets will not yield.

Note The select function has no effect on the persistence of socket events registered with WSAAsyncSelect <wsapiref_6jn6.htm> or WSAEventSelect <wsapiref_34aa.htm>.

4.5.2 linger

The linger structure maintains information about a specific socket that specifies how that socket should behave when data is queued to be sent and the closesocket <wsapiref_714i.htm> function is called on the socket.

struct linger {

  u_short    l_onoff <>;

  u_short    l_linger <>;

};

Members

l_onoff 

Specifies whether a socket should remain open for a specified amount of time after a closesocket function call to enable queued data to be sent. 

l_linger 

Enabling SO_LINGER also disables SO_DONTLINGER, and vice versa. Note that if SO_DONTLINGER is DISABLED (that is, SO_LINGER is ENABLED) then no time-out value is specified. In this case, the time-out used is implementation dependent. If a previous time-out has been established for a socket (by enabling SO_LINGER), this time-out value should be reinstated by the service provider. 

Remarks

To enable SO_LINGER, the application should set l_onoff to a nonzero value, set l_linger to zero or the desired time-out (in seconds), and call the setsockopt <wsapiref_94aa.htm> function. To specify SO_DONTLINGER (that is, disable SO_LINGER) l_onoff should be set to zero and setsockopt should be called. Note that enabling SO_LINGER with a nonzero time-out on a nonblocking socket is not recommended.
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